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Abstract

Error-correction codes are indispensable not only for reliable data transmission but also as hardness
assumptions in modern cryptography such as public key encryption, digital signature/identification, hash function,
zero-knowledge proof, etc. Since McEliece’s pioneering work, code-based cryptography systems have progressed
from theory to standardization. For instance, Hamming Quasi-Cyclic (HQC) has been selected for standardization
in the NIST post-quantum cryptography program, and Classic McEliece remains under active consideration.

Beyond cryptography system, error-correction codes play an important role in steganography.
Steganography aims to secure communication by embedding a secret message into a cover medium such as digital
images. Error-correction code can be designed to embed as many secret symbols with minimal distortion, reducing
the chance that a warden will detect the presence of hidden symbols.

A blockchain is a peer-maintained, distributed ledger that operates without central custody. Owing to
its decentralized control and tamper-evident record, the technology now underpins diverse applications, including
cryptocurrencies, digital identity, distributed storage, intellectual-property timestamping, governance voting, [oT,
and energy-carbon trading. Decentralization is the foundation of these properties: it sustains immutability,
censorship resistance, fault tolerance, and public auditability. The consensus algorithm is the mechanism that
preserves trust of decentralization. In practice, however, specialized mining hardware, for example application-
specific integrated circuits (ASICs), has undermined equal participation. ASICs deliver orders-of-magnitude
performance gains, excluding users who lack such hardware and raising the economic barrier to meaningful
participation, thereby breaking the trust of network decentralization.

Error-correction code can be applied to improve the trust of blockchain consensus. By using the one-
wayness and design flexibility of error-correction decoder, one can design a blockchain consensus algorithm which

is verifiable, robust, and fair.
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In radio communication, security has been one main concern for a long time. The main stream study
to pursue the security in communication has been protect the message from unauthorized users. Information-
theoretic security and computational security are widely adapted security criterion. Encryption, physical layer
securing methods and other many schemes are proposed to achieve such security criterions.

Covertness is another security criterion that has a slightly different objective from information-
theoretic and computational security. This criterion seeks to hide the existence of the message rather than its
contents. Steganography is a representative approach to achieving covertness. It alters a small part of the cover
medium (e.g., images) to embed a secret message that cannot be detected by unauthorized users. However,
covertness in radio communications is less studied because the cover medium is more difficult to control.

Error-correction codes can be applied to improve the stealth of radio communication. To achieve
covertness, the secret message must be embedded while minimally distorting the radio signal. By designing an
error-correction code that minimally distorts the channel, one can embed more information with a lower probability
of detection by eavesdroppers.

This dissertation presents two error-correction code based contributions: one that achieves trust in
blockchain networks and another that enables stealthy wireless communication in the presence of hostile jamming.

Chapter 2 of this dissertation presents error-correction code based method to achieve trust of
blockchain. In this study, we propose Error-Correction-Code Verifiable Computation Consensus (ECCVCC), a
proof-of-work variant in which each puzzle instance is a decoding problem. By randomizing code parameters on
a per-block basis, ECCVCC neutralizes the economies of scale enjoyed by application-specific integrated circuits,
thereby restoring competitive parity to general-purpose hardware. Analytical bounds and Monte-Carlo
experiments confirm tightly controlled block-generation times, stable difficulty adjustment, and markedly slower
centralization compared with conventional hash-based PoW.

Chapter 3 of this dissertation introduces error-correction code based method to achieve stealth wireless
communication. In this study, we propose Gaussian-coded time-frequency modulation (G-TFM), whose coded
symbol constellation is statistically indistinguishable from ambient additive white Gaussian noise. Two sparse-
recovery receivers are developed to estimate and cancel narrow-band and wide-band jammers while
simultaneously decoding the covert payload. Covertness is measured by the adversary’s probability of detection,
whereas robustness is quantified through bit-error-rate simulations under tone, sweep, and broadband jamming

scenarios.
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These contributions demonstrate that error-correction codes can serve as a unifying toolset for
enhancing security in both decentralized ledgers and covert wireless links. The thesis delivers (i) a
cryptographically sound, ASIC-resistant consensus protocol, and (ii) a unified framework that simultaneously
achieves anti-jamming and covert objectives thereby advancing the state of the art in code-based security

engineering.
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Chapter 1. Introduction

1.1. Error-Correction Code

Error-correction codes (ECCs) are mathematical techniques that add controlled redundancy into
digital data so that a receiver can detect and correct errors introduced by noise, interference, or hardware faults.
First formalized in Claude Shannon’s 1948 work on information theory [1], ECC enables reliable communication
even when the underlying channel is imperfect or the medium is degraded. Figure 1 illustrates the basic concept
of ECC. With ECC, the message is encoded to a codeword in a higher-dimensional space and then transmitted.
The error occurred by communication channel can be recovered by decoding process, thanks to the redundancy of
the codeword.

A binary linear block code can be a simple example. An message vector, me{0,1}, is encoded to
yield an codeword vector, ¢e{0,1}". The encoding procedure is represented as a matrix-vector multiplication,
c=mG, where G e{0,3" is called generator matrix. Here, the number of errors that the code can recover—
often called error-correction capability—is closely related to the minimum distance among codewords. Decoding
from erroneous codeword, r e{0,1}", to the original message can be done by various algorithms depending on
the specific design of ECC. For example, message passing algorithm is generally adopted for decoding of low-
density parity-check (LDPC) code [2]. For linear codes, sometime parity-check matrix (PCM) and can be used to

transform the codeword decoding into its dual problem called syndrome decoding.

Codeword Space

Message Space

Encoding

Decoding

Erroneous
Transmission

Figure 1. Concept of Error-Correction Code.
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1.1.1.  Error-Correction Code for Cryptography

Error-correction codes are now indispensable not only for correcting errors in communication
systems but also in other areas of information technology, such as cryptography. The computational hardness of
decoding a random linear code enables cryptographic constructions based on this problem. Since McEliece’s
pioneering work [3], code-based cryptography has attracted considerable attention and recently received more
attentions as an post-quantum cryptography. Current public-key cryptosystems rely on the hardness of discrete
logarithm or integer factorization problem are known to be vulnerable against the Shor’s algorithm on quantum
computing. Code-based cryptography is known to be able to provide post-quantum hard problems, for example
decoding of a random linear code, which has no efficient algorithm even in quantum computers. Many code-
based cryptography systems such as Classic McEliece [4] and Hamming Quasi-Cyclic (HQC) [5] are submitted
for National Institute of Standards and Technology (NIST) post-quantum cryptography (PQC) standardization.

A. McEliece Cryptosystem

Classic McEliece is a key-encapsulation mechanism (KEM) based on McEliece and Niederreiter
cryptosystems using binary Goppa codes. In the McEliece cryptosystem, a randomly constructed (n, k) binary

Goppa code with a known efficient decoding algorithm is selected. The generator matrix G € {0,1}” of this code
is kept secret. Together with G, a nonsingular randomizing matrix SE {0,1}** and a permutation matrix
P<={0,1}"" form the private key Kprivae = (G, S, P). Public key is generated by G’ = SGP. To encrypt a message

m€E {0,1}*, the sender uses the public key and adds an error vector e. The resulting ciphertext becomes
c=mG’ +e, (8]

where e is a binary error vector of length n and Hamming weight ¢. With appropriately chosen parameters (n, £, ),
decoding the random linear code without the secret key is computationally infeasible, whereas a legitimate

recipient can decrypt by computing
P =mSG+eP™, 2

and applying the efficient decoder. The scheme can be stated equivalently in the Niederreiter form, which uses a
parity-check matrix and syndrome decoding instead of a generator matrix and codeword decoding [6].

The most effective known attack against McEliece systems is information set decoding (ISD). The
ISD repeatedly selects an information set, a subset of coordinates on which the restricted parity-check sub-matrix

is invertible. Then, ISD aims to recover the error vector with the information set. Since Prange’s original proposal
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[7], many variants improved the attack efficiency by reducing the searching space of ISD [8]. However, the attack
remains essentially combinatorial search; its complexity rapidly grows to an infeasible level by increasing the code
length.

Although Classic McEliece has not been adopted in the current NIST POC standard, it is still
regarded as secure and is expected to be standardized soon. NIST’s fourth-round report notes that Classic
McEliece was not selected because it is already under consideration by the International Organization for
Standardization (ISO); concurrent standardization by both bodies could lead to incompatible specifications, not
because of any security weakness [9]. Indeed, the McEliece cryptosystem has withstood cryptanalytic efforts
since its introduction in the late 1970s.

B. Hamming Quasi-Cyclic Cryptosystem

Hamming Quasi-Cyclic (HQC) is another promising code-based KEM, which is selected as NIST
standard in its fourth round challenge. As like McEliece cryptosystem, HQC cryptosystem also based on the
hardness of decoding random codes. More specically, its security relies on the hardness of quasi-cyclic syndrome
decoding (QCSD) problem [10]. The main difference of HQC cryptosystem from McEliece cryptosystem is that
HQC cryptosystem uses two different codes. The first code is public code, an (n, k) code whose generator matrix
and efficient decoding algorithm are publicly known. The second code is random code, a randomly selected (2n,
n) code whose generator matrix is circulant in systematic form. The random code is used to construct an error
vector with predictable Hamming weight, which can be decoded by the public code. The generator matrix of the

random code is denoted by
H=[I, |rot(h)], ®)

where I, is the n-dimensional identity matrix and rot(h) is an right-wise circulant matrix whose last row is the

reverse of the vector h. Here, h is a randomly selected short vector from a ring of polynomials,
R=F[X]/(X"-D), @

over a finite field F. The private key (x, y) is constructed by randomly select two elements, x and y, from R .

The public key becomes (h, s), where s is the syndrome such that
s=[x]yH". (5)

To encrypt a message m, the sender generates a ciphertext (u, v) as follows:



Gl S Gwangju Institute of
science and Technology

u :[rl | rz]HT ) (6)

v=mG+s-rot(r,)" +e, )

where G is the generator matrix of public code. With appropriately chosen Hamming weights for r,, r,, x, Y,

and e, a legitimate recipient can decrypt m by using the decoder of the public code for
v—u-rot(y)" =mG-+rrot(y)" +r,rot(x)" +e. (8)

The security of HQC cryptosystem relies on the difficulty of decoding random quasi-cyclic codes,
which is well studied. HQC has advantages over Classic McEliece such as no hidden structure in the code,

efficient decoding, smaller public key size, and accurate decryption failure rate.

1.1.2.  Error-Correction code for Steganography

Steganography is an information-hiding method that concealing the existence of message, while
cryptography aims to protect the context of the message [11]. In steganography systems, a message is embedded
into redundant bits in cover medium such as image, without distorting the statistical properties of the medium [12].
The cover medium is called stego text, often called after type of medium. For example, stego image for image
steganography.

A syndrome of error-correction code can be used for image steganography. Syndrome-based
embedding is a steganography method that minimize the distortion of cover image. Basic principle underlying the
syndrome-based embedding is that: an appropriately designed ECC maps each syndrome to corresponding error
pattern with smallest weight (often called coset leader). In this method, an error vector is constructed by the
syndrome decoding procedure regarding the secret message as a syndrome vector. The secret message can be
embedded by adding the error vector to the cover medium, for example discrete cosine transform (DCT)
coefficients of a digital image. Syndrome-Trellis Codes (STCs) [13], Steganographic Polar Codes (SPCs) [14],
and Low-Density Generator-Matrix (LDGM) code based approaches [15] are known as near-optimal embedding

methods with minimal distortion.
1.2. Blockchain Consensus

Distributed ledger is a ledger which is stored and managed by peer-to-peer and distributed manner
without a centralized custody. Blockchain is a kind of distributed ledger, whose contents are divided and managed

in small units called blocks. Blockchain became a key technology to guarantee the trust among decentralized
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nodes without a centralized custody. The early blockchains such as Bitcoin [16] have only restricted usage for
example cryptocurrency. However, recent generations of blockchains have widely applicable to a variety of

fields by supporting smart contracts, which are computing codes carved in the blockchain.

Centralized Ledger Decentralized Ledger

= 5 i 7
S
£ E3- mE

Figure 2. Concepts of Centralized and Decentralized Ledger.

If there are differences between contents in ledgers (or blocks) of each peer, consensus algorithm
determines which contents are canonical. In blockchain, the consensus part plays a role in leading an agreement
among trustless nodes without any communications. This part is the most innovative because it can prevent the
double spending attack [17] in a peer-to-peer network in the absence of trusted parties. In Bitcoin [16], as an
example, more than ten thousand of nodes randomly scattered across the world aim to reach a consensus in each
block time. The Internet is the only way to connect them; communication packets are delayed and sometimes
dropped though the Internet that is designed to provide the best effort service. Cyberattacks frequently happen,
making transactions over the Internet insecure. Nevertheless, Bitcoin has shown secure peer-to-peer transactions

over the past 10 years.

1.2.1. Proof-of-Work Consensus

Many blockchains, including Bitcoin, rely on a consensus mechanism known as proof-of-work (PoW).
In PoW, nodes compete in a computational process called mining, to append the next block to the chain. Each
miner must find a solution to a cryptographic puzzle and submit it as proof of its work. The first node to solve the
puzzle earns the right to publish the new block and receives a coin reward. An adversary wishing to rewrite the
ledger would need to re-solve the PoW puzzle for that block and for every subsequent block. Acquiring the
requisite computational power is practically infeasible for any single node, so no participant can unilaterally

modify published blocks. This resistance to alteration is what gives PoW its immutability.
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Figure 3. Blockdiagram of Bitcoin’s Proof-of-Work.

1.2.2. Proof-of-Stake Consensus

Another class of consensus mechanism adopted by multiple blockchains is proof-of-stake (PoS), in
which immutability is secured with a deposit of the block publishers as collateral. In this scheme, the block
validators deposit their cryptocurrency (often called staking) on the blockchain protocol. At each block generation
time slot, one validator is selected as a proposer, who has responsibility to generate a new block. Then other
validator voting on whether the block is valid or not. If any proposer or validators does malicious action such as
propose/vote on invalid block, the malicious user loss the collateral (often called “slashed”). In other words, the
publishers bet their deposit, rather than computational effort, to prove the soundness of the block. If a block is
revealed to have a flaw by other verifiers, the publisher loses the deposit. The PoS has advantages in terms of
energy consumption and stability of block generation time than PoW. However, its security relies on two

assumptions: 1) proposers are selected randomly and 2) verifiers work rationally.

1.2.3.  Chain Selection Rule

In addition to the proof-of-X schemes, chain selection rule is another important component of
consensus protocol. It provides a rule that determines which fork of a blockchain is valid one. Bitcoin’s longest
chain rule and Ethereum’s heaviest chain rule are representative examples. The chain selection rule plays key role
when a blockchain is forked because of clock asynchronization, network delay and selfish mining attack.

In Bitcoin, miners make rational decisions to maximize their profits by following a two stage process
in which 1) the miners select a blockchain whose length is the longest and ii) they extend this longest one by adding
a newly mined block. Suppose there are two blockchains where one is longer than the other one in terms of the

length. Since the longer chain has the more accumulated works, altering it is more difficult. This longer chain shall
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be treated the more trustable and preferable by the miners. Thus, they select the longer chain. Making such a
selection is rational for the sake of keeping the mining rewards. The mining reward is a delayed conditional
payment. This time delay is measured in terms of the number of blocks, say 100 blocks. If this mined block was
not a part of the longest chain at the future 100 block, the reward vanishes. Thus, rational miners select the longest

chain.
1.3. Covert Communication

Since the advent of radio, security has been a central concern. Due to the open nature of wireless
medium, any transmission can be intercepted by unintended receivers. Among these unintended recipients,
eavesdroppers are malicious entities that seek to exploit intercepted signals for harmful purposes. Ensuring security
in wireless communications therefore involves protecting legitimate users from such threats. Information-theoretic
secrecy and computational security serve as two well-established criteria for defending against eavesdropper.

Cryptography can achieve both criterions but most of modern cryptographic system aims computational security.

Covert communication [18], [19] is another security method to hide the radio transmission from an
eavesdropper, whose aim is slightly different from cryptography. However, covert communication has received
little attention compared to the other secrecy criterion since its tight restriction. In the remainder of section, we

introduce and compare the three security criterions.
1.3.1. Perfect Secrecy

Information-Theoretic Secrecy is a type of security criterion models an adversary who has unlimited
computational power. A scheme achieves information-theoretic secrecy when the probability that the adversary
can recover the plaintext from the ciphertext is essentially the same as the probability of guessing the plaintext at
random. When these two probabilities coincide exactly, the system provides perfect secrecy. The one-time pad is

the classic example of a method that achieves the perfect secrecy.

Wyner [20] introduced the concept of secrecy capacity for the wiretap channel illustrated in Figure 4.
The secrecy capacity is the maximum rate at which information can be transmitted error-free to the legitimate
receiver while remaining confidential from the eavesdropper, i.e., transmission with any rate below this threshold

is achievable with perfect secrecy. Formally, secrecy capacity is defined as follows:

C =max[1(X;Y)-1(X;2)], 9

secrecy
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where /(X ; Y) denotes the mutual information between X and Y. The criterion implies there exist a perfectly secure

transmission scheme where the eavesdropping channel is degraded than the legitimated channel.

Noisy
Channel

Figure 4. Wiretap Channel Model

Researchers have extended the study on secrecy capacity in several directions. Generalizing the
derivation to a family of gamma fading channels [21], [22] and a MIMO channel [23] are the examples. Although
secrecy capacity analysis proves that perfectly secure communication is theoretically possible, designing practical
communication schemes that achieves perfect secrecy remains difficult. One promising approach is physical-layer

based method with artificial-noise injection into non-degraded channels as studied in [24], [25], [26].

1.3.2. Computational Security

Computational security is a security criterion often used to evaluate the security of cryptography
system. Although cryptography can achieve both computational security and information security, it is challenging
to design a practical cryptography system. For example, one-time pad is proven as a perfect security achieving
encryption scheme [1] but it requires secret information as long as transmitted message which have to be shared
before communication; which is infeasible in most of applications. Instead, most of cryptography system targets
computational security assuming adversaries with limited computing power.

Strictly speaking, a cryptography system is considered computationally secure if an attacker would
need at least N operations to break the system, where N is chosen to be sufficiently large. In modern practice, N >
280 is considered sufficiently large. Because future advances in algorithms or hardware can lower this threshold,
computational security is always evaluated with respect to the best known attacks at the time of analysis.

Encryption is a practice that provides computational security by concealing a message—called
plaintext—from unauthorized recipients through its transformation into ciphertext [27]. Instead of transmitting the

plaintext directly, the sender transmits a ciphertext. Unauthorized users without the appropriate key cannot recover
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the original message, whereas an authorized receiver, who possesses that key, can decrypt the ciphertext and
retrieve the plaintext. Thus, the security of an encryption scheme relies on the computational hardness of extracting
the plaintext without the key.

Encryption algorithms fall into two broad classes: symmetric-key encryption and public-key
encryption. The distinction lies in whether the same key is used for both encryption and decryption. In symmetric
schemes (e.g., AES), a single secret key performs both functions, whereas public-key schemes employ a publicly
known key for encryption and a private key for decryption. Symmetric encryption is far more efficient but suffers
from the key-distribution problem. Modern systems address this by encrypting the bulk data with a high-speed
symmetric cipher such as AES (Rijndael) [28] while exchanging the symmetric key with a key-encapsulation
mechanism (KEM) based on public-key cryptography—for example Diffie-Hellman [29], or the post-quantum

ML-KEM (CRYSTALS-Kyber) [30].
1.3.3.  Security Criterion for Covert Communication

Covert communication [18], [19] or low-probability-of-detection (LPD) communication [31], [32]
requires a different perspective on secrecy. It aims to hide the existence of a transmission from an eavesdropper.
In scenario such as military operation in hostile region, the mere presence of a wireless signal can reveal sensitive
activity. Because an adversary may detect that signal, covert systems target a low probability of detection (LPD)
as a secrecy criterion. Covert communication is closely related to steganography, as both scheme aim to conceal
communication from a warden. Indeed, a covert wireless link can be modelled as a form of steganography in which

the cover medium is the wireless channel itself.

Table 1. Comparison of Three Security Criterions, Covert Communication, Perfect Secrecy, and Cryptography.

Covert Communication Perfect Secrecy Computation Security
Main Operation Region Physical Layer Physical Layer Application Layer
o Concealing Concealing Concealing
Objective ] ) ) )
Signal Existence Message Information Message Information
) Probability of Detection ) )
Performance Metric ) ) Secrecy Capacity Computational Hardness
Distortion

To measure the performance of covert communication, another security criterions is required rather
than information-theoretic secrecy or computational security. Security formulation of steganography is studied for

criterions, information-theoretic secrecy [33] and computational security [34]. However, in covert communication,

It is shown that only O(\/ﬁ ) bits can be transmitted covertly while n symbol transmission in a binary symmetric
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channel [18], [32], i.e., secrecy capacity is zero. Computational security formulation is also not easy to be applied
to covert communication because of random nature of channel, which works as cover medium. Instead of such
criterion, detection probability [35], [36] and distortion [13], [37] can be used to measure the performance of covert

communication.
1.4. Contribution of this Dissertation

This dissertation investigates how ECC can serve as security primitives. Because maximum likelihood
(ML) decoding of a random linear code is NP-hard [38], the decoding problem offers a natural source of
computational hardness for primitives such as encryption modules, hash functions, and cryptographic puzzles. At
the same time, certain well-structured code families admit efficient decoders, creating an asymmetry that enables
practical ECC-based encryption.

Whereas most ECC-based primitives target on exponentially hard problems, some applications merely
require a moderately difficult task—hard enough to impose delay or cost, but not so hard as to be infeasible.
Cryptographic puzzle [39] they are designed to be solvable with a modest, typically polynomial, amount of work
and have been proposed for spam deterrence [40], consensus and delayed information transmission.

The next chapter applies this concept to blockchain consensus. We design controllably difficult ECC
puzzles and integrate them into a proof-of-work variant called ECCVCC. The ECC-based puzzle supplies the
desired amount of work for miners while the design flexibility of ECCs allows ASIC-resistance, narrowing the
performance gap between specialized hardware and general-purpose processors and thereby helping the network

remain decentralization.

10
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Chapter II. [Trust-Achieving ECC] Error-Correction Code Verifiable

Computation Consensus

2.1. Motivation

Mining with application-specific integrated circuits (ASICs) has become a serious threat to the
decentralization of PoW blockchains. Because block publishing is a competitive, reward-driven task, nodes
equipped with ASICs earn far higher profits than those using general-purpose processors (GPPs) such as CPUs or
GPUs. As competition intensifies, GPP-based nodes become unprofitable and eventually drop out, undermining
the network’s decentralized nature.

The performance gap is striking: a recent Bitcoin ASIC delivers roughly x10° better cost efficiency
than a mainstream CPU. Consequently, ASIC-equipped miners now dominate Bitcoin’s hash rate [41],
concentrating block production in the hands of a few large operators that run expansive ASIC farms. This
concentration reduces the set of independent participants, effectively re-centralizing the network and, in turn,

eroding the trust that blockchains are meant to provide.

2.2. Introduction

PoW is a type of blockchain consensus protocol to protect the blockchain. In PoW-type blockchains
(including Bitcoin), nodes must submit their own answers to cryptographic puzzles as PoWs to publish a new
block. Attackers who are attempting to make a modification must solve the puzzle for all blocks after the target
block. It is almost impossible for a single-node attacker to have such tremendous computational capabilities.

In PoW blockchain, the block-publishing process is a competitive task to win rewards. Therefore, the
nodes equipped with ASIC devices are more profitable than nodes with General-purpose processors (GPPs), such
as central processing units (CPUs) and graphics processing units (GPUs). The GPP nodes will be abandoned as
the competition becomes fiercer due to their low profitability. Currently, nodes equipped with ASIC devices
dominate the Bitcoin business [41].

The error-correction codes (ECCs) and their decoders can be utilized to reduce the performance gap.
These codes have a rich history, there are numerous classes of codes available, and they have been applied to a
variety of applications including McEliece cryptosystem [3] and ECC-based hash functions [42], [43], [44].

Error-Correction Codes Proof-of-Work (ECCPoW) was first proposed in [45] as an ASIC-resistant

11
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PoW algorithm. ECCPoW applies the decoding of time-varying LDPC code as a crypto puzzle to achieve ASIC-
resistance. Jung and Lee [46] implemented a software package for ECCPoW based on [45], and launched a new
hardfork of Bitcoin by replacing its PoW algorithm with ECCPoW. Similarly, Kim et al. [47] developed a new
hardfork of Ethereum based on the ECCPoW algorithm, proposing a new feature that allowed practical adjustment
of block generation time. However, the simulation and analysis in [46] were insufficient to demonstrate that the
block generation time of their implementation accorded with that predicted in the theory. The implementations in
[46], [47] are unsustainable with respect to difficulty control, due to their reliance on a hard-coded look-up table.
Moreover, [45], [46], [47] did not provide a quantitative analysis of ASIC resistance or discuss the relationship

between ASIC-resistance and decentralization of blockchains.

2.3. Contribution

In this study, we propose a novel blockchain consensus algorithm called Error-Correction Code
Verifiable Computation Consensus (ECCVCC) to improve the decentralization of a blockchain. The proposed
ECCVCC achieves ASIC resistance through the time-varying structure of its crypto puzzle. The proposed
ECCVCC includes practical and feasible difficulty control algorithm, which solves the limitations in [45], [46],
[47]. We demonstrate the block generation time and difficulty control performance of proposed ECCVCC and
compare to those of previous works in [45], [46], [47]. We provide a discussion on how ECCVCC can enhance
decentralization of blockchain network compared to conventional ASIC-resistant PoWs. In addition, we provide a
numerical simulation to illustrate the relationship between the ASIC resistance and the degree of decentralization
in a blockchain network.
Our contributions are as follows:
e Error-Correction Code Verifiable Computation Consensus. We propose a new class of
verifiable computation puzzle (VCP) based on error-correction code decoding problem.
Using this puzzle, we construct error-correction code verifiable computation consensus
(ECCVCC), a novel PoW-style blockchain consensus protocol. The proposed ECCVCC
improves blockchain decentralization through inherent ASIC resistance, while maintaining
the security of conventional PoW schemes.
e Practical and feasible difficulty adjustment algorithm. The proposed ECCVCC achieves
more practical difficulty control than [45] and at the same time, more feasible difficulty
control than [46], [47].

12
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e Characterization of the relationship between ASIC-resistance and decentralization. We
characterize how the ASIC-resistance of a PoW algorithm can affect the decentralization of

the blockchain from two perspectives: the efficiency and the price of ASICs.

2.4. Prior Arts on ASIC-Resistant Proof-of-Work

2.4.1. SHA based PoW

The PoW of Bitcoin is based on the double secure hash algorithm, which is a function that hashes the
input twice using SHA256 [48]. SHA256 is a hash function that satisfies the secure hash standard formulated by
NIST [49]. Hash function is defined by a map from the set of messages to the set of the hash, which satisfies one-
way and collision resistance, as defined in [44].

In Bitcoin, block publishers must find a proper input of the SHA256 hash function which yields the
output to satisfy a certain condition. Because of the one-wayness of hash function, this crypto puzzle reduces to

random guessing.

2.4.2. ASIC-resistant PoWs

The hash-based PoWs including Bitcoin’s can successfully achieve security and trust between
distributed nodes since their cryptographic puzzle based on hash function requires multiple computation of the
hash function which is almost impossible to be computed by an attacker. Here, note that the most important of the
cryptographic puzzle, i.e., hash function has a fixed computation routine. It implies that the puzzle is efficiently
and quickly computed using an ASIC. To combat attackers and other competitors equipped with ASICs, block
publisher has no choice but to use the ASIC to solve the hash puzzle.

The performance gap between GPP and ASIC can harm the decentralization of blockchain networks,
which is one of the most important properties of blockchains. Moreover, a recent ASIC device for Bitcoin is 10°
times more efficient than popular CPUs in terms of cost efficiency (hash/sec/$). While a blockchain network can
be considered decentralized if its block-publishing can be profitable for everyone, a blockchain network is
considered centralized if only a few users can be profitable. If the gap between the cost efficiency of a GPP and
an ASIC is larger, GPP nodes’ profits become zero more quickly. In other words, the blockchain network becomes
centralized.

ASIC-resistance can be achieved through various principals. Especially in the ASIC-resistant PoW,

13
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[50] categorized them into three classes, multi-hash PoW, Memory-hard PoW, and Programmatic PoW. In this
study, we categorize the type of ASIC-resistant PoW into two classes, bandwidth-hard and optimization-hard,
depending on the kind of operations that causes the bottleneck on ASIC devices.

Bandwidth-hard PoW is one kind of ASIC-resistant PoW. ASICs have far higher computational
efficiency than GPPs, while their memory-accessing capability is similar to GPPs. Bandwidth-hard PoW exploits
this property to achieve ASIC resistance. These algorithms frequently access random pieces of memory, meaning
ASIC is not very efficient for these algorithms. As a result, ASIC devices designed for these algorithms have low
area efficiency, which is generally proportional to their manufacturing cost of the ASIC [51]. Ethash is an example
of a bandwidth-hard PoW. Ethash [52] was developed to prevent the incorporation of ASIC devices in Ethereum.
In Ethash, there is a memory structure called directed acyclic graph (DAG), where the data are randomly
regenerated every 30,000 blocks. The Ethash achieves ASIC resistance by requiring access to the DAG to solve a
puzzle.

An optimization-hard PoW is another approach. Here, ASIC improves its computational efficiency by
implementing only the functionalities used in the application. If the application has many operation sets that may
or may not be used, the computational efficiency of ASIC for such applications will decrease significantly. An
example of an optimization-hard PoW is X16r. X16r [53] is proposed as an extension of X11 [54] ASIC-resistant
PoW. This algorithm achieves ASIC-resistance by concatenating 16 different hash functions in unpredictable order.
This unpredictability impedes the development of ASIC devices for X16r.

Programmatic PoW (ProgPoW) [55] belongs to the Hybrid class. ProgPoW has been suggested as a
new anti-ASIC PoW algorithm of Ethereum to replace Ethash. Compared to Ethash, ProgPoW has advanced ASIC
resistance, which is achieved by increasing bandwidth-hardness and including a random sequence of math.
Moreover, the design of ProgPoW renders it more suitable for the memory structure of GPUs rather than that of
CPUs or ASICs [56]. Although the Ethereum community rejected applying the algorithm to Ethereum, several
blockchains (such as SERO [57]) adopted a derivation of ProgPoW as their PoW algorithm. In addition, Ravencoin

switched its PoW algorithm to KAWPoW [58], which is a derivation of ProgPoW.

2.5. Review of Error-Correction Code Proof-of-Work

In this section, we remind details on ECCPoW using several original words in [45]. ECCPoW is
defined as a framework that follows a sequential process:

1. Generate a parity-check matrix (PCM) H by ECC puzzle generator function (ECCPGF).

14
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2. Solve the ECC puzzle for the given PCM H.

3. Broadcast the solution, (n, ¢’) with the block.

PCM —( ECCPGF je PBHV, h,

H
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Figure 5. Scheme of ECCPoW.

The ECCPoW comprises two parts: i) ECC puzzle and ii) ECCPGF. The ECC puzzle part consists of

two main modules, ECC hash function module and decoder module. The hash function module generates a hash ¢
&{0,1}" with current block header (CBH), h;, and a nonce, n€{0,1}', from nonce generator. The decoder module
outputs a binary word ¢’ &{0,1}" from the output of hash module, c, using the message-passing algorithm [59].
In this process, a PCM H &{0,1}™" is inputted to determine the relationship between ¢ and c’. After that, the
output of the decoder, ¢’, is tested by the difficulty condition, which is designed to force nodes to run the decoder
multiple times with a different nonce.

The puzzle generator part constructs a PCM from previous block hash values. Since the PCM determines the circuit
of the decoder in the puzzle part, the puzzle also varies block by block. The puzzle generation is unpredictable but
deterministic. H is generated based on the method of Gallager [2] with given parameters of code length n, row
degree w,, column degree w,, and the previous block hash value (PBHV), h,,. In other words, first generate a m/w.-
by-n binary submatrix A whose number of ones in a row is w,, and then concatenate it with its column-permuted
matrices to generate m-by-n PCM H. Note that the code parameters n, m, w,, and w, are chosen so that n/w, =

m/w. , and the common value is an integer. In the remainder of this chapter, every division is treated as exact unless
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an explicit rounding or flooring operator is specified. The order of column permutation is determined by a pseudo-
random number generator (PRNG) whose seed is derived from the h,. The output of PRNG is deterministic given
the seed and unpredictable without the seed. It should be noted that the PCM includes all information for decoding
an ECC. This implies that if the decoding of an ECC is used as part of a puzzle for VCC, the construction procedure
of PCM can be considered puzzle generation. Thus, the given PCM construction method can be defined as a puzzle

generator, which generates time-varying cryptographic puzzles block by block.
2.6. Verifiable Computation Consensus

In this section, we aim to define the VCC using the concept of a verifiable computation puzzle (VCP).
First, we define the VCP, and then we formally define VCC as a combination of solving routine for the VCP and

its corresponding verifying routine.
2.6.1. Definition of Verifiable Computation Puzzle

The VCP is the most important component of the VCC protocol, which dominates the difficulty, block
time distribution, and ASIC resistance of a blockchain. The potential block publishers spend their computational
power to solve the VCP faster than others. The computational power secures the blockchain against modification
of'block contents. To fulfill this role, VCP for a blockchain consensus protocol must include both a solving routine
and verifying routine to guarantee that a certain amount of computation is required to publish a block.

In this subsection, we aim to define VCP. First, a crypto puzzle can be defined as follows:

Definition 1. Crypto Puzzle. A crypto puzzle IT is defined by a pair consisting of the simplest solving routine and
a simple verifying routine, i.e.,

IT:= (Solve,, Verify,,) , (10)

where Solve,: q — a is the simplest routine that outputs an answer a from an input query q, and Verify: (q, a)

— {true, false} isa simple routine that verifies whether a is a legitimate solution for q or not. Each of q and

a is a structured vector composed of feature elements, which will be exactly specified in Algorithm 4. Thus, the

following must hold:

true, ifi=],

11
false, otherwise. (1)

Verify, (q;, Solve,, (qj )= {

16
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Note that any crypto puzzle satisfies Definition 1 can be applied to PoW. However, a practical
blockchain has additional requirements on crypto puzzle to guarantee robustness, fairness, and stability of block
publishing. The crypto puzzle satisfying the following properties is defined as VCP. In the remainder of this section,
we define three necessary properties of VCP, i) simple verification, ij) non-reusable answer, and iii) adjustable
difficulty properties. The simple verification property in Definition 2 guarantees that the block is published as a
result of a competition of multiple computation devices, while preventing denial-of-service (DoS) attacks with
spamming invalid blocks. The non-reusable answer property in Definition 3 guarantees the fairness of the
consensus. Without the property, a node who stores the previous blocks and the corresponding solutions can bypass
the current PoW more easily. Finally, adjustable difficulty property in Definition 4 enables the block generation
time to remain stable under the fluctuation of the total computation capacity of the network, which occurs through

the improvement of the computing device and changes in the number of nodes.

Definition 2. Simple Verification Property. A crypto puzzle IT has simple verification property if average-case

running time for computing Solve, is much larger than that for computing Verify, i.e.,

T

Solver; >,

Verify; !

(12)

where T, denotes the expected running time of algorithm A averaged over all possible inputs.

Definition 3. Non-reusable Answer Property. A crypto puzzle IT has non-reusable answer property if previous
knowledge on (q;, a,), (q,, ), ..., (q:, a,) is not helpful to find a; without actually compute Solve,(q;). One

can define an e-non-reusable answer property by using mutual information, /(:;), as follows. A crypto puzzle IT is
said to have e-non-reusable answer property if, for a given £, there exist a small positive constant ¢ satisfying the

following:

l@;a, 31,0, Oey) S€ (13)
where /(-;-) denotes mutual information.

Definition 4. Adjustable Difficulty Property. A VCP, I1, has adjustable difficulty property if there exist a set of

parameters D ={d, da, ..., dmax} Which satisfies:

TSoIve“ (dl) < TSoIve“ (dz) << TSoIve“ (dmax )1 (14)

where d1<d»<:::< dmax. Such a parameter d<D is called difficulty.

Using these properties, one can define the VCP as follows:

17



Gl S Gwangju Institute of
science and Technology

Definition 5. Verifiable Computation Puzzle. The VCP is defined as a crypto puzzle satisfies the three properties

above, i.e., IT=(Solve, Verify,,D) isa VCP ifIl satisfy (11)-(14).

One can check whether the crypto puzzles in existing PoWs satisfy the three properties or not. Hash
puzzle of Bitcoin’s PoW can be a simple example. Let the puzzle be IT, and double SHA256 function be
SHA256d. Then the solving and verifying routines for IT; can be expressed as Algorithm 1 and 2, respectively.
Note that the complexity of SHA256d dominates the total complexity of solving and verifying routines. Thus, by
ignoring the complexity of any other operations except SHA256d, the time complexity of Solve, becomes
dTsuazsed, while the time complexity of VerifynB becomes Tshazss. Then the inequality (12) holds for d > 1.
In other words, the simple verification property is satisfied. The non-reusable answer property is also satisfied
thanks to collision resistance of SHA256d hash function. Since h. for each block contains unique values such as
block height and timestamp, the h. is unique for each block, i.e., hc; # h; for all i # j. Then, by assuming
independence of SHA256d, the input and output for i-th block, i.e.,

w; = SHA256d(h.;, n;) would be non-informative to compute w; = SHA256d(h., n;), for all i # ;. In other words,

(13) holds with small €. Finally, the adjustable difficulty property is satisfied since T, (d) =dT; is a direct

HA256d

consequence of (14).

Algorithm 1. Pseudo codes of the solving routine of Ils, Solve .

Inputs: he, dE€D

1: n—20

2: do:

3: w «—SHA256d(h. , n)
4: n<—mn-tl

5: while w>2%%d

6: Return (w, n)

Algorithm 2. Pseudo codes of the verifying routine of I1g, VerifynB .

Inputs:  he, w,n, dED

I: if w= SHA256d(h., n) and w < 2%%/4:
2: return true
3: return false

2.6.2.  Verifiable Computation Consensus
Blockchain consensus protocol is defined as a protocol that allows blockchain nodes to reach an

agreement on which of potential blocks is the canonical block. VCC is a consensus protocol which can include
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any of VCP. By inheriting the spirit of PoW, VCC aims to select the block includes the greatest computational
cost. According to this criteria, the first block who contains the valid answer for an VCP will be selected. The
validity of the answer is easily verifiable thanks to the simple verification property of the VCP.

Algorithm 3 describes the pseudo code of VCC. Let by, by, ... be the potential blocks received by a
node, and let (q;, &), (Qy &), ... be the corresponding inputs to the Verify. For a given VCP and difficulty d, the
VCC is defined as a protocol in which the node selects the canonical block bc from the potential blocks by using
Verify, and the chain-selection rule, denoted chainSelection. The chain selection rule enables nodes to determine
the canonical chain when receiving different forks. Notable rules include Nakamoto’s longest-chain rule [16] and
heaviest-chain rule, such as the greedy heaviest-observed sub-tree (GHOST) [60].

In our Ethereum-based implementation [61], we have adopted the modified longest-chain rule used in
Go-Ethereum version 1.11 [62]. The canonical chain is determined to be the chain with the highest cumulative
difficulty among all forks. With a fixed difficulty, the rule is identical to Nakamoto’s original longest-chain rule.
Xia et al. [63] demonstrated that at the target BGT used in [61], the longest-chain rule resists block withholding

attacks, including double-spending and selfish mining, almost as effectively as GHOST

Algorithm 3. Pseudo codes of Verifiable Computation Consensus

Inputs: by, ..., b, (qi, a1), ..., (qk, ), dED

1: V —{}

2: do:

3: if Verify(q; a;) :
4. V < VN b@)
5: whilei<k

6: b < chainSelection(V)
7: return bc

2.7. Error-Correction Code Verifiable Computation Consensus

In this section, we propose ECCVCC, a type of VCC in which the VCP is constructed by computation
problems related to error-correction codes. ECCPoW [45] can be a special case of ECCVCC. It utilizes an iterative
codeword decoding problem of LDPC codes as its VCP. Beyond this example, there are various error-correction
code problems that can serve as VCPs, thanks to the extensive development within the field. By selecting different
ECC-related VCPs, one can flexibly design a diverse range of ECCVCC variants. To demonstrate the flexibility

of VCC design, we introduce a syndrome decoder based ECCVCC.
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2.7.1.  Error-Correction Code Verifiable Computation Consensus with Syndrome Decoder

The iterative syndrome decoding procedure can be utilized to construct an VCP. The syndrome
decoding is one kind of ECC decoding method, which takes syndrome as an input and aim to find the error patterns.

mxn

The objective of syndrome decoding for a given PCM He{0,I}™" and a syndrome se{0,1}" is finding an

error pattern e €{0,1}" whose Hamming weight is smaller than a parameter ¢, i.e., finding e which satisfies:
He=sand [e],, <t. (15)

where ||‘|| denotes the Hamming weight. The syndrome decoding problem of random linear code can be expressed
as a short integer solution (SIS) problem in lattice-based cryptography, which enjoys one-wayness and worst-case
hardness [64].

By using the syndrome decoding problem, one can construct a VCP, Ilsp, and the corresponding ECCVCC,
named by ECCVCC-SD. The Il is defined by a combination of solving routine, Solvel.[SD , verifying routine,
Verifyl.[SD , and the difficulty level D. In Solvel.ISD described in Algorithm 4, q := (he, hy, n, w,, w.) and a:= (H,
s, e, n) are defined as the input query and the output answer, respectively. h, and n are hashed using a hash function
Hash(+), which can be modeled as a random oracle, to generate a m-dimensional binary vector s. Note that Hash(")
denotes a cryptographically secure hash function chosen to suit implementation-specific requirements. For
example, it may be instantiated as SHA256d or Keccak256. Then the iterative syndrome decoder tries to find a
sparse error vector e, considering s as a syndrome for an LDPC code with given H. Here, H is generated by
Gallager’s regular LDPC parity-check matrix construction method [2], using the given parameters w, > w.> 1 and
h,. Note that h; is a hash value of the previous block, which includes information on transactions, chain, and its
publisher. Because h,, is not fixed until the preceding (i — 1)-th block is published, the resulting H remains
unpredictable in advance. Thus, one can reasonably assume that GallagerPCM is a random oracle that samples
uniformly form the set of all possible Gallager-structured PCMs [2]. The detailed procedure to generate H can be
found in [45].

Focus on Step 5 in Algorithm 4. Note that s can either lie within or outside of the range of H, as s is
generated by the hash function. In general, there is no simple method to verify whether s is in the range of H.
However, due to the special structure of H, there are some trivial cases where one can easily determine that s is
not in the range of H. Recall the structure of Gallager PCM. The H consists of w. submatrices, each with

dimensions of m/w.-by-n. In each submatrix, the sum of rows forms an 1-vector. Therefore, if s = [so, 51, ..., Sm]”
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is obtained by He, then the sum from s¢ to Sume-1, is equal to the sum from Sue t0 S2mae—1. In other words, the

following has to be satisfied:

m/w, -1 2m/w, -1 m-1
dose= D S=e= Y, S (16)
k=0 k=w, k=m-w, +1

Note that the probability that an uniform-randomly generated s satisfies (16) is 2. Verifying
whether a certain s satisfies this condition can be performed with small computations, fewer than m operations.
This additional computation is far simpler than computing (2! — 1) more SDwmp functions in step 7, which requires
approximately O(mn) operations. Thus, including the step 5 reduces the average number of operations required for
computing Solve .

Algorithm 4. Pseudo codes of the solving routine of Ilsp, SOlverrSD .

Inputs: h, hy, 1, wy, we

n—20
H < GallagerPCM(n, wy, we, hp)
do:
s «—Hash(h,, n)
if (16) does not hold:
go to step4
e <—SDwr(s, H)
n—n-+l
while He#s
0: return (H, s, e, n)

S0 RIDIL A LN

Algorithm 5. Pseudo codes of the verifying routine of Ilsp, Verifyl.ISD .

Inputs: h;, hy, n, w, we, H, s, €, n

1: H' < GallagerPCM(n, w, w,, h,)

2: s’ «—Hash(h,, n)

3: e’ —SDwp(s, H)

4: if (16) holds:

5: If He=s and (H',s’,e')=(H, s, e):
6: return true

The iterative syndrome decoding function, SDwmp, is the most expensive computation in the routine.
SDwp performs a message passing on factor graph consist of » variable nodes and m = n-w,/w. check nodes. For
example, for sum-product message passing decoder, the check node (CN) message from i-th check node to j-th

variable node, a;; is computed by
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a; =—¢; tanh™ 1 > tanh{ﬂT“q [T sien(8;:)- 7

JeN (N JeN N

The variable node (VN) message from j-th variable node to i-th check node is computed by

ﬁji:71+ Z Fij » (18)

i'e NV (j)\T\i
where A/(i) and AV/(j) be the set of node indices connected to i-check node and j-th variable node, y; be the pre-
defined initial message for j-th element of e, and {; & {—1, 1} is the sign of i-th element of s. The decoder
iteratively updates the message until convergence. Note that H is generated block-by-block, based on the previous
block. Since H determines the connectivity between check and variable nodes, A/(i) and N(j), the decoder
routine (17)-(18) is hard to be optimized by hard-wired ASIC. An ASIC manufacturer shall contain more flexible

components on the ASIC, which degrades the performance and efficiency of the ASIC.

2.7.2.  Compliance of Syndrome Decoding Puzzle with VCP Property

In this subsection, we aim to check whether this puzzle is a VCP or not. Recall the definition of the

VCP in Definition 5. According to the definition, Il bea VCP if it has three properties, 1) simple verification

property, 2) non-reusable answer property, and 3) adjustable difficulty property.

A. Simple Verification Property

The puzzle T, has the simple verification property. One can prove it by comparing T, . and
T\,erify . The average-case running time for the solving routine is lower-bounded as follows:
TSoIve Z TGP + 2n(\,‘IC/VVI'?’—|((;/2))-|—Loop ' (19)

where T, and T} are the average-case running time for computing GallagerPCM and a main loop in Steps 3-9

00p
in Algorithm 4, respectively, J is the relative minimum distance of the code and H(-) denotes information theoretic

2n(%/w, —H(5/2))

entropy. The value is derived from how many times that the main loop has to be repeated. The

number of repetition is an inverse of decoding success (DS) probability, p. Note that a bound for p is given in [45],

as follows:

2_m,\,c,‘,\,r < pgz—n(wclw,—H(é/z)). (20)

Similarly, T, is found as follows:

TVerify =

T

GP

+T,

Loop *

(21)
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Equations (19) and (21) imply that T, satisfies (12),i.e., the Il has simple verification property.

B. Non-Reusable Answer Property
The puzzle Il has the non-reusable answer property. The property can be shown by finding the
mutual information given in (13) is smaller than €. It implies that the previous query-answer set is not informative
to find current answer, i.e., the answer is non-reusable.

The mutual information in (13) is represented as difference between two entropies, as follows:

H@)-H@ |8y, 8,0 Oey) <€ (22)

Recall that the answer of Tlg, is given as a=(H, s, e, n) and the query is q =(h,, h,,, n, w,, wc) in Algorithm 4. Let
h, is unique and h, is also unique. Assume hash function is a random oracle.

To show the non-reusable answer property, we consider an attacker who aims to guess a without
executing SD,, . For simplicity, start with k£ = 2. Let an attacker compute H, and s, with the regular routine in
Algorithm 4, which is deterministic. For this attacker, e, will be a uniform random variable over the set of all
possible e. The distribution will not change by conditioning on H,, Hy, s,, and s;, unless there is a Collision event.

The Collision event is defined by an event that H, = H; and s, = s,. Thus, the following holds:
H(a,)-H(a, |a;,q,) =Pr{Collision}log, | £], (23)

where £ is the set of all possible e and Pr{-} represents probability that the event happens. For fixed n, w, and w.,

the probability that randomly selected H, equals H; is

Pr{H, = Hl}:(wj : , (24)

n!

and the probability that randomly selected s, equals s; is 2" . Note that H and s are independently generated.

Thus,
Pr{H, =H, and s, =s,}=Pr{H, =H}Pr{s, =s,}. (25)
Combining these two probabilities, one can derive the probability that the event Collision occurs as follows:

N n/w, -1
Pr{Collision} = 2™ {%j : (26)
n!

Because
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Pr{Collision} < 2 ™" (n/w,) "™ @7)

and 2™ (n/w, )™ =0(e™"™"), the upper-bound is negligible for large n > w. Hence

lim Pr{Collision} =0 . (28)

Now, we generalize the Collision probability for £ > 2. Without loss of generality, £-Collision can be
defined by an event that at least one of the previous (k—1)-pairs is identical to the current pair. The k-Collision
probability for £ > 2 become:

Pr{k-Collision} =1—(1- Pr{CoIIision})kf1 , (29)

which is negligibly small for a finite constant k and for a sufficiently large n. Finally, one can conclude that I
has e-non-reusable answer property with

e > Pr{Collision}log| £|. (30)

C. Adjustable Difficulty Property

The puzzle Iy, has the adjustable difficulty property. Assuming that w» and w, are constant, (19)

is a direct consequence of (14), by letting d = n.

2.7.3.  Security Comparison

A codeword decoder is another type of decoder that solves the dual problem to syndrome decoding.
Aforementioned syndrome decoder takes syndrome as input and find the error pattern. In contrast, the codeword
decoder takes a codeword contaminated by errors as input and aims to recover the error-free codeword. The
codeword decoder was used to construct a VCP in previous works [45], [46], [47]. For the remainder of this chapter,
we refer to this VCP as Icp.

In this subsection, we compare the VCP of ECCVCC-SD, Ilg,, and the Il in [45], [46], [47] in
terms of simple verification property. By comparing the degree of simplicity of verification, one can determine
how much the VCP secure against DoS attack. For this objective, we define verification efficiency of a puzzle I,

VE,, , as the ratio between the average-case running times of its solving routine and verifying routine. i.e,

A. Verification Efficiency of Syndrome Decoding Puzzle

The complexity of SoIveHSD is represented as follows:
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= TGP + 1(2WC 71THash +TDecoder + 2WC - m+ mzn) ' (31)
p

Solverg,

where T, and T are average-case running time for computing Hash(hi, n) and SDwe(s, H), respectively.

Decoder

The complexities for computing He and checking (20) are approximated as m?n and m, respectively. On the other

hand, the complexity of Verify, becomes:

T

Hash

+T,

Decoder

Teertyn, < Tor + +m+m’n). (32)

Finally, the verification efficiency of T, is obtained as follows:

W, —1 w, -1 2
pTGP + 2 THash +TDecoder + 2 m+mn

T + T +T, +m+m®n

Hash Decoder

ve, -1
p

Tsp

(33)

B. Comparison of Verification Efficiency

For fair comparison, we assume the decoder in [45], [46], [47] is an iterative codeword decoder,
denoted as CDwe(c, H). Both CDwmp(c, H) and SDwme(s, H) perform the same VN and CN updates as described in
(18) and (17). The only difference between the two decoders is that SDwp initializes its CNs based on s, while
CDuwp initializes its VNs based on the given c¢. Under this assumption, we can reasonably equate the complexities
and the corresponding DS probabilities of the two decoders. As a result, the verification efficiency of IT is

represented as follows:

1 pTGP +THash +TDecoder + m2n
Tep = > . (34)
p TGP +THash +TDecoder +mn
Then, the following inequality holds:
VE, > l pTGP +THash +TDecoder +m+m?n
My = P Teo +Thoen + Toecoder “m+m2n
> l pTGP +THaSh +TDecoder + m2n (35)
p TGP +THash +TDeCoder + mzn
=VE

Therefore, we conclude that Tl is more efficient than I, in terms of verification efficiency. It implies that

the proposed ECCVCC-SD is more secure against DoS attacks than the conventional ECCPoW.
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2.8. Difficulty Adjustment for Error-Correction Code Verifiable

Computation Consensus

In this section, we propose a novel difficulty adjustment algorithm for ECCVCC. For a VCP, there
exist a parameter called difficulty which controls the block generation time of blockchain. In the proposed
ECCVCC, the puzzle parameter n is directly related to the difficulty. Recall (20). The parameter n dominates the
DS probability p and 1/p is the required number of decoding attempts for block publishing.

The previous works on ECC based VCPs has limitations on the difficulty adjustment. To compute p,
[45] used an asymptotic upper-bound of 6. However, this result cannot provide an average-sense prediction of p,
which is more important than the bound in practice. In other implementation works [46], [47] a difficulty table
derived from a Monte-Carlo simulation of p is hard-coded for difficulty control. The difficulty table makes the
block generation time (BGT) more predictable than the bounding method in [45]. However, the approach is not
feasible for large-scale practical blockchain, which requires an extremely small value of p.

To overcome this problem, we introduce a novel difficulty adjustment algorithm for ECCVCC. The
proposed algorithm is a hybrid of asymptotic approach in [45] and the difficulty table approach in [46], [47]. In
the proposed algorithm, p is empirically measured for a feasibly small region by a Monte-Carlo simulation. Since
(20) implies that p exponentially decreases over n, the exponential slope of p can be obtained by least square curve
fitting on the measured values. Finally, p for the large n region is asymptotically obtained by assuming the
exponential slope is constant over n. The resulting ECCVCC algorithm achieves a stable BGT distribution by
using the proposed difficulty adjustment algorithm. The implementation including the difficulty adjustment
algorithm can be found in [61].

2.8.1. Block Generation Time Model

Let us start from BGT model for a general PoW blockchain. Assume that the total hash rate of all
nodes is given as r, and the difficulty is given as d. It is well known that the BGT for given » and d can be
modeled as an exponential random variable whose rate parameter is #/d [65]. The following Definition 5 is a

formal derivation of the BGT model.

Definition 6. Block Generation Time Model. Let r; be the number of guesses for a cryptographic puzzle that the
i-th node can compute in unit second. Let d be the expected number of guesses required to solve the puzzle. For r
=1+ 2+ ... + rv, the block generation time X follows an exponential distribution whose probability density
function (pdf) is as follows:
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f (x|r,d) = 4e™, (36)

where

A= (37)

r
g
This model is derived by considering the block generation procedure as a random guessing, assuming the one-
wayness of the puzzle. Let the k-th node trying to solve a POW puzzle alone. Since the node makes r; guesses in
unit second, the required time to solve the puzzle, X;, would be an exponential random variable with rate parameter
Ji = rild. The BGT would be the minimum solving time among all M nodes. It is well known that the minimum of

exponential random variables,
X =min{X,, X,,... Xy} (38)
is also an exponential random variable with rate parameter 2 =241+ A+ ... + Aw = r/d.

Note that this model omits block-processing time and propagation delay. The block-processing time
includes the time required to execute and verify transactions, while the propagation delay includes latency for
transferring a block to another node. In addition, BGT may fluctuate in a special circumstance such that adversaries
launch block withholding attacks. As such attacks are rare, our observation shows that the model remains valid.
For example, this model is consistent with practice in Bitcoin blockchain. To show this, we first derived the

cumulative distribution function (CDF) of the BGT, X, as follows:

F (0 = {1—e“, if x>0, 39)

0, elsewhere.

In Bitcoin, the target BGT is 10 minute, i.e., 1/ 1 = 600. The observed behavior of Bitcoin after 2020
[66] indicates that 18%, 64%, and 87% of blocks are generated within 2, 10, and 20 minutes, respectively. This

observation is consistent with the analysis in (39).

2.8.2. Relationship between Block Generation Time and Decoding Success Probability in ECCVCC

In ECCVCC, DS probability p dominates the difficulty of the VCP. Note that p can be expressed as
the inverse of difficulty, d, assuming the time required for a decoding is constant. Then the average BGT, [1(X) =
1/, can be derived by substituting d = 1/p into (37). For this, we first represent DS probability as a function of

the puzzle parameters, n, w,, and w,
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A. Decoding Success Probability

Analytic evaluation of p is challenging. A numerical evaluation is also not feasible, as the probability
is too small to evaluate, especially in large . Instead, we aim to derive asymptotic bounds to approximate the DS
probability.

One can approximate p using equation (20). (20) tell us two key points. i) for fixed constants w.and
w, increasing the code length n causes the DS probability p to decrease. ii) the exponential slope of p is in a range
[-wewr, H(0/2)—wo/w,]. Note that the lower-bound, derived from the poorest decoder, actually cannot correct any
error. The actual exponent value of an iterative decoder will likely be closer to the upper-bound rather than the

lower-bound. Thus, we can approximate p = 2 "(w/w—H(2),

if decoder is properly designed.
In [45], o1, a theoretical upper-bound of J, is given. However, substituting J; into ¢ to approximate p

will yield a value significantly different from the actual result, i.e.,

_ 2—n(wclwr -H(8,/2))

Ps, , (40)

is much different with the actual value of p. To demonstrate this difference, we conducted a Monte-Carlo
simulation for p.

The Figure 6 compares the actual value of p obtain by the Monte-Carlo simulation (x marked), p;,
(solid line), and pre/.(dashed line). The simulation is conducted at 7 uniform-interval points according to n, from n
= 64 to n = 112. At each simulation point, the average value of p is estimated from a million times of decoding
using randomly generated s and H. The exponential slope of p;, is wo/w» — H(d1/2), but the actual p follows a
smaller slope, wo/w, — H(1/2) — c. Here, we can find a reference DS probability, Prp defined in Definition 7
through a simple least square curve fitting on log-scaled observations.
Definition 7. Reference DS Probability. A reference DS probability, p. is found by least square curve fitting
with observations. i.e.,

pref (n'Wr 'Wc) = 2an+b ! (41)

where constants a and b are determined by a Monte-Carlo simulation for small n. For example, the constants
determined under parameter (w, = 8, w. = 4) are a = —0.1076 and b = —1.6676. i.e., every time n increases by 8,
the probability becomes approximately 0.55 times its previous value. By using the p.;, one can successfully

approximate p even for very large » which can be engaged in practice.
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Figure 6. Theoretical DS probability, ps;, actual DS probability, p, and p,.r for a certain parameter (w,=8, w~=4,
01=0.1765). The exponential slope of p;, is —0.0694, while that of p and p,is —0.1076.

B. Block Generation Time

Now one can derive the expected block generation time, [E[X], as a function of parameters (1, w,,
we) by replacing the d in (37) with 1/p., i.e.,

_ 1
r‘pref (n! Wr ! Wc) .

E[X] (42)

Equation (42) implies that difficulty of a puzzle can be controlled by adjusting n, wy, and w; to achieve a target
BGT for a given r. However, r is generally unknown. Most PoW-based blockchains measure r from the BGTs of

previous few blocks and then adjust the difficulty of the next blocks to achieve the target BGT.

2.8.3. Difficulty Adjustment Algorithm for ECCVCC

To maintain the target BGT under varying hash rate, one needs to know r and adjust d. Since the exact
value r is challenging to determine publicly, most blockchains estimate » from the BGTs of the previous N blocks.
In the remainder of this section, we compared two representative style of difficulty adjustment; Bitcoin and

Ethereum. Then, we introduce the difficulty adjustment algorithm for ECCVCC.

A. Difficulty Adjustment of Bitcoin
In Bitcoin, difficulty of the puzzle is adjusted every N = 2016 blocks. The average BGT for the N
blocks is measured and compared with the target BGT. Then, at every iN-th block, the difficulty of the next N
blocks is determined by multiplying current difficulty by the ratio between the target BGT, iarget, and average BGT,

i.e., the difficulty of iN-th block, div, is defined by
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Tar g N
diN = d(i—l)N '%’ (43)

Tk
K=(-D)N

where 7, is the realized BGT of k-th block. This algorithm is known to maintain the BGT according

to the exponential model given in Definition 1 for a stable ». However, multiple studies [65], [67], [68] have
pointed out that the algorithm cannot handle a steady increase or decrease of  over N blocks. Especially, these

studies showed that the target BGT is not maintained when » grows exponentially.

B. Difficulty Adjustment of Ethereum
Ethash adjust its difficulty block-by-block, i.e., N = 1. At each block, the difficulty is determined by
the BGT and the difficulty of the previous block. However, directly applying N =1 to (43) results in unstable
BGTs, since just one realization of BGT is not sufficient to estimate » accurately. To improve the stability of BGT,
Ethash uses two parameters in its difficulty adjustment algorithm: sensitivity and threshold BGT. The following

(44) expresses the difficulty adjustment of Ethash. The i-th block’s difficulty, d; is determined by:

d =d,., {1+s (u +1—L&D} , (44)
Tih

where || is the floor function. Here $>0,7,>0,and U & {0,1} are sensitivity, threshold BGT, and uncle indicator,

respectively. S determines how sensitively the algorithm reacts on the difference between the target and actual

BGT. Ethereum has used S = 1/20438 since its Homestead version [69]. 7, affects the average BGT by determine a
typical interval for BGT. Namely, d; will not change from d-1 if X falls into the interval [z, 27,), assuming U =
0. Ethereum used 7, = 10 in its Homestead version to target a BGT of 14 seconds. The parameter was updated by

7 =9 to achieve a modified target BGT of 12 seconds after its Byzantium version [70]. U is a parameter introduced
since Byzantium version to address hash power wasted mining uncle blocks (blocks legitimately mined but not
included in canonical chain due to the chain selection rule). U = 0 if there is no uncle block and U =1 if there are
uncle blocks. Compared to the Bitcoin’s, the difficulty adjustment algorithm of Ethash is robust against steady
increase or decrease of r, thanks to its block-by-block adjusting mechanism.

C. Difficulty Adjustment of ECCVCC

In ECCVCC, we applied an Ethash-style difficulty adjustment algorithm (44) to achieve robustness
against steady variation of r. The value of S is selected by considering the trade-off between stability and

responsibility of BGT.

30



Gl S Gwangju Institute of
science and Technology

Unlike the puzzles of Bitcoin and Ethereum, the expected number of guesses required to solve I,

1/p, is itself a random variable that depends on H, even when the difficulty parameters (n, wr, we) are fixed. Thus,
the effective difficulty and the corresponding BGT can fluctuate more sharply than in conventional PoW schemes.
To maintain a stable BGT comparable to that of other blockchains, S may need to be set smaller to compensate for
this intrinsic randomness in 1/p.

Network size should also be taken into account when choosing S. In a blockchain network with many
active participant and a high hash rate, a sudden change in hash rate hardly occurs. In this case, smaller S is
sufficient. In contrast, small network requires larger S to pursue potential sharp swings in hash rate.

Finally, one can set the target BGT by modifying z,. Here, we derive the ¢, as a function of the target

BGT. Consider a scenario where r is constant. In this scenario, the difficulty adjustment algorithm aims to maintain
the current difficulty. Here, the ratio between current block difficulty, d;, and previous block difficulty, di-1 is

modeled as a random variable since the BGT of previous block, zi-1, is a random variable. Then,
E[d; /d.]=1. (45)

From (44) and (45), one can derive (46) by assuming U = 0.

ol
]

This can be expressed using the CDF of -1, F(7), as follows:

Then, one can conclude that

in{F((n +1)7,, -1)-F(nz, —1)} =1. (48)

n=1
Recall that 7,-; is an exponential random variable with mean 1/4. One can derive (49) by substituting (39) to (48)

as follows:

0

e (1—e) > ne ™ =1. (49)

n=1

Finally, ¢

w can be derived as a function of 4, as follows.

1 .
Ty, :Zln(1+ e’). (50)

For example, let the target BGT is 10. In this case, 4 = 0.1. Then one can determine the corresponding ;s = 7.444.
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Table 2 compares the difference between difficulty adjustment algorithm among ECCVCC and
ECCPoW implementations. Park er al. [45] proposed an asymptotic upper-bound method to approximate p.
Previous works [46], [47] implemented their difficulty adjustment algorithm based on hard-coded difficulty table

with Bitcoin- and Ethereum-style adjustment algorithms, respectively.
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Table 2. Comparison of Difficulty Adjustment Algorithm Among ECCPoW and ECCVCC Implementations.

ECCvCC Jung and Lee )
Park et al. [45] Kim et al. [47]
(Proposed) [46]
Implementation
Ethereum N/A Bitcoin Ethereum
Style
Approximation ) ) ) )
Hybrid Asymptotic Numerical Numerical
Method of p

D. Evaluation Results for Difficulty Adjustment
In this section, we visualize the behavior of BGT and difficulty according to various values of sensitivity parameter.
We assume the BGT is a geometric random variable, which is discrete version of the exponential random variable,
and there is no uncle block. We simulated the difficulty and BGT for 20,000 blocks, with difference scenarios for
network computing power.
i. Constant Computing Power Scenario

First, we consider the network computing power is a constant. Under this assumption, we simulated
the BGT and difficulty using sensitivity values of {1/8, 1/256, 1/1024, 1/2048}. We used U = 0 and Ty = 10 for
this simulation. Here are the resulting difficulty flow and the histograms for BGT. In Figure 7(b), we can see that
high sensitivities cause high volatility even though actual network computing power remains unchanged.
Especially, sensitivity of 1/8 sometimes yields clipping to the minimum difficulty which can cause multiple
consequent 1-second-blocks. We can see the effect of those blocks in Figure 8. The histogram for sensitivity = 1/8
is extremely distorted from the geometric distribution. The mean and variance of BGT in Table 3 also shows the

distortion
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Figure 8. BGT Histograms under constant computing power scenario.

Table 3. BGT statistics according to sensitivity (constant).

Sensitivity Mean Variance Maximum BGT
1/8 1041 174.11 218
1/256 14.12 184.86 141
1/1024 14.18 185.86 143
1/2048 14.18 185.57 143

ii. Steep Increase of Computing Power
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In this time, we consider a scenario that the network computing power is steeply increased. This

scenario can happen when a heavy miner newly joins in the blockchain. We modeled that the network computing

power is increased to x4 times of initial value at the 8000™ block. We can see in Figure 9(b), the difficulty quickly

tracks the network computing power with high sensitivity. We can also see the corresponding BGT is well

maintained with high sensitivities, while BGT is severely decreased after transition point with low sensitivities.

The Table 4 below shows the response time required to the difficulty catch up the change of network computing

power (i.e., the first block with difficulty > 4 * initial difficulty.)
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Figure 9. (a) Computing power scenario (steep increase) and (b) the corresponding difficulty.

Table 4. Difficulty response time according to sensitivity (steep increase).

Sensitivity 90% Response Time 70.71% Response Time Theoretical
(blocks) (blocks) Response Time (blocks)
1/8 12 7 12
1/256 669 365 356
1/1024 2410 1445 1421
1/2048 5174 2958 2840

iii. Hard Increase

In this time, we assumed the network computing power linearly grows over 4000 blocks and finally

log8

reached x8 times of the initial value. Note that the increase ratio per block, 10%% | exceeds the maximum increase

ratio for S=1/2048. In Figure 10, we can see that the difficulties for S = 1/2048 and S = 1/1024 cannot reach to

the hash power until the transition finished; while the difficulties for S = 1/8 and S = 1/256 immediately pursue the

hash power.

34



G| ST Gwangju Institute of
Science and Technology

—— sensitivity = 1/8 —— sensitivity = 1/8

Computing Power —— sensitivity = 1/256 1e9 Difficulty —— sensitivity = 1/256
—— sensitivity = 1/1024 —— sensitivity = 1/1024

81 —— sensitivity = 1/2048 6 —— sensitivity = 1/2048
s 74
H 54
a
£ 67
E 4]
8
c 51 =
g Zs
= £
T 44 -]
z
2 2]
237
2

1

2
3

1 0

T T T T T T T T T
6 2560 5060 75‘00 10(‘}00 125‘00 15600 ]_7500 20(‘)00 ] 2500 5000 7500 10000 12500 15000 17500 20000
block block
(a) (b)

Figure 10. (a) Computing power scenario (hard increase) and (b) the corresponding difficulty.

Table 5. Mean BGT comparison between before/after transition (hard increase).

Sensitivity Mean (before transition start) Mean (after transition end)
1/8 10.40 10.10 (-2.89%)
1/256 14.09 14.13 (+0.28%)
1/1024 14.07 13.83 (-1.72%)
1/2048 14.07 12.25 (-12.94%)

2.9. ASIC-Resistance of ECCVCC

LDPC decoders based on ASIC (ASIC-LDPC decoders) are implemented to achieve low power
consumption and fast processing. In the decoders, the check and variable nodes must be physically connected
using logic gates for a given parity check matrix. Most of ASIC-LDPC decoders only support either a set of pre-
defined parity check matrices or structured parity check matrices. The surveys related to existing ASIC-LDPC
decoders are discussed in the following paragraph.

First, the ASIC-LDPC decoder in [71] supported quasi-cyclic parity check matrices decomposed into
cyclic-shifted identity and zero matrices. These matrices have the same structure as used when implementing the
decoder. Second, the ASIC-LDPC decoder in [72] supported the parity check matrices included in the IEEE
802.16¢ system. These matrices were fixed and did not change. Third, Hanzo ef al. [73] reviewed state-of-the-art
ASIC-LDPC decoders and stated that these decoders must take a bank of hardware to support many random parity
check matrices. In other words, additional components such as memories, controllers, and switchable
interconnections were required, resulting in these components occupying the largest chip area in the decoders.
They supported their statement by providing an example [74], in which the ASIC-LDPC decoder supported
approximately 100 parity check matrices. However, the previously mentioned additional components occupied 75%

of the total area of the decoder. These examples demonstrate that there are no practical implementations of the
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ASIC-LDPC decoder that support an infinite number of random parity check matrices.

There are FPGA-LDPC decoders in which the LDPC decoders are implemented on FPGA chips.
Although FPGA-LDPC decoders consume more power than ASIC-LPDC decoders, they are much easier to
reprogram, implying there is more flexibility in terms of designs. The FPGA-LDPC decoder presented in [75]
supported parity check matrices up to n = 65,000. However, it is necessary to load a parity check matrix onto this
decoder when it has to be changed, requiring additional time. In [76], Hanzo et al. stated that FPGA-LDPC
decoders require additional routing and processing devices to support many parity check matrices. They also
highlighted that the use of these additional devices could result in complex designs, incurring increased costs.

The computational efficiency of an ASIC is improved by only implementing the functionalities that
are actually used in the application. To make a PoW algorithm resistant to ASICs, the performance gap between
GPPs and ASICs must be reduced, i.e., the ASIC resistant PoWs must include a certain operation that ASICs cannot
conduct much faster than GPPs.

Bandwidth-hard applications achieve ASIC resistance by using the bottleneck that occurs when
fetching data from external memory. This type of application includes a routine for fetching data from a large
dataset. Here, the dataset should be sufficiently large so that it cannot be carved in the ASICs, and the location of
data in the dataset should not be predictable prior to actual computation. The hardness of bandwidth-hard
applications can be measured by a function of the dataset size (fetch data size) and how often fetching occurs. For
example, the dataset of the current Ethereum (Ethash) is 4.8 GB and the fetch data size is 128 bytes, and such
fetching occurs 63 times per hash cycle.

Optimization-hard applications make it difficult for manufacturers to implement ASICs, although the
degree of difficulty when implementing an ASIC optimized for an application is not well-formulated. Nevertheless,
it is clear that as the number of variable parts in an application increases, optimization of the ASIC will become
more difficult. To make ASICs for applications that have programmable parts, they must include programmable
blocks, such as programmable logic devices or FPGA. However, such programmable blocks are not fast enough,
and occupy more space than the non-programmable parts. As a result, the performance efficiency of the ASIC
decreases. Accordingly, the hardness of optimization-hard algorithms can be measured via the size of the variable
parts in the algorithms.

In ECCVCC, PCM requires variable parts. It is obvious that efficiency of ASIC is degraded as possible
number of PCMs increases. In [73], ASIC-LDPC decoder which supports only one PCM can achieve very high

area efficiency by using hard-wired structure without additional components; but the ASIC-LDPC decoder which
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supports a hundred kinds of PCMs has limited area efficiency (almost 1/100 of single PCM decoder) because of
the additional components required for the flexibility. As shown in Fig. 11 of [73], area efficiency (scaled to 65nm)
of ASIC LDPC decoder that supports only one PCM is on the order of 10° Mbps/mm?, while that supports hundreds
PCMs is decreased to order of 10° Mbps/mm?. The energy efficiency of ASIC LDPC decoder also decreases from
order of 102 bit/nJ to order of 10° bit/nJ, where the number of supporting PCMs increases from one to a hundred.
For example, the variable parts in the X16r algorithm are of the order of 16 hash functions. This
information can be measured as 64 bits. The proposed ECCVCC is also a type of optimization-hard algorithm.
Thus the ASIC resistance of ECCVCC can be measured via the size of the variable parts. The following Corollary

1 shows how ECCVCC is ASIC-resistant compared to the X16r algorithm.
Corollary 1: ECCVCC is ASIC-resistant.

Proof: The size of variable parts in length-n X16r puzzles are n + 64 bits (O(n)). In contrast, variable part of length-
n ECC puzzles is PCM of size n x nw./w,. This can be compressed by storing only the position of the 1s. Then the
variables are nw.logn bits (O(nlogon)), where w./w, is fixed. Thus, ECCVCC is stronger than X16r in terms of

ASIC resistance.

This shows that ECCVCC is more ASIC-resistant than X16r for n > 8 bits. The problem size 7 in most
of commercial PoWs is fixed by n = 256. In this setting, the size of variable component in ECCVCC is 19.2 times
more resistant against ASIC than X16r (where w.= 3 is used). Note that this performance gap will be larger since
n in ECCVCC grows as total computational capacity of network increases, while that of X16r is fixed. Table 6
compares the ASIC-resistance of ECCVCC, X16r, and Bitcoin PoW. ECCVCC achieves O(nlogn) resistance,

whereas X16r and Bitcoin provide O(n) and O(1), respectively.

Table 6. Comparison of ASIC-Resistance among ECCVCC, X16r and Bitcoin.

ECCVCC X16r Bitcoin
(Proposed) [53] [16]
ASIC Resistance O(nlogn) o(n) o(1)

2.10. ASIC-Resistance and Decentralization of Blockchains

This section presents a discussion on the relationship between ASIC resistance and the
decentralization of the blockchain. The ASIC resistance is affected by the expense and efficiency of the ASIC. The

more ASIC-resistant a consensus algorithm is, ASIC for the consensus algorithm will be expensive and inefficient.
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Moreover, as briefly mentioned in Section 2.1, ASIC-friendly PoW harms decentralization much more than an

ASIC-resistant PoW. To demonstrate this, we conducted simplified numerical modeling and simulation
2.10.1. Simulation Model

We modeled the ASIC devices using two major parameters: initial cost and cost efficiency. The initial
cost (or price) of an ASIC device, lasic, is the cost to equip an ASIC device. The computational capacity that a
single ASIC device can obtain in unit time is modeled as Casic. The energy consumption of an ASIC is defined as
Easic. The block-publishing competition is simplified by randomly picking one of the competitors, where the
probability of someone being picked is proportional to their computational capacity. The competition repeats every

unit of time. The amount of rewards that the winner of the competition obtains is modeled as p .

A.  Assumption of User Behavior
We assume the behavior of users who compete to publish a block as follows:

o Al. All users have their own initial budget.

e A2, Each user decides whether they will participate in the competition, based on their
expected profit. The decision period for all user can be different.

e  A3. Users readily have one GPP device, whose computational capacity Cepe = 1 and energy
consumption Egpp = 1.

e A4 Several users whose budget is larger than lasic start the competition with as many ASIC
devices as their budget will allow. For example, a user with a budget of 2lasic will start the
competition with two ASIC chips.

e AS5. After winning a reward, the users could equip themselves with more ASIC chips to
extend their computational capacity, provided their budget allows and provided it is
profitable.

B. Assumption of Non-Technical Factors
The amount of reward, p, is a constant measured in unit of the native cryptocurrency of blockchain.
Note that this model omitted various non-technical and irrational factors, such as the market value of the native
cryptocurrency, which are beyond the scope of our study

C. Modelling of User Behavior

Here, we define the set of all potential users be U, where |U|=K. U hasasubset P, which is

the set of users actually participated in the consensus, i.e., the k-th user u; participated in the consensus if ux& P .
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Conversely, ux& P° means that the user doesn’t participate in the consensus.

The total computational capacity (CC) of network, Cr, is defined as the sum of computation capacities

of each user who participates in the consensus, i.e.,

c.= Y ¢, (51)
vk, s.t.u eP
where
1 for GPP users,
C = (52)
N,C,c, for ASIC users,

and N, is the number of ASIC devices that u, has. Assume all profitable users continue the mining until a
block is published by one of them. In this scenario, the probability that a user u, € P published a block is

proportional to Cy, i.e., px , the probability that u, published a block, is as follows:

0, ifu, eP,
Pe= & otherwise. (53)
CT
The expected profit of k-th user, y, , is computed as follows:
C
v, =max| p—~—¢gE,,0|, (54)
C,

where E, is the energy consumption of the k-th user and max(A, B) returns the maximum of A and B. It should
be noted that the first term of (54), pC, /C,, is expected reward of the k-th user, and the second term, &E, ,is
the cost of the k-th user, which will be discussed subsequently.

The expected profits for an ASIC user and GPP user can be separated by using the number of ASIC
devices that the k-th user has, N, , as follows:

N, C
Vi nsic = max[p%—ekaEAs,c,O] for ASIC user,

T

C
Viepp = ma){P%—gk EGPP'0] for GPP user.

.
D. Modelling of Economy-of-Scale
The economy of scale (EQS) is considered in terms of energy price. For example, a user who
consumes a lot of energy will enjoy a discounted energy price. The EOS for ASIC users is modeled as follows:

&

=, (55)
1+ y1og(N, Exgc)

Sy
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where ¢, is the base energy price that GPP users experience and y is a small positive constant. It should be

noted that this EOS can capture the energy price and other operating costs.

2.10.2. Simulation Result

Under these scenarios, we simulated the block-publishing competition for 4,000 blocks and measured

the competitor exclusion ratio (CER), and Gini coefficient of the blockchain network. CER is defined as the ratio

of potential participants excluded from the competition. This ratio implies the fraction of users that are removed

from the competition due to low profitability. The Gini coefficient is a metric for wealth monopoly. In this works,

we applied the Gini coefficient to measure how the computation capacity is capitalized by heavy users. Figure 11

and Figure 12 demonstrate how those metrics change with different ASIC parameters.
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Figure 11. Network Centralization according to the
cost efficiency of ASIC. The degree of centralization
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The simulation results in Figure 11 and Figure 12 indicate that a network with cheap and highly

efficient ASIC device (i.e., ASIC-friendly network) becomes centralized more quickly than a network with

expensive and inefficient ASIC device (i.e., ASIC-resistant network). However, it should be noted that the CER

values and Gini coefficient in Figure 12 indicate opposite result. The CER result in Figure 12(a) implies that high-
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price ASIC devices accelerate the centralization by driving GPP users out of competition. Conversely, the Gini
coefficient result in Figure 12(b) reveals that the high price of ASIC devices can be helpful for decentralization by
slowing down high budget users’ monopolization via reinvestment to ASIC devices. Thus, we can derive the
following two conclusions:

e C1. Efficient ASIC devices accelerate the centralization of the blockchain network.

e C2. Cheap ASIC devices harm the decentralization by promoting wealth monopolies, but

they can also enhance decentralization by increasing the number of participants.

Based on these conclusions, we can outline the characteristics of an ideal ASIC-resistant PoW. The
performance gap between GPP and ASIC for the PoW must be minimal. At the same time, ASICs should be
affordable enough to be accessible to low-budget users. Such a PoW can maintain decentralization over time,

ensuring fair opportunities for low-budget users while still allowing high-budget users to benefit from EOS.

2.10.3. Discussion on Algorithm-Induced Efficiency Gaps

In addition to hardware advances, several studies report software-level accelerations for the LDPC
syndrome-decoding problem in (15). Vaz and Gerald [77] shorten message-passing convergence by exploiting
code-length constraints. Replacing the sum-product message-passing with lower-complexity decoders can further
accelerate, with come loss of DS probability. Representative examples include min-sum decoder [78], [79] and
decoders based on the Alternating Direction Method of Multipliers (ADMM) [80], [81]. Other work tunes
implementations for specific GPP. A series of GPU-oriented implementations [82], [83] demonstrates throughput
improvements for LDPC decoding by exploiting massive parallelism.

However, those software-level accelerations have limitations. The algorithm optimizations such as
reducing the number of iterations [77] or replacing certain multiplication operations with logical operations [78]—
[81] hardly achieve order-of-magnitude gains. Furthermore, they introduce a modest loss in decoding performance.
Consequently, the net effect on throughput, balancing the lower per-decoding complexity against the increased
number of decoding attempts, remains uncertain relative to the original decoder. Optimizations that exploit
particular constraints such as quasi-cyclic structure of PCM [82], [83] are difficult to apply to the flexible structure
of ECCVCC. As a result, they provide only constant-factor improvements, which remain modest compared with
the order-of-magnitude advantage achieved by custom ASICs. In addition, the algorithm-induced efficiency gaps
can be mitigated at relatively low cost, whereas compensating hardware-induced disparities is considerably more

expensive.
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2.11. Discussions on Proof-of-Stake Blockchains

In this study, we mainly focused on blockchains based on PoW consensus. Through its operations
over the past decade, Bitcoin has demonstrated that these classes of consensus algorithms are quite secure.

Another class of consensus mechanism adopted by multiple blockchains is PoS, in which immutability
is secured with a deposit of the block publishers as collateral. In other words, the publishers bet their deposit, rather
than energy, to prove the soundness of the block. If a block is revealed to have a flaw by other verifiers, the
publisher loses the deposit. In the remainder of this section, we discuss the decentralization and energy

consumption of the PoS blockchains comparing with PoW blockchains.

2.11.1. Decentralization of Proof-of-Work and Proof-of-Stake Blockchain

An official document of Ethereum claimed that “the transition to PoS will make the Ethereum
significantly more secure and decentralized by comparing to PoW [84].” In the document, two reasons why PoW
promotes centralization are suggested: the large initial cost of setting powerful devices and the energy consumption
of PoW results in economies of scale. However, a conflicting result can be obtained using our simulation model
presented previously. In PoS blockchains, only the verifiers who lock up a deposit can participate in the consensus
and be rewarded. The other candidates without a deposit never succeed in publishing. This procedure can be
modeled as a block publishing of VCC blockchains, using ASIC with high lasic and Casic/ Easic. In other words,
the minimum deposit of PoS can be modeled as the initial cost for an ASIC device, lasic, while the cost efficiency,
Casic/ Easic, approaches infinity. The result in the previous Section VI indicates that such a blockchain would be
centralized quickly.

The simulation model was proposed to compare the decentralization of PoW blockchains, rather than
to compare PoW and PoS. Thus, the previous result cannot directly imply that PoW-based blockchains are more

decentralized than PoS blockchains. Further research on this would be interesting future work.

2.11.2. Energy Consumption of Proof-of-Work and Proof-of-Stake Blockchain

The computational challenge of PoW secures a blockchain through energy spending without relying
on trust, whereas PoS depends on the assumption that validators who stake their cryptocurrency will operate the
network honestly. Because nodes in PoS do not compete in computational capacity, the energy required by PoS is
far less than that of PoW, in which heavy energy use is unavoidable.

Nevertheless, several design variants demonstrate that equivalent security, can be achieved far more

efficiently. GreenPoW [85] lowers energy consumption by granting the exclusive right to mine the next block to
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the producer of the most recent uncle block, eliminating redundant hashing. Sprint [86] combines proof-of-work
with verifiable delay functions (VDFs), forcing miners into intermittent activity and thus curbing power demand.
EpoW [87] awards the block to the second solver of the PoW puzzle, which discourages continuous hash-rate
escalation across the network. Incorporating one or more of these techniques into ECCVCC would bring its energy

consumption to a more acceptable level

2.12. Conclusions

In this study, we proposed ECCVCC, a novel ASIC-resistant blockchain consensus algorithm whose
design can be tailored by selecting a VCP derived from error-correction code problems. As illustrative cases, we
compared ECCVCC-CD and ECCVCC-SD, which employ codeword and syndrome decoding puzzles,
respectively. In that comparison, ECCVCC-SD outperforms ECCVCC-CD and the previous works [45], [46], [47]
with respect to difficulty-adjustment flexibility and robustness against DoS attacks.

We also explored the relationship between ASIC-resistance and blockchain decentralization. The
simulation results in Section VII demonstrated that a blockchain network with an ASIC-resistant algorithm
remained decentralized for a longer time compared to one using an ASIC-friendly algorithm. Furthermore, as
discussed in Section VIII, this finding implies that a blockchain utilizing PoS, which can be modeled as an

extremely ASIC-friendly algorithm, tends to become centralized more quickly.
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Chapter III. [Stealth-Achieving ECC] Covert Anti-Jamming
Communication based on Gaussian Coded Modulation

3.1. Motivation

In wireless communication systems (WCSs), both covertness and anti-jamming capability are often
required simultaneously. In a hostile environment, an adversary may attempt to eavesdrop on or jam the link.
Concealing the signal from eavesdroppers also helps counter jamming, because modern “smart” jammers rely on
estimated signal parameters to maximize their effectiveness. If the signal is hidden, those parameters cannot be
estimated. Moreover, several components, such as error-correction coding, spread-spectrum techniques, and
beamforming, serve both covert and anti-jamming objectives. Accordingly, it is possible to design a unified

wireless framework that provides covertness and jamming resilience at the same time.
3.2. Introduction

Wireless communication systems (WCSs) have become an essential part of the infrastructure for
exchanging information. However, WCSs are exposed to various threats due to the open nature of wireless media.
One of these threats is eavesdropping. Eavesdroppers means malicious receivers that harm innocent users using
information on the radio transmission. Since the advent of wireless communication, security to prevent damage
caused by eavesdroppers has been considered an important concern.

Covert communication [18], [19] has received little attention, relative to its importance. Without
covert communications, the physical location of wireless transmitters can be detected by an eavesdropper, owing
to the wireless transmission of signals. In such scenarios, the presence of wireless communications should not be
easily detectable by hostile eavesdroppers.

Intentional electromagnetic radiation, also called jamming, is another serious threat to the robustness
of WCSs. Jamming attacks can disturb ongoing wireless communications by causing additional errors. Jamming
attacks can become more destructive if the jammers cooperate with eavesdroppers. A follower jammer [88] is an
example of such co-operation. It first measures the time-frequency band of the target signal and then concentrates
its jamming energy onto that band. Covert communication decreases damage by jammers using the eavesdropping-
and-jamming strategy by preventing the leakage of system parameters. Thus, to protect the security and robustness
of WCSs, covertness and anti-jamming performances are required simultaneously.

A spread spectrum (SS) scheme is one common solution for overcoming jamming at-tacks in the

physical layer. Through this scheme, the bandwidth of band-limited jamming becomes much smaller than that of
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the communication signals. Furthermore, the scheme makes communication difficult to detect by hiding
communication signals under the noise level, thus reducing the threat of eavesdroppers and eavesdropper-aided
smart jammers such as follower jammers.

The coded modulation method using Gaussian-distributed code can be a complement to the SS scheme.
If the modulated symbols follow a Gaussian distribution, it is difficult for the eavesdropper to distinguish whether
there is a communication signal or not without an exact codebook. Furthermore, the legitimate receiver can use
the error-correction property of the coding scheme. The idea of real-valued channel coding has been used, and is
known as analog coding [89]. The code can correct sparse errors (e.g., narrowband jamming). Reference [90] have
studied a generalization of this coding scheme: a complex-field coding using orthogonal frequency-division
multiplexing (OFDM). Candes and Tao [91] proposed a sparse error-correction method for an arbitrary generator
matrix, which is a polynomial-time linear programming method unified within a compressive sensing (CS)
recovery framework [92]. Studies motivated by analog coding and many other CS-based anti-jamming approaches
have exploited the sparse characteristic of jamming in both the time-frequency [93], [94] and spatial domains [95].

Thus, analog coding can be applied to anti-jamming communication.
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Figure 13. Tactical wireless communication system under an electronic warfare scenario.

In this study, we consider wireless communications under a jammer and eavesdropper scenario, for
example, the electronic warfare scenario depicted in Figure 13. The proposed system transmits information
messages on a coded Gaussian signal through a wireless channel that is attacked by an eavesdropper, called Eve,
and a jammer. We consider two types of jammers. The first type is a blind jammer, which radiates a partial-band
or pulse jamming signal without knowing when or where a target communication signal exists. The second type
is a follower jammer, which detects an ongoing communication signal and then radiates a jamming signal to

interfere with this ongoing signal. We assume that Eve is not aware of the exact codebook and time-frequency
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band of the target system. Suppose that there is no secret information shared between the transmitter and the
receiver. Then the achievability of covert communication depends entirely on the channel quality difference
between the receiver and Eve, which is difficult for communicators to control. Thus, many studies assume that the
transmitter and the receiver share some secret information, such as a codebook [18], [96] or spreading sequence
[35], [36]. This secret information is often time-varying to prevent information leakage [97]. One practical example

is a frequency-hopping radio that exploits the exact time-frequency band of a signal as secret information.
3.3. Contribution

In this study, we propose a novel covert anti-jamming communication system based on a noise-like
Gaussian-coded time-frequency modulation, as illustrated in Figure 14. To provide covertness to a communication
signal, we propose a time-frequency modulation scheme. It is difficult to distinguish a signal generated using the
proposed scheme from Gaussian noise. To provide robust anti-jamming performance, we propose two receiver
algorithms that estimate and remove the jamming signal from the received signal by exploiting the sparse nature
of the jamming signal.
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Figure 14. Proposed covert anti-jamming communication system with Gaussian-coded time-frequency
modulation.
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The main contributions of this study are as follows:

. We propose a covert anti-jamming communication system based on Gaussian-coded time-
frequency modulation. We consider the communication system that is exposed to the threat of the jammer and Eve.
Previous studies on analog coding [89], [90], [91], [93], [94], [95] have not considered the threat of jammers and
eavesdroppers simultaneously. We designed a coding and modulation method for a transmitter to achieve anti-
jamming and covert communication simultaneously. For a receiver, to estimate and remove jamming, we propose
two novel sparse jamming estimation (SJE) algorithms, i.e., greedy SJE (GSJE) and Bayesian SJE (BSJE), which
are described as Algorithm 1 and Algorithm 2, respectively.

. For the proposed Gaussian coding scheme, we aimed to develop a real-valued coding scheme
in which a coding gain is provided. Previous studies on analog coding [89], [91] have considered analog messages.
In this study, we show that the coding method cannot provide a coding gain for finite-field messages. As a
countermeasure, we introduce two methods to achieve coding gain even when the finite-field messages are
encoded. The first method is a two-stage coding approach, applying finite-field coding and linear Gaussian coding
sequentially. In this method, the overall coding gain is equivalent to that of the finite-field coding used in the first
stage. Another coding method is a codebook method that uses a pregenerated codebook rather than a linear
operation on message vectors. We demonstrate the existence of a coding gain through numerical results that
compare the bit error rate (BER) performance of the proposed system under jamming and the uncoded direct-
sequence spread spectrum (DSSS) without jamming.

. We show the undetectability of the signal transmitted from the proposed system. The signal of
the proposed system is compared to that of a conventional binary phase-shift keying (BPSK)-DSSS scheme. For
this comparison, we considered Eve to be an energy-detecting eavesdropper that can distinguish the
communication signal from noise using the maximum likelihood (ML) method. The detection capability of Eve
increases as the signal-to-noise ratio (SNR) and false alarm probability increases. Our results demonstrate that the
proposed system offers significantly better undetectability than the BPSK-DSSS scheme in such critical cases.

Thus, the proposed method is superior when Eve is the most threatening.
3.4. Signal Design

In this section, we describe the proposed signal design. In the proposed system, the codeword alphabet
consists of Gaussian-distributed real numbers rather than a finite-field alphabet. The transmitted Gaussian

codeword appears as additive white Gaussian noise (AWGN) to Eve. In contrast, the receiver who knows the exact
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codebook can detect the transmitted codeword even with a significantly low SNR setting. Figure 15(a) illustrates
the time-domain signal waveform of the proposed system at the 0 dB SNR setting. The wave-form with noise in
Figure 15(c) is hardly distinguishable from the AWGN in Figure 15(b). A detailed analysis of this undetectability
is presented in Section 3.6. In this section, we con-sider two encoding methods used to construct such codewords.
We first introduce the simplest method, linear block coding (LBC), as proposed in previous studies [89], [91].
Then, we present the limitations of that method and propose two methods to address these limitations.
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Figure 15. Time-domain waveform of (a) proposed signal, (b) noise, and (c) signal with noise under additive
white Gaussian noise (AWGN) channel with a signal-to-noise ratio (SNR) of 0 dB

3.4.1. Codeword Generation

A binary message vector me{-1T}" is encoded into a real-valued codeword vector ¢ceR?",
where R is the set of real numbers. Each element of the codeword, i.e., each time-frequency symbol, follows a
Gaussian distribution. Here, the encoding Enc:{~11}" —>R*" can be any function that includes a redundancy

to the codeword. The redundancy can be exploited to estimate the jamming and correct the channel-induced errors.

In the previous work of Candes and Tao [91], LBC-like encoding of the real-valued message was

studied. That is, Enc, g ‘R" > R®™ was previously investigated. As it is a simple method, we can use it as a

codeword generation method. We call this method Gaussian-LBC. Let us define the probability density function

(PDF) for a Gaussian random variable with a mean x and variance o® as N(u,o”). In the Gaussian-LBC, a
codeword vector becomes the product of a generator matrix and a message vector:

c=Gm, (56)

where m is the L-dimensional message vector, G € R*™" is the generator matrix of which the

entries follow A(0,1/N),and ceR*" is the codeword vector. Because the method is similar to LBC in finite

fields, one can define concepts and notations corresponding to the parity-check matrix, syndromes, and error
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correction. However, error correction using syndromes in real-valued code is a nonlinear pattern recognition

problem that has no simple solution for an arbitrary G [89]. A linear programming solution to this real-valued

syndrome decoding problem was described in [91]. The solution has been widely accepted for several other sparse
signal recovery (SSR) problems, under the name of CS [92]. Numerous algorithms have been proposed to

achieve this solution.

However, we require another approach with Gaussain-LBC. This is because Enc, .. cannot fully

exploit the characteristics of the digital message; thus, one cannot obtain an adequate coding gain. In the following

section, we discuss an alternate design of Enc:{~1I}* = R®" to obtain the coding gain
3.4.2.  Gaussian Coding with Coding Gain

The Gaussian-LBC method has a limitation in that the method considers only the real-valued message
case. However, for modern communication systems that transmit a variety of finite-field messages, the encoding
of a finite-field message must be considered. Unfortunately, the direct application of the Gaussian-LBC method to
finite-field messages is inefficient because there is no actual coding gain. In finite-field coding, the coding gain is
defined by how much the minimum Hamming distance between two codeword vectors increases when compared
to that between message vectors. This is because the finite-field decoder maps the input vectors to the closest
codeword in terms of the Hamming distance. In contrast, the coding gain of a real-valued code cannot be defined
by the Hamming distance because the closeness of real-valued codewords to non-sparse noise is meaningless.
Instead, the Euclidean distance has to be used for real-valued code. It can be noted that the minimum Euclidean
distance is constant before and after the Gaussian-LBC, i.e.,

(c-©)" (c—¢) =(Gm-Gm)" (Gm-Gr)

=(Mm-m)'G'G(m-m) (57)
=(m-m)’ (m-m),

.
where () is the transpose operator for the vector/matrix and G'G=1 for large N . To benefit from coding

gain, we considered two approaches: concatenation coding and the codebook method.

A. Concatenation Coding
To provide an encoding method with coding gain, concatenation coding was considered. Namely, the

encoding of a digital message Enc:{-1,1}- —R*™ becomes a serial combination of two different coding

methods, as depicted in Figure 16. The message is encoded twice, first by an outer code
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Enc,, {11} —{-1,13"=« and then by an inner code Enc,, :{~1, 3" R . We used a finite-field coding

method, which yields a coding gain, as the outer code, and then used the Gaussian-LBC as the inner code so that

the system could obtain the advantages of both the error-correcting coding and Gaussianity of the signal.

Message

vector Codeword

Gaussian LBC |—» €

m ., Outer coding

A 4

Figure 16. Concatenation coding scheme Gaussian signaling.

The decoding procedure is also two-fold. Given a jamming-mitigated codeword C, the Gaussian-
LBC codeword is decoded first by Dec,, : R®™ r—>{-1,13"= ; then, the outer codeword is decoded by
Dec,, :{-1,13" —{-1,13". Here, we focus on the decoding of the Gaussian-LBC Dec;, . Because the decoding

of the Gaussian-LBC is equivalent to an overdetermined linear inverse problem (LIP), ML decoding can be

performed using the least-squares method with O(NN,,,) computations, where N, is the length of the outer
codeword. If the code rate of the outer code is fixed (i.e., O(N,,)=0(L)), the complexity is equivalentto O(NL).
Based on the output of the Gaussian-LBC decoder Dec,,, the original message is decoded using the outer code

decoder Dec,, , i.¢., the recovered message vector m:=Dec,, (Dec;,(€)) -

out ?

B. Gaussian Codebook

The Gaussian codebook method is another coding method with coding gain. If the length of the binary
message vector is L, then 2" codeword vectors of length 2N are pregenerated. Then, the one-by-one mapping
encoding function Enc:{-11}" —>R*" can be constructed between 2" message vectors and codeword
vectors. The codeword can be decoded using the ML method. O(N2") computations are required to decode the

original message from the proposed codeword generated by nc . Here, we construct a codebook G with a

Toeplitz matrix of which the columns are cyclic shifts of a Gaussian random vector g=[g,,d,,...,d,y] > rather

than generating every element of G with an independent and identically distributed (i.i.d.) Gaussian. There are two
benefits to constructing the codebook as a Toeplitz matrix. First, the Toeplitz structure accelerates the computation
of the decoding method by using the fast Fourier transform (FFT). Second, such a codebook can be stored in a
more memory-efficient manner than a random codebook because the Toeplitz codebook requires as much memory

space as O(N), whereas the i.i.d. codebook requires as much memory space as O(N2") . If the computational
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costs of the FFT and inverse FFT (IFFT) are considered, the overall computational complexity becomes
O(NlogN) .

The concatenation method is attractive in practice because well-studied finite-field coding methods
can be directly exploited as the outer code. A proper outer code can be selected according to the purpose and
requirements of the system. We used the codebook method in the following simulation section because the Toeplitz
codebook method provides a good restricted isometric property (RIP) condition and is independent of the outer

code design.

3.5. System Model

The codewords are transmitted by spreading over a wide block of time-frequency OFDM slots. After
demodulation and demultiplexing, the receiver obtains the codewords that are distorted by noise and jamming.
The jamming portion is removed using the SSR technique [92]. The receiver decodes the original messages based

on the jamming-free codewords.

3.5.1. Time-Frequency Modulation

The real-valued codeword ¢ of dimension 2N can be rewritten as a complex-valued codeword vector

of dimension VNV, i.e., X€& cN , where ¢ is aset of complex numbers. The real part of x is the first half of the vector

¢ and the imaginary part of x is the latter half of ¢. That is, for the real-valued codeword C= [Cl, Cyyees Gy ]T , the
corresponding complex expression is X =[c + jCy,,,---,Cy + JCp ] - Each element of x is assigned to the time-
frequency grid for transmission by OFDM. Let the number of OFDM subbands be N, and the number of time
slotsbe N, where N =N_N;.Figure 17(a) illustrates the proposed signal in the time-frequency domain, where
Ng =N; =16. The signal is transmitted through all 16 subbands, whereas the frequency-hopping spread spectrum

(FHSS) signal in Figure 17(b) uses only a single subband in a time slot. The energy of the proposed signal remains
under the noise floor at the plane where the energy = 1, whereas the energy of the FHSS signal with the same
power has peaks above the noise floor.

The complex codeword vector x is divided into N, column vectors, i.e., X, (k=12,..,N;),

where X= [XI X; XLT ]T . The k-th OFDM symbol is determined by an IFFT of X, . Here, we omit the

cyclic prefix (CP) for simplicity, as channel estimation and the inter-symbol interference problem are beyond the

scope of this study. If one assumes perfect channel estimation, then the CP being jammed cannot be a problem as
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the CP is discarded on the receiver side. However, note that jamming attacks on the CP can distort the OFDM
system efficiently [102], [103], thus degrading the performance of the system. Future research should study the
effect of CP jamming.

(a) (b)

Subband
index

Subband

345 . Time index index 345 Time ind
12 20 12 ime index

Figure 17. Comparison between proposed signal and frequency-hopping signal in the time-frequency domain: (a)
proposed signal with orthogonal frequency-division multiplexing and (b) frequency-hopping signal.

3.5.2. Channel Model

There are two separate channels in the proposed system. One is the legitimate channel from the
transmitter, Alice, to the legitimate receiver, Bob. The other is a wiretap channel from Alice to the eavesdropper
Eve, who is not a legitimate user. We consider that the legitimate channel suffers from hostile jamming, whereas
the wiretap channel does not. Figure 18 illustrates the channel model. Bob obtains the signal through the legitimate
channel, which is contaminated by jamming, whereas Eve receives the signal through the wiretap channel. This
modeling encompasses the following two scenarios within a single logically equivalent scheme. The first scenario
is that Eve and the jammer are combined into a single actor. The follower jammer is an example. The second
scenario is that the two are located apart. For example, the jammer can be located close to the receiver, whereas

the eavesdropper can be placed near the transmitter for better performance. In addition, Alice and Bob share a
codebook CeCM which is the set of possible codewords. To focus on covert communication, we assume that
Eve does not have the codebook.
Let h, be the channel impulse response vector of which the lengthis N_ . The k-th received vector
after OFDM demultiplexing and CP removal is
Y, =HX, +e, +w,, (58)
where e, eC™ is a jamming vector, W, e C™ is additive circularly symmetric complex Gaussian (CSCG)

xNg

noise, and H, € Cc' is a diagonal matrix of which the diagonal elements are the FFT of h, . Assuming that
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the fading channel has no null, the matrix H, is invertible. The N, OFDM symbols can be expressed as a

single-vector expression through concatenation; as is the case with X =[X] X} - XLT 1", the single-vector
expression for the entire received vector y=[yI y; yTNT T becomes
y=Hx+e+w, (59)
where the combined channel matrix H is the block-diagonal matrix consisting of Hl,HZ,...,HNT ,
e=[e; e; - ey isthejammingvector,and W=[w; w; - wy ] isthe CSCG noise vector.
Jammer
l e
Transmitter X . y .
(Alice) .| Legitimate Receiver
Channel (Bob)
VA
Wiretap Eavesdropper
Channel (Eve)

Figure 18. Wiretap channel model under jamming

3.5.3. Sparse Jamming Model

In our scenario, the jamming vector € is assumed as a spare vector because practical jammers are
modeled as band-limited or time-limited jammers. In fact, a jamming method that interferes with every time-
frequency symbol simultaneously would be a powerful jamming method. However, in the proposed covert
communication system, the jammer cannot be sure of the exact time-frequency band of the target signal because
the proposed system is intended to provide undetectable characteristics of the transmitted waveform, as shown in
Section 4. Several studies on the energy optimization of jammers, including [104], [105], have indicated that a
jamming policy without a precise signal power estimation is not optimal. To achieve energy efficiency, the jammer
must acquire the time-frequency band of the target communication.

Without knowing the codebook and exact time-frequency band of target signals, the jammer can have
two options—blind barrage jamming and sparse jamming. On the one hand, we consider a barrage jammer that
aims to attack a target signal with its signal bandwidth when the time duration is unknown. The jammer cannot

launch an attack with a wider bandwidth and longer time duration than those of the target communication signal.
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Consider B as the bandwidth of the target signal and D as the time duration of the target signal. Obviously, the
bandwidth and time duration of the attack signal become B+AB and D+AD for AB>0 and AD>0,
respectively. Here, it can be observed that the jammer would expend an excessive amount of energy due to the

amount of excessive time and bandwidth O(ABAD). Nevertheless, the attack by the jammer may still remain

ineffective, provided that the time and frequency band of the target signal is unknown. The only option that the
barrage jammer has is to spread jamming power over a wide range of time-frequency regions with large AB and
AD . However, the power budget of a practical jammer is not infinite. Thus, to launch a barrage jamming attack,
the energy density per unit time-frequency region shall remain low. In such a case, the effective jamming energy,
i.e., the actual jamming energy spent on the target time-frequency region, shall remain small, and the jamming
becomes unsuccessful.

On the other hand, the jammer can choose a sparse jamming approach, aiming to reduce the
inefficiency of barrage jamming and concentrate the jamming energy onto a specific time-frequency band. Many
jammers therefore aim to identify the time-frequency band of the ongoing communications. Once this is identified,
an attack can be launched in the form of partial-band noise jamming, such as pulse jamming, as discussed in [93],
and reactive jamming, which is discussed in [94]. Thus, the jammers can concentrate their jamming power on a
small, selected part of the entire time-frequency band. What does this mean to the proposed covert anti-jamming
communication system? The proposed system is supposed to provide undetectable characteristics of the
transmitted waveform, which results in two scenarios. On the one hand, jammers cannot detect the presence of the
signal or its time-frequency band at all. This is the case when Eve is physically located far from the transmitter. In
this case, the jammers do not launch any jamming attacks. On the other hand, in the case in which Eve is close to
the transmitter unit, the signal is partially detectable. It can be recalled that our signals are wideband Gaussian
signals. Thus, there are a few time-frequency bands of which the energy levels pierce through the noise floor (refer
to the illustration in Figure 17). Eve can be deceived that the ongoing communication exists only on those detected
time-frequency bands; consequently, Eve will aim to launch precise jamming attacks at the detected time-
frequency bands. The previous discussion explains why we have modeled the jamming attacks to be sparse in the
time-frequency domain. By exploiting the sparse nature of jamming, Bob can successfully estimate and remove

jamming from the received vector.

3.5.4. Sparse Jamming Estimation

Let us recall the received vector specified in (59). There always exists a nonzero annihilating matrix

A such that AHx =0, unless Hx spans CV.Letamatrix G be a generator matrix or codebook matrix of
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which the columns span the range space of the codewords. Here, note that the generator or codebook matrix G
is constructed by a random Gaussian distribution.
Because the codeword space is a subspace of CV, singular-value decomposition (SVD) can be

applied to determine the annihilating matrix A . Consider an SVD of (HG)", i.e.,
VH
(HG)" =U[D 0]{ ;\ } (60)

It can be determined that A satisfies AHx=0 for all possible values of X. By multiplying A to both sides
of (59), Bob obtains the measurement vector b,

b=A(e+w)
= Ag,

(61)
where &:=e+w is the jamming-plus-noise vector. Because b and A are known to Bob, e can be obtained
by solving for the SJE problem of (61), which is in the form of a LIP. Unfortunately, the SJE problem is
underdetermined because the annihilating matrix A is the null space of HG . However, let us recall the
assumption that e is a sparse vector. It is known that a sparse vector can be recovered using SSR techniques even
if the LIP is underdetermined.

There are two conditions related to the successful reconstruction of the jamming vector € from (61)
using SSR techniques. The first condition is that the LIP should have good properties. The goodness of LIP is often
measured using a condition referred to as RIP [91] of the sensing matrix. In the proposed SJE problem, the sensing
matrix corresponds to the annihilating matrix A. Several studies have shown that a sensing matrix has a good RIP
if the matrix is created from an i.i.d. zero-mean Gaussian. However, the annihilating matrix A in the SJE problem
is not created from such a distribution, but is created from the null space of HG.

Several studies have discussed the RIP of the null-space matrix. Candes et al. [91] and Stojnic et al.
[106] argued that the null-space matrix of an i.i.d. Gaussian random matrix demonstrates a good property because
the null space can consist of an i.i.d. Gaussian random basis. Xu et al. [107] showed that the property of the sensing
matrix that is created from the null space of a Toeplitz matrix is good for SSR. Note that HG is a Gaussian
matrix because the OFDM channel matrix H is a Gaussian matrix and G is also a Gaussian matrix (refer to
Section 3.4 for more details). Further, HG can be an i.i.d. Gaussian matrix or Gaussian Toeplitz matrix when
the channel is a frequency nonselective channel. Thus, these results suggest that the SJE problem can be solved

successfully, depending on the channel.
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The second condition for successful SSR is that the jamming with noise vector & should be close to
the sparse vector. If the energy of a sparse vector is much larger than that of a non-sparse vector, the sum of the
two vectors is said to satisfy soft sparsity. Raskutti et al. [108] discussed the convergence of the SSR under the
soft sparsity model. Arias-Castro and Eldar [109] studied the premeasurement noise model, which is similar to the
soft sparsity model. In their study, it was shown that the premeasurement noise model can be reformulated into a
general SSR model (i.e., measurement noise model), with a small cost on RIP. Based on these studies, we can
conclude that & can be successfully recovered, as € also satisfies the soft sparsity model. To derive the SJE
algorithms, we explored two representative SSR algorithms: greedy algorithms and sparse Bayesian learning (SBL)

algorithms. In the following subsections, we propose the GSJE algorithm and the BSJE algorithm.

A.  Greedy Sparse Jamming Estimation Algorithm

To estimate the sparse jamming vector € from the measurement b, one can define a support set

Sc{l,2,..,N} , which is a set of indices %, such that the k-th element of e is nonzero. Thus,
S={k|é #0,k=12,..,N} . Let us define A, and e, as submatrices/subvectors of which the
columns/elements contain atom a, and coefficient é for k €S, respectively. Then, & can be determined by
solving the following optimization:

& =argmin||b— Ae|, subject to llefl, <K, (62)

where K is the maximum number of nonzero coefficients in €. Equation (7) is an optimization problem that
determines the solution € that minimizes the approximation error with the |, norm constraint. To solve this

problem, several greedy algorithms have been proposed. The greedy algorithms iteratively pursue one column of
the annihilating matrix A at a time, which significantly reduces the approximation error. Thus, the estimate of
the support set S grows one by one as the iteration progresses, starting from the empty set in the beginning. The
matching pursuit (MP) [29], orthogonal MP (OMP) [18 19] and their variants [30 31] are most relevant to the
derivation presented in this Section. The MP algorithm for SSR was first proposed by Mallat and Zhang [29]. By
applying the MP algorithm to our problem, we can determine one column of the annihilating matrix A that
maximizes the inner product with a residual vector at each iteration, and then calculate the corresponding nonzero
coefficient that minimizes the estimation error. Conversely, the OMP algorithm has an additional procedure that

updates all the coefficients in the subvector e; at each iteration using the orthogonal projection of the

measurement vector onto the subspace Ag.
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In this section, we propose the GSJE algorithm described as Algorithm 6. The algorithm aims to

estimate the sparse jamming vector from the received signal vector y in (59). Given H, G and vy, the

algorithm calculates A using (60). Then, the jamming vector € is estimated by approximating the solution of

(62) using the greedy iteration. We assume that the channel matrix H and codeword space G are known to the
receiver. The annihilating matrix A can then be determined from the SVD of (HG)", as given (60), and used
to construct the SJE problem. We assume here that the magnitudes of the nonzero coefficients of the jamming
vector € are significantly larger than those of the noise vector W, i.e., ||e|* > || w|]’. This assumption is called

the high jamming-to-noise ratio (JNR) assumption. Under this assumption, each iteration of the GSJE will identify
a member of the true support set with high probability. In contrast, if the JNR is significantly low (for example,
under —10 dB), the accuracy of SJE under the high JNR assumption might be degraded. However, note that the
overall system performance, i.e., BER, is no longer affected by the accuracy of the SJE. However, if JNR is in the
moderate region, the failure of the GSJE may cause an overall performance degradation. Thus, the model mismatch
becomes more significant in the moderate-JNR region. Another challenge is that the GSJE requires certain prior
knowledge about jamming. As discussed above, the parameters & and K that determine the termination
condition depend on prior information such as sparsity and energy of jamming. We limited the number of

maximum iterations by K , where the cardinality of the support set is known as K . At the same time, we set a
lower-bound on ||p|| by & . If the prior knowledge is inexact for determining a proper termination condition, the

GSJE might not be able to estimate the exact jamming. The assumption that the receiver has exact prior information
a priori might be unrealistic in practice as the jammer and the receiver are adversarial to each other. These effects

are of interest in the discussion of our simulation results (refer to Section 3.8.1).

Algorithm 6. Greedy sparse jamming estimation (GSJE) algorithm

Inputs: H, G,y, 0, K
1: Initialize: A <« svd(G"H"), p< Ay, S<«{}
2: do:
3 Find the maximum correlated column index, k «—argmax <a,,p >
4: Update the support set by storing the index in the support set, S «S{k}
5 Estimate the corresponding coefficient subvector by &, « (A A,) A Ay
6: Update residual by subtracting the contribution of current support set, p <—p—Aé
7- while |S|I<KK and ||[p|=o
8: return:
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B. Bayesian Sparse Jamming Estimation Algorithm

As an alternative to GSJE, we propose a novel BSJE algorithm. In the previous section, we discussed
that GSJE requires prior knowledge of jamming, such as the sparsity or power of jamming. Instead, we aim to
develop the BSJE method in which the jamming is modeled as a Gaussian mixture and Bayesian inference is
sought to estimate the jamming vector. From (61), BSJE determines the posterior estimation of e by exploiting
the assumption that e is a realization of a zero-mean i.i.d. Gaussian-distributed random vector of which the
covariance matrix is T'=diag[y; 7, ...-- 7] (.e, e~CN(OI)). A simple suboptimal solution is to
determine the maximum a posteriori probability (MAP) estimation without exploiting T, i.e.,

é=arg max p(e|b), (63)
where p(e|b) is a conditional PDF. In contrast, the BSJE algorithm exploits the information about T by

applying SBL [24]. Let the ML estimation of I’ be I". The algorithm first determines I" and then evaluates the
MAP estimator for a given I". That is,

&=argmax p(e| D) p(1)p(be), (64)
where

I'=arg max p(I'| b)
=argmax p(I')p(b|T) (65)
=argmax p() [ p(b| &) p(e| T)de.
To solve the optimization problem, the spirit of expectation-maximization (EM) is exploited; rather
than directly maximizing the log-likelihood, the algorithm maximizes the Q function iteratively. The  Q function

is defined by
Q(I) =E,, [log p(b|e)+log p(e| I)+log p()], (66)
and the solution to (65) is equivalent to the maximizer of (66),
I =arg max Q(I"). (67)
Let us recall the SJE problem in (61). The given problem is a form of the so-called input noise model:
b=A+w). (68)
The closed-form solution to (67) is well known as

7=E. .lel, (k=12..N), (69)

elb,y .o

which is a solutionto oQ(I')/ 0y, =0 by assuming p(y,) =1 and approximating Q(I") as
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e P

k

QIN)=~E, . {Z—%Iog o -+ log p(m}. (70)

If we assume a CSCG jamming e~CN(0,I') and a CSCG noise w~CN(0,c°1) with given

noise variance &, the conditional PDF p(e|b;I,6®) becomes CSCG, with mean vector p and covariance
matrix X, where

p=TA"(ArA" +o°AA") b, (1)

T =I-TA" (ArA" + c*AA") AT, (72)
Thus, the ML estimator in (21) becomes

e =S +ul (73)

where g, is the k-th element of p and X, is the k-th diagonal element of X . According to (71)-(73), r
can be determined by iteratively updating I'® at the t-th iteration, and by repeating the iteration until
convergence. A little is known about the convergence of EM iteration, including the monotonicity property [110].
This property states that the solution converges to at least a saddle point or local optimum. After I is converged,
the MAP estimation is obtained by

é=argmax p(e|b;T,o?)
=y (D) (74)
=TA"(ATA" + 62AA")h.
It can be recalled that our goal is to determine the complex-valued codeword x, not e itself, which is obtained

by the iteration above. To estimate, we must determine not only é butalso W ;thus, X can be calculated by
K=H"@+W). (75)

Here, W can be obtained during the BSJE iteration using the same method used for determining é,as w also

follows a CSCG distribution such that CA/(0,571) . The MAP estimation of w can be calculated within the

same iteration for determining & in (71):
W=c?A" (ATA" + 2AA") b . (76)
Note that (71)-(72) are equivalent to the equations presented by Giri and Rao (numbered as (36) and
(37), respectively, in their paper) [111] if A" is orthonormal. This implies that if all codewords are orthonormal
with each other and the channel matrix H is an identity matrix (i.e., a frequency-nonselective channel), the

proposed BSJE algorithm is equivalent to the SBL algorithm for the general measurement noise model.
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The BSJE algorithm for the proposed system is described as Algorithm 7. To guarantee the

completeness of the algorithm, two parameters, t_  and &, can be specified. t _ is defined by the maximum
number of iterations and & is the lower-bound on the minimum required update, tr(| T®™ —“™® |), where tr()

is the trace operator. These two parameters can be set according to the time budget.

The BSJE algorithm does not require prior knowledge about jamming. The BSJE algorithm only
requires the channel, codebook, and noise variance as inputs, which can be easily obtained by a legitimate receiver.
This mild requirement on prior information is a potential benefit of BSJE, making it more attractive than GSJE in
practical implementation. Furthermore, the BSJE algorithm has no model-mismatch problem in the arbitrary JNR

condition region, whereas GSJE suffers from estimation performance degradation in the moderate-JNR region.

Algorithm 7. Bayesian sparse jamming estimation (BSJE) algorithm

Inputs: H,G, o2, t o

max

Initialize: A < svd(G"H"), b« Ay, T «1I

for t=0 to t_ do:
Compute T matrix by T« A"(AIYA" +5°AA")?
Update the mean vector p<«T'“Tb

Update the noise vector W <—c°Th
Update the covariance matrix X« IV —TOTAT®

while t<t,, and (1O -T2 )25

return: €< p+w

N I A A > ey

3.5.5. Decoding

Using GSJE and BSJE, we can successfully estimate the jamming with a noise vector &. Then, Bob

can obtain the jamming-mitigated complex-valued codeword X by subtracting the estimation of & from vy.

The corresponding real-valued codeword € is obtained by cascading the real and imaginary parts of X .

Decoding the original codeword m from € is typically performed using MAP estimation, which is a procedure

to obtain the most likely input for a given output, i.e.,

rh = argmax p(m;) . (77)

Assuming a message m has a uniform distribution, the MAP estimator is equivalent to the ML
estimator [112]. The ML estimator of m is defined by rmh, which maximizes the likelihood function. This

relationship is represented as follows:
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m = arg max p(€’;m). (78)

3.6. Undetectability Analysis

In this section, we present a comparison of the undetectability of the Gaussian-coded time-frequency
modulation and binary modulation methods in terms of detection probability for Eve. To measure undetectability,

a privacy rate was proposed in [18]. The privacy rate is defined by the number of bits that can be transmitted
covertly through the use of N channels. According to [18], only O (xm ) bits can be transmitted covertly; thus,

the privacy rate cannot be a constant. However, [19], [112] determined that a constant privacy rate is achievable if
Eve is uncertain of the channel noise level. Conversely, detection probability is a simple and useful metric of
undetectability. For example, the detection probability of chaotic-sequence DSSS signals was studied in [35], [36].
The authors assumed that Eve knows most of the protocols used by target communication systems, such as carrier
frequency, modulation, length of the spread sequence, and symbol duration, but not the exact spreading sequence.
Then, she can attempt matched filtering with all possible spreading sequences for the received samples to
determine if a signal exists. The studies determined the detection probability of chaotic DSSS signals for several
types of chaotic sequences and compared the probability with that of conventional binary sequence DSSS signals.

To measure undetectability, we considered the detection probability as a metric. The eavesdropping
problem was formulated as a hypothesis test. We explored the problem by dividing it into three cases according to
uncertainty of noise for Eve. In the first case, Eve is assumed to have no information on the noise level. That is,
Eve has an infinitely large uncertainty in terms of the noise level. In such extreme cases, the only option for Eve
is to test whether the received samples are from a white Gaussian distribution or from other random distributions,
i.e., Eve aims to determine the existence of a signal using a normality test. The second case is the other extreme
scenario on the opposite side. In the second case, Eve has no uncertainty regarding the noise level. Thus, Eve
knows the exact noise energy. In such a case, Eve can apply a hypothesis test based on a threshold of the symbol
energy to distinguish whether the signal exists or not. However, the two extreme cases rarely occur in practice.

Thus, in the third case, we define a parameter p to quantify the amount of uncertainty Eve has on the noise level.

In the following subsections, we measure and compare the undetectability of the proposed signal and conventional
signals.

3.6.1. Undetectability under Unknown Noise Level
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In the first case, Eve is assumed to have no information on the noise level (Case 1). In the following
section, we provide a simple analysis and example showing that Eve cannot distinguish the proposed signal,
although she has a chance of detecting conventional signals. Let us recall the channel model depicted in Figure 18
to determine the eavesdropping problem. Using the same vectorizing process as the legitimate channel model as
presented in (58) and (59), Eve obtains

z=H'x+w', (79)
where H' is a combined wiretap channel matrix and w’ is a CSCG noise vector, which are derived using the
same method as those of a legitimate channel, as discussed in Section 3.6.2.

Consider that Eve monitors the communication channel and obtains a measurement vector assuming
an exact carrier frequency, phase, and symbol duration. Moreover, consider a perfect channel state information
and flat fading at Eve, which is a threat scenario for a WCS. Then, the receiving model is simplified to

z=h'x+w', (80)
where h' is the channel coefficient satisfying H’=h'l. In this scenario, Eve has to determine whether there is

a signal using the hypothesis test:

{Ho d=n
(81)

H,:d=c+n,
where c=[real(x)" imag(x)']" is the real-valued codeword of which the entries are zero-mean Gaussian
random variables with variance o2, n=[real(w'/h)" imag(w'/h’)']" isthe AWGN whose entries are zero-
mean Gaussian random variables with variance o2, and d=[real(z/h)" imag(z/h’)'T is the channel-

compensated measurement vector. In Case 1, Eve has to determine which hypothesis is true based on the PDF of
d. Let the variance of d be o] . To test the two hypotheses, the only thing Eve can do is compare how close the
sample distribution is to the distribution of Gaussian noise. This test is well known as the normality test. First,
assume that Eve demonstrates perfection while calculating the sample distribution. Perfect here implies that Eve
can collect an infinite number of samples each with infinite resolution; thus, the histogram distribution of the

perfect Eve is identical to the distribution according to the true hypothesis.

Lemma 1. Assume that Eve is perfect while calculating the sample distribution. Let Eve not know the noise level.

Then, she cannot detect the existence of the proposed signal, but she can detect finite-field modulated signals.

Proof of Lemma 1. Eve does not know the noise level. The addition of the Gaussian signal sample to the Gaussian

noise sample produces a Gaussian sample. Thus, what Eve observes are Gaussian samples; Eve can only treat it
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as Gaussian noise. When Eve observes finite-level signal samples, a perfect Eve will notice that the observed

signal deviates from the Gaussian samples. Thus, Eve can detect the presence of an ongoing communication signal.

It is worth noting that Lemma 1 is satisfied in the ideal case. Namely, it holds when the degree of
freedom of the codebook is infinite and Eve can correct an infinite number of samples. However, both conditions
cannot be perfect in practice. The degree of freedom of a fixed codebook is limited by the size of the codebook. It
causes a distortion between the distributions of the actual symbol and desired Gaussian symbols. In addition, Eve
must perform the normality test with a finite number of samples and a finite level of precision. This means that the
error probability of the normality test is not zero even for the Gaussian signal. However, the distortion of the
distribution can be compensated for by the limited resolvability [113] of the channel between the transmitter and
Eve. Since the channel is noisy, small distortions of the input distribution cannot affect the test output of Eve.
Moreover, despite all these limitations, it is obvious that the probability of being detected for the proposed signal

is far lower than the probability of any conventional non-Gaussian signal.

3.6.2.  Undetectability under Exact Noise Level

Now, let us focus on Case 2. In this case, Eve is assumed to have perfect information on the noise
level. The simplest solution for this testing strategy is to use an energy detector of which the goal is to determine
whether the signal is present by comparing the energy of the received symbol.

In the energy detection, the test statistic of (81) becomes the squared sum of symbols. As we assumed,
Eve does not know the exact time-frequency band of the target signals. Then, Eve has two strategies for testing.
The first is obtaining a single test statistic by integrating the whole energy over a suspected time-frequency band.
It is obvious that the test statistic depends on both the SNR and the suspected region, regardless of the coding and
modulation method of the target signal. Then the test result depends only on how accurate the suspected region is.
Rather than this trivial case, we focus on the other strategy: dividing the suspected region with as fine a grid as
Eve can produce, and applying per-symbol energy detection to determine the signal existence according to each
time-frequency slot. By this strategy, Eve can evaluate the slot-by-slot possibility of signal presence. Based on this
possibility, Eve can jointly estimate the suspected region and probability of signal presence. The performance of
this joint detection of possibility and region depends on the per-symbol test. From this aspect, we derive the true
positive of the per-symbol hypothesis test (i.e., probability of detection). We compare the probability for the

proposed method and that for the conventional binary method, which follows Lemma 2.

Lemma 2. Let Eve, using an energy-detecting strategy, know the exact noise level. If Eve has a false alarm
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probability P, then the per-symbol detection probabilities of the proposed signal By, ., . @nd BPSK-
modulated signal B, 5.~ are
Po sy = Q(@—[B)+Q(a +B),
(82)
a
Y aussian :ZQ T |
where a=Q*(P./2)/c,, B=0o’10c?, and the O-function is defined by
Q) = [Tet . (83)
N2z

Proof of Lemma 2. In Case 2, Eve has information about the wiretap channel noise level. Without the loss of

generality, the hypothesis test in (81) is simplified into a per-symbol hypothesis test, as shown below:

Hy:d=n
, (84)
H/:d=c+n,

where d, C,and n are the corresponding single samples of d, C,and n.We determine a threshold « and

use the following likelihood ratio test to determine which hypothesis is true:
d| 2 ac,. (85)

The threshold « is selected according to the desired false alarm probability P.. Because the noise is Gaussian,

o can be calculated using the Q -function:

a=Q" (Ej . (86)

We can now compare the probability of detection for the traditional binary modulation and proposed modulation

methods. The probability of detection can be calculated as the «o;, -tail probability of the distribution of d
given that H, is true, through a process similar to that used in [35], [36]. For a binary modulation scheme of
which the constellation is distributed uniformly at the points +o, , the distribution of d when H, is true

becomes
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1 (x=0;) 1 (o)’
f(X)=——e 7 +———e " . 87)
’ 2,/270? 2,}27[05
The probability of detection for a uniformly distributed binary signal is
aoc, —o, aoc, +0
PD,Binary :Q[ c]+Q[ C]' (88)
O-n O-n

In contrast, consider the proposed signal of which the sample value obeys a Gaussian random distribution with

zero mean and variance o?. Then, the PDF of (d|H,) is also a Gaussian PDF with zero mean and o7 +07

variance. The « -tail probability is calculated directly as

ao,
PD,Gaussian = 2Q ﬁ ' (89)
«f@n + 0
Letting g= (TCZ / an, the two probabilities obtained using (87)-(88) are equivalent to (82). [ |

Lemma 2 shows that if the normalized SNR of Eve is f<<1, the two probabilities are nearly
identical. In contrast, if [ —> 00, the detection probability of a Gaussian signal is lower than that of a binary signal.
Thus, if the SNR of the channel between Alice and Eve is higher, a Gaussian signal is superior to a binary signal
in terms of undetectability. At a moderate SNR, the false alarm probability of Eve (parameter ¢ ) determines the

detection probability. As the false alarm probability increases (i.e., Eve is more sensitive), a Gaussian symbol

becomes more undetectable than a binary symbol.

3.6.3.  Undetectability under Uncertain Noise Level
In practice, Eve must estimate the noise level, o, to determine the proper threshold, « . The
estimation error affects the tradeoff between the detection probability and the false alarm probability. Let the

estimated noise variance be o7, = po’ using an uncertainty parameter, p € [ Prins pm] . Under this definition,

est
the uncertainty increases when the interval [ Prin pmax] grows. In contrast, the uncertainty becomes smaller when
the interval becomes narrower, and finally becomes zero when p.. =p,. =1. In this scenario, Eve sets the

parameter « by using o2, instead of & to set the decision threshold, ao,, . Then, the detection and false

est

alarm probabilities in Lemma 2 change according to o, as shown below.
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Lemma 3. Let Eve, using an energy-detecting strategy, estimate the noise level to be o2, = po’ with the

uncertainty parameter p . Then, for the target false alarm probability of Eve, P-

detection probabilities of the proposed signal B,

=2Q(«x), the per-symbol

Jtarget

P
and BPSK-modulated signal ~ ®®™™ are

Gaussian

Py ey = Q47 B+ Qa7 + VB,

ol @l )
PD,Gaussian - ZQ(WJ,

and the actual false alarm probability becomes P. = ZQ(a\E) )

One can easily prove Lemma 3 by calculating the ao, -tail probability using the same procedure as

used in (87)-(89). Lemma 3 shows that the uncertainty of the noise level of Eve only causes a shift in the tradeoff

between the detection probability and the false alarm probability. This implies that P. increases and P,

decreases if Eve underestimates ( p<1) the noise level; in contrast, P. decreases and P, increases if Eve

overestimates ( p >1) the noise level. The results for different o are illustrated in Figure 19.

In conclusion, Lemma 1 shows that the proposed method is more undetectable than the finite-field

modulation method, regardless of the eavesdropping scenario. Lemmas 2 and 3 show that the proposed method is

more undetectable than the traditional binary modulation method, especially when the eavesdropping scenario is

more threatening.
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Figure 19. Per-symbol detection probability of proposed Gaussian and conventional binary symbols: (a) false
alarm probability of 0.1 (0=1.645) and (b) false alarm probability of 0.01 (0=2.576)

3.7. Implementation Problems
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Showing how the proposed system is implemented in real time is important. In this section, we aim
to present two problems in real-time implementation and address solutions for each. The first is modulation. The
proposed system achieves undetectability from Gaussian-distributed codeword samples. However, digital signal
processing units do not usually support Gaussian samples. Therefore, in Section 3.8.1, we discuss how the
Gaussian samples can be represented with finite precision, and determine the number of quantization levels
required for sufficient precision. The possible adoption of commercially applicable solutions such as analog-to-
digital converters and digital signal processing units are discussed as well in order to tackle this finite precision
problem. The second problem is computational complexity. The SSR algorithms include the matrix inversion
operation in each iteration. In Section 3.8.1, we aim to show that hardware/software solutions such as parallel
processing, field-programmable gate array (FPGAs), and application-specific integrated circuits (ASICs) can

achieve high throughput and satisfy power constraints.

3.7.1. Modulation Method

In our proposed system, we used Gaussian samples. This has a noise-mimicking property that is highly
likely to remain undetected by the watchful Eve. This undetectable characteristic of the Gaussian code is bolstered
with the time-frequency modulation, which is not available with traditional digital modulation constellations, such
as quadrature phase-shift keying (QPSK) and quadrature amplitude modulation (QAM). We can recall that in
Section 4, the proposed method showed higher undetectability than the traditional method, especially in the
scenario in which Eve is the most threatening.

The proposed system has to be implemented in signal processing processors that have a finite dynamic
range and a finite number of precision levels. Hence, truncation and quantization must be considered when
implementing the Gaussian constellation. For several decades, optimal quantization methods have been studied in
signal processing and machine learning communities. Well-known quantization methods include Lloyd’s
algorithm I [114]. It determines a partition with respect to k mean points or quantization points and then updates
these points by calculating the center of each partition. Generalized vector quantization [115] is a relaxation of
Lloyd’s algorithm. It combines Lloyd’s algorithm with a global optimization method to avoid local minimums.
There are several other heuristic algorithms for determining optimal quantization, such as competitive learning
vector quantization [116].

The most important parameter for these methods is the number of quantization points, which

determines the truncation limits and quantization precision. If the number of quantization points is large, the
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undetectability performance of the quantized Gaussian signal becomes closer to that of an ideal Gaussian signal.
As the number of quantization points increases, a more precise analog-to-digital converter is required.

The quantized Gaussian constellation methods allow us to transmit and receive an approximation of
the proposed Gaussian-coded signal by bounding the maximum magnitude with finite values. For example, Pages

and Printems [116] designed a 500-point quantized constellation that closely approximates the ideal Gaussian

signal. For this constellation, the maximum magnitude of a sample is bounded by 3JES , where E_ is the

average energy of the signal constellation. This result shows that the proposed method with quantization can be
achieved in modern radios. For example, the commercial mobile radio platform of Qualcomm, called Snapdragon

855, includes a long-term evolution modem that supports 256-QAM [117]. When 256-QAM is used, the maximum
magnitude of a sample is bounded by l.ﬁafEs . Thus, the dynamic range required for a quantized Gaussian

constellation is not significantly far from the dynamic range of the specifications of commercial hardware.

If the quantized Gaussian signal is used instead of the true Gaussian signal, performance degradation
might occur due to the gap between the two distributions. However, the difference will be negligible if the
quantization precision is sufficiently high. In Table 4, the results of the Anderson—Darling test for samples from a
quantized and truncated Gaussian distribution are listed. If the quantized Gaussian distribution is close to the real
Gaussian distribution, the test returns 0; otherwise, it returns 1. In the numerical simulation, 1024 realizations of
8-, 10-, 12-, 14-, and 16-bit quantized distributions were considered; moreover, a [-3, 3]-truncated standard normal
distribution was tested. The results of the tests were averaged from 10,000 simulations per simulation point. The
results show that with a significance level of 5%, the probability of distinguishing between the samples from 12-
bit quantization and the samples from the true Gaussian distribution is as small as 6.24%. It can be noted that a
$1000 software-defined radio device includes a 12-bit digital-to-analog converter [118]. Thus, we can conclude

that the quantized Gaussian signal is sufficiently close to the real Gaussian signal despite the hardware limitation.

Table 7. Average results of the Anderson-Darling test for quantized Gaussian distribution

Quantization Level
16 14 12 10 8
[bits]
Average Return 0.0557 0.0583 0.0624 0.0661 0.1969

3.7.2. Computational Complexity and Power Consumption

The computational complexity is another important consideration for real-time implementation. The

receivers of the proposed system include the SSR algorithm for solving the SJE problem and removing it from the
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received vector. The additional computation of the SSR algorithm requires a certain amount of processing time
and power consumption. On the one hand, for the GSJE algorithm, the dominant complexity term is that of the
least-squares method for obtaining nonzero coefficients. The computational complexity of the least-squares or the
equivalent matrix inversion method is O(NK) per iteration, because the Cholesky decomposition of AL A,
can be precalculated for all possible support sets, S. The amount of overall computations for K number of
iterations is O(NK?) . Conversely, the BSJE algorithm has to calculate an inversion of the matrix
(ATA" +?AA™)™ for each iteration, resulting in O(MN) computations, where AeC™" and M <N ..
We now discuss the complexity of two other conventional covert anti-jamming methods. The simplest

conventional method is the DSSS, which is compared with the proposed method in Section 3.7. The receiver for
DSSS requires O(N) computations to perform a matched filtering of length 2N . The other conventional
method, FHSS-type cognitive radio [119], [120], also requires O(N) computations for spectrum sensing of N_
subbands within O(N,) hops. The results show that the complexity of the SSR algorithm is marginally higher
than that of these conventional methods. However, owing to the recent advances in software and hardware
solutions, this complexity increase does not pose any limitation to real-time implementation. We aim to show this
in the following section.

Let the block size be N =2° for transmitting a message of length |, =16. Then, the computational

complexity of the GSJE algorithm is approximately 2% ~8x10° floating-point operations per second (FLOPS),
assuming the worst case where K =N /4. We can use serial processing with modern digital signal processing
chips to compute the algorithm. For example, a single core of the TMS320C6678 digital signal processor offers a
few tens of giga-FLOPS. When we employ these chips, we can process a few thousand blocks in real time, while
consuming 1 W [121]. This implies that the throughput that the proposed transceiver offers can easily support
communication speeds on the order of kilobits per second (kbps), while offering covert communication with strong
anti-jamming protection.

We can increase the speed of the SSR algorithm. To achieve this, we can utilize recent advances in
research on parallel computation for matrix inversion and multithread processing on GPUs. Examples include
Gauss—Jordan-based implementations [122] and squared Givens rotation-based implementations [123]. Sharma et

al. [122] claimed that the time complexity of the matrix inversion decreased up to O(N) and Yu et al. [123]

showed that their CPU/GPU-combined implementations achieved more than 20 times higher throughput than

CPU-only implementations. These examples suggest the possibility of a real-time implementation on the order of
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megabits per second based on a GPU or a cluster of GPUs. However, the challenge of power consumption remains.
For example, the GPU cores used in [123] consume a maximum of 49 W. These additional power requirements
might not be bearable for certain power-critical applications, such as a mobile radio device.

To satisfy the power constraints of real-time applications, hardware solutions such as FPGAs and
ASICs can be utilized. FPGA implementations [124], [125] can process the SSR algorithm sufficiently fast, within

the order of 10 s. The implementations in [124], [125] run the SSR algorithm for N =128 within 18.3 us
and 27.0uS, respectively. If we assume N =128 and L =4, the throughputs of the implementations become

218.6 and 148.1 kbps, respectively. ASICs can be used to further increase the throughput. A 65-nm complementary
metal-oxide-semiconductor ASIC design [126] can process the GSJE algorithm for N =256 within 591.36 ns.
By assuming N =256 and L =8, athroughput of 13.53 Mbps can be achieved.

It may appear that adding an ASIC for the sole purpose of eliminating jamming is too expensive.
However, it must be noted that hardware costs decrease rapidly each year. Furthermore, it should be noted that
achieving covert communication capability with anti-jamming protection in any battlefield situation is highly
desired. Imagine a situation in which the entire communication link between allied forces is disabled and destroyed
by hostile jamming. Multiple studies emphasize how detrimental it is to have even a minor information loss in

mission-critical military communications [127], [128].

3.8. Results

In this section, we present numerical results to demonstrate the anti-jamming performance of the
proposed system. First, we compare the SJE qualities of the two algorithms, GSJE and BSJE, in terms of the mean
squared error (MSE). Second, we demonstrate the BER at the receiver under a jamming attack using several
channels (AWGN and frequency-selective fading), coding methods (linear Gaussian and codebook), and jamming

estimation algorithms (GSJE and BSJE).

3.8.1. Sparse Jamming Estimation Error

We evaluated the SJE performance of the GSJE and BSJE algorithms for the proposed system. In
general, the BSJE algorithm shows better SJE performance than the GSJE. However, as the two algorithms have
advantages and disadvantages, we must select an algorithm for practical applications.

. Limitations in BSJE implementation

In practical implementations, the appropriate maximum number of iterations should be chosen to

ensure the completeness of the iterative algorithm. As the maximum number of iterations for BSJE is empirically
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selected, the output of the algorithm may not sufficiently converge to the solution. In contrast, GSJE has a fixed
maximum number of iterations, which is N in the worst case. Owing to the aforementioned implementation
limitations of BSJE, there are several regions in which the BSJE algorithm performs equivalently to, and
sometimes worse than, GSJE.

. Time complexity

The BSJE algorithm calculates several matrix products and matrix inversions in a single iteration,
whereas the GSJE algorithm requires only a single matrix product and the inversion of a smaller submatrix. In
general, GSJE is significantly faster than BSJE, especially when the size of the system becomes larger.

. Level of prior knowledge in the GSJE algorithm

The above two problems discourage the use of the BSJE algorithm. However, the GSJE algorithm
requires prior knowledge about the signal to define its termination conditions, and this assumption about prior
knowledge might be unrealistic. For example, if the maximum cardinality of the support set is given as the
termination condition, a receiver executing the GSJE algorithm must know the support set of the jammer. This
assumption that the receiver will know the information a priori is impractical. If this prior information is unknown,
the optimum K is the maximum possible number of jamming coefficients for GSJE. Unfortunately, this value
depends on the RIP of the annihilating matrix A . Since A is constructed from the random matrix G, the K
must be calculated every time the codebook changes. However, evaluating the RIP takes considerable time. The
overhead further increases since the codebook must vary over time to guarantee security. Thus calculating the

optimum K for each codebook change is not practicable. Instead, we heuristically evaluated the average RIP for

multiple realizations of A, and roughly set K =N/4 by applying Wakin’s bound [129].

Accordingly, we performed a numerical simulation to compare the GSJE and BSJE algorithms. The
two algorithms were compared in terms of jamming estimation performance (as measured by MSE) and time
complexity (as measured by running time) at various JNRs and levels of prior knowledge for the GSJE algorithm.
We set the level of prior knowledge as how much Bob precisely knows about the cardinality of jamming (e.g.,
sparsity, K). The measure of prior knowledge is classified into two levels as a function of the true value of K, as
listed in Table 5.

Table 8. Definition for the level of prior knowledge

Level of Prior Knowledge Perfect Unknown

A

Maximum iteration of GSJE K=K K=N/4
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Using the values in Table 5, we compared the normalized MSE of the jamming estimation and the
corresponding running time. The block length of the complex-valued codeword was set to 1024, and the number
of possible message vectors was eight. Thus, the code rate was 8/2048 = 1/256. Among the 1024 complex samples,
128 samples were contaminated by jamming; thus, the jamming rate was 128/1024 = 1/8. We compared the results
according to three different JNRs: 10, 5, and 0 dB. The results are listed in Table 6.

Table 9. Mean square error (MSE) comparison results between BSJE and GSJE algorithms, according to
jamming-to-noise ratio (JNR).

JNR 10 dB 5dB 0dB
Prior Knowledge Perfect Unknown Perfect Unknown Perfect Unknown
MSE
0.0525 0.0523 0.166 0.166 0.523 0.523
(BSJE)
MSE
0.0446 0.0880 0.193 0.295 0.754 0.992
(GSJE)
Run time
11300 11500 10900 11800 12600 11600
(BSJE)
Run time
977 2530 900 2510 896 2440
(GSIJE)
. MSE performance according to prior knowledge

The results reveal the jamming estimation performance of the GSJE and BSJE algorithms. The MSE
of the GSJE algorithm increases as the uncertainty of prior knowledge increases. For example, the MSE of the
GSIJE with perfect knowledge is 0.0446 at a JNR of 10 dB, which is higher than that of BSJE; however, the MSE
decreases to 0.0880 under the same conditions, except for the condition in which prior knowledge is unknown. Its
MSE value with unknown prior knowledge is lower than that of BSJE.

. MSE performance according to JNR

The performance of both algorithms degrades as the JNR decreases. However, the degree of
performance degradation is greater for the GSJE algorithm. For example, the MSEs of the GSJE with perfect
knowledge are 0.193 at a JNR of 5 dB and 0.754 at a JNR of 0 dB, which are lower than those of BSJE. It can be
recalled that the MSE of GSJE is higher than that of BSJE at a JNR of 10 dB. Thus, BSJE is more suitable for
environments with large JNR ranges than the GSJE. This agrees with the theoretical expectation that the output
noise model of GSJE becomes more distinguishable with the true signal model as JNR decreases from 10 dB to 0

dB.
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. Running time

The results indicate that the BSJE algorithm is far slower than the GSJE algorithm. However, the
running time of GSJE increases when it suffers from a lack of prior knowledge. For example, GSJE is more than
ten times faster when it has perfect knowledge and approximately four times faster when it does not have any prior
knowledge. In contrast, the running time of BSJE is almost constant regardless of the prior knowledge since BSJE

does not explicitly exploit the information.

3.8.2. Bit Error Rate under Jamming

We evaluated the BER at the receiver under jamming attacks in multiple scenarios. The results
presented in Figures 20 and 21 illustrate the BER performance of the proposed system in the AWGN channel under
a jamming attack with a JNR of 0 dB. The block length of the complex-valued codeword was set to 512 and the
number of possible message vectors was four. Thus, the code rate was 4/1024 = 1/256. At the same time, we
evaluated the BER of an uncoded DSSS that had same rate in order to use this as a baseline. Among the 512
complex-valued samples, 64 samples were contaminated by jamming; thus, the jamming rate was 64/512 = 1/8.

We evaluated the BER under jamming over the E /N, region from 0 dB to 16 dB, corresponding to SNRs from
—24 dB to —8 dB, as SNR is calculated by (E,/N,)-(code rate) = (E, / N,) —24 dB. Note that the SNR is far

below the noise floor. As illustrated in Figure 20, the BER of the proposed method using the BSJE and GSJE
algorithms with perfect prior knowledge approaches the BER of jamming-free QPSK as E /N, grows. In
contrast, the BER of the GSJE without any prior knowledge cannot achieve anti-jamming performance.
Furthermore, if the proposed codeword is drawn using the codebook method, the BER of the proposed method
with the BSJE algorithm outperforms that of the jamming-free QPSK, as illustrated in Figure 21. Thus, the
proposed method achieves a coding gain while simultaneously having an anti-jamming property.

Figure 22 and 23 illustrate the BER performance of the proposed system over a frequency-selective
fading channel. The simulation was performed over a frequency-selective fading channel with frequency-domain
channel coefficients following an i.i.d. CSCG random distribution CAN(0,1), with the other parameters being
identical to those in the AWGN channel simulation. Because several subbands have significantly low gain, the
BER of the uncoded QPSK signal is significantly more degraded than that in the AWGN channel simulation. In
contrast, the BER degradation of the proposed method is tolerable when compared to that of the uncoded QPSK.

The method using BSJE demonstrates the highest performance, and the method using GSJE shows the lowest
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performance among the proposed methods. Consistent with the AWGN channel simulation, the performance of
the codebook method illustrated in Figure 22 is superior to that of the linear Gaussian method illustrated in Figure

23.

Linear Gaussian

T T T T T

—e—BSJE
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Figure 20. Bit error rate (BER) performance of the proposed system in an AWGN channel at JNR = 0 dB for the
linear Gaussian method
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Figure 21. BER performance of the proposed system in an AWGN channel at JNR = 0 dB for the codebook
method
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Figure 22. BER performance of the proposed system over a frequency-selective channel at JNR = 0 dB for the
linear Gaussian method
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Figure 23. BER performance of the proposed system over a frequency-selective channel at JNR = 0 dB for the
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codebook method

3.9. Conclusions

In this study, a novel covert anti-jamming communication system was proposed. The proposed system
exploited the Gaussian-coded time-frequency modulation method to obtain covertness. As the signal samples of
the proposed system followed Gaussian distributions, the signal was less detectable than the traditional binary
modulated signals. We proposed the SSR-algorithm-based SJE algorithms to estimate and remove the effects of
hostile jamming. In contrast to previous studies, the proposed system used the Gaussian codebook method to
achieve a coding gain when the finite-field messages were encoded. We analyzed the undetectability of the
proposed system as a measurement of the covertness of communications, and compared the undetectability with
that of the conventional binary modulated system. We also demonstrated its BER performance through numerical
simulations. The proposed system can be applied in eavesdropping- and jamming-critical applications, such as

military communications in electronic warfare scenarios.
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Chapter IV. Summary and Future Research Direction

4.1. Summary

In this dissertation, it is shown that ECC can be a powerful security primitive beyond its original
purpose. Computational hardness of decoding, one-wayness, design flexibility, and extremely well-studied
theoretical bounds make ECC as an attractive toolkit for various security criterions. This dissertation focus on
addressing two challenges, one is securing trust of decentralization in PoW blockchains whose mining is
dominated by specialized hardware such as ASICs. The other challenge is securing stealth wireless communication
under active adversaries who can both eavesdrop and jam the target communication. This dissertation shows that
suitably chosen ECC problems can contribute to (i) an ASIC-resistant consensus protocol that maintains
blockchain decentralization and (ii) a noise-like modulation that remains undetectable while withstanding smart

jammer.

In the first research described in Chapter 2, Error-correction code verifiable computation consensus
(ECCVCC) algorithm is proposed to secure decentralization of a blockchain. This research generalized traditional
hash-based PoW consensus to a verifiable computation consensus, where its core part called verifiable computation
puzzle can be designed based on decoding problem of an ECC. The representative variant, ECCVCC-SD, embeds
syndrome-decoding of an LDPC code problem in every block publishing puzzle. The parity-check matrix required
for the puzzle is generated each block, whereas the puzzle generation maintaining unpredictable but verifiable.

This flexibility makes designing an ASIC inefficient, therefore sustaining mining process fair and decentralized.

In the research, solving-verifying gap of ECCVCC is analyzed, which is a security metric against DoS
attack. The result shows that ECCVCC-SD is more secure than prior arts such as ECCPoW. A difficulty adjusting
algorithm for ECCVCC is studied to more precisely retarget the puzzle difficulty and sustain block generation
time. Relationship between ASIC-resistance and decentralization is numerical evaluated. The evaluation shows
that ASIC-friendly consensus algorithm accelerates re-centralization, while ASIC-resistant algorithm such as
ECCVCC can delay it. In this model, PoS consensus is equivalent to an extremely ASIC-friendly consensus, which

significantly threat the decentralization.

In the second research described in Chapter 3, covert anti-jamming wireless communication scheme
based on Gaussian coded time-frequency modulation is proposed. The proposed scheme maps finite-field payload

bits to Gaussian codeword symbols spread across wide time-frequency grid. Ensemble of the symbols is
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statistically hard to distinguish from channel noise under AWGN channel. Because of spread nature of symbols,
blind jamming with limited time or band is naturally modeled by sparse error which can be cancelled out using the

proposed greedy and Bayesian sparse jamming estimation (GSJE and BSJE) algorithms.

Covertness of proposed scheme is analyzed by symbol-level detection probability against passive
eavesdroppers with energy-detection strategy. The analysis shows proposed scheme is more covert than general
binary signaling scheme, especially under the threating scenario that eavesdropper is powerful and aggressive.
Anti-jamming performance is evaluated by two metrics, MSE of jamming estimation algorithm and BER of
decoded information bits. The results show that BER approached jamming-free scheme, which implies sparse
jamming can be successfully suppressed. GSJE algorithm shows faster running time than BSJE but requires prior
knowledge. Possible implementation issues are discussed. The polynomial complexity of SJE algorithm is feasible
and can be even more reduced by specialized hardware. Practice with commercial 12-bits analog-to-digital

converter (ADC) for symbol quantization does not degrade the undetectable performance.

4.2. Future Research Direction

4.2.1. Open Problems in ECCVCC

Our research in Chapter 2 proposed ECCVCC to achieve trust of decentralization of PoW-based
blockchain. ECCVCC inherits the reliability and security of PoW while achieving ASIC-resistance. However,

ECCVCC still faces two open challenges.
A. Energy Efficiency

Since ECCVCC secures the integrity of blockchains by embedding verifiable computational effort
into each block, its energy consumption remains high compared with other consensus mechanism such as PoS.
Existing PoW variants are proposed as countermeasures for the energy consumption problem but they have their
own risks. GreenPoW [85] grants the producer of the latest uncle block an exclusive privilege to mine the next
block. This method reduces the computing power wasted for mining the uncle block. This approach, however,
introduce liveness risks. Sprint [86] inserts mandatory pauses enforced by a verifiable delay function (VDF). This
approach limits the working time of mining device, resulting reduction of energy consumption. However, the
energy cost of evaluating the VDF is excluded from the authors’ analysis, so its net benefit is unclear. EpoW [87]
shares the reward between the first and second block proposers, discouraging hash-rate growth. This design,

however, demands finely tuned reward sharing and difficulty adjustment rules to avoid new security vulnerabilities.
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We will study the combination of ECCVCC and a verifiable random function (VRF). The VRF
randomly, and verifiably selects only a small subset of nodes to execute the ECCVCC puzzle in each block-
publishing round. By controlling the size of the subset, total network energy consumption should fall. A critical
research question is whether the resulting protocol can still secure for double-spending and Sybil attacks under

realistic adversarial models.
B. Improving ASIC-Resistance

The second challenge is additional improvement of ASIC-resistance of ECCVCC. The current design
of ECCVCC derives ASIC-resistance solely from optimization-hardness: the algorithm is difficult to be efficiently
optimized with ASIC. However, hybrid schemes such as ProgPoW [55] and KAWPoW [58] go further by
combining optimization-hardness with bandwidth-hardness. They randomize the order of diverse arithmetic
operations and require frequent, unpredictable memory access to a large directed acyclic graph (DAG), thereby

introducing optimization- and bandwidth-hardness.

We aim to incorporate memory-intensive, randomly indexed data structures into ECCVCC so that a
solver must satisfy both compute and bandwidth constraints. Designing such structures without undermining the

verifiability, latency, and security constitutes our second major future work.
4.2.2. Steganographic Code for Large Language Model

Steganography is another promising research direction. Our covert wireless communication research
can be generalized to steganography, especially language steganography which attracts many interests because of
recent advance in large language model (LLM). A variety of steganography system based on LLM [130], [131]
has been proposed to achieve covert communication through LLM. One can design a steganographic ECC aims

embed as many secret bit with minimal distortion in LLM-generated stegotext.
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