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VRF-PoW: Proof of Work Consensus With
Verifiable Random Function

Seungmin Kim“”, Haeung Choi*”, Minho Yoon

Abstract—Proof of Work (PoW) is a fundamental and widely
adopted consensus mechanism in blockchain systems that enables
effective consensus in permissionless environments, solely through
block propagation without additional message exchange between
nodes. However, PoW can result in excessive energy consumption
and network centralization. This paper proposes VRF-PoW, a
novel consensus protocol that reduces energy consumption while
preserving the decentralized and permissionless nature of PoW.
The VRF-PoW method integrates Verifiable Random Functions
(VRFs) into the PoW process, reducing network energy consump-
tion. To prevent Sybil attacks, this work introduces a pre-PoW
phase. Further, this work validates VRF-PoW via a theoretical
analysis and numerical evaluation. The results demonstrate that
VRF-PoW significantly reduces energy consumption compared to
the traditional PoW, while maintaining decentralization, stable
block generation, and network liveness.

Index Terms—Blockchain, consensus algorithm, proof of work,
verifiable random function, energy efficiency.

1. INTRODUCTION

LOCKCHAIN systems, such as Bitcoin [1], use Proof of

Work (PoW) as a consensus mechanism in which the first
node to solve a computational puzzle becomes the block pro-
poser [2]. Blockchain data are organized into blocks, generated
at regular intervals. To maintain a stable average block time,
the puzzle difficulty is dynamically adjusted based on the total
computational power of the network [3]. Increasing difficulty
improves security by preventing the monopolization of block
creation, but it leads to high energy consumption [4], [5], [6].
As of May 2025, Bitcoin’s annual electricity consumption was
estimated at 189.31 TWh, comparable to that of South Africa[7].
Moreover, PoOW rewards only the miner that produces a valid
block, causing unstable income for those with limited resources.
In response, mining pools emerged to allow participants to share
computational resources and split rewards proportionally [8].
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However, when large pools gain excessive hash power, they can
dominate block production, undermining decentralization [9].

To address the high energy consumption of PoW, Proof of
Stake (PoS) has been proposed [10], which probabilistically
selects block producers based on their stake [11], [12], [13],
[14]. As block producers do not need to solve computational puz-
zles, PoS significantly reduces energy consumption. However,
it introduces challenges, such as the nothing-at-stake problem
and the tendency to concentrate wealth [15], [16], [17], [18].
Several alternatives to PoS have been proposed [19], [20], [21],
[22], but they continue to suffer from network centralization. As
an alternative, researchers have explored enhancements to the
PoW mechanism. Proof-of-useful-work (PoUW) mechanisms
repurpose mining computations for meaningful tasks, such as
scientific or artificial intelligence (AI) problems [23], [24], [25],
but face limitations due to their reliance on trusted execution
environments. Structural PoW schemes aim to improve energy
efficiency and fairness by modifying the traditional PoW [26],
[27], [28], [29], but they face challenges, such as increased
communication overhead and delayed block generation.

A verifiable random function (VRF) is a cryptographic prim-
itive that enables a prover to generate pseudorandom output
along with proof that the output was correctly computed using
a secret key [30]. The verifiability of the VRF ensures that
randomness can be reliably generated in trustless blockchain
environments [31]. Primarily, the VRF has been adopted in PoS
schemes to select block proposers randomly [32], [33], [34].
Recently, VRF-based PoW schemes have been proposed to im-
prove fairness and decentralization by incorporating verifiable
randomness into the miner selection process [35]. However,
these schemes often suffer from high communication overhead.
This work aims to reduce energy consumption while preserving
the core advantages of PoW, including decentralization and
minimal communication overhead.

This work introduces a novel consensus mechanism, the
VRF-PoW, that integrates the VRF with the traditional PoW.
At each block interval, miners run a VRF to determine proba-
bilistically whether they are eligible to join the mining process.
The VRF-PoW mechanism introduces a pre-PoW phase to in-
tegrate VRF into the PoW environment without requiring an
additional message exchange. By allowing a select subset of
miners to mine blocks, VRF-PoW reduces energy consumption
while preserving essential properties, including permissionless
participation and non-interactive consensus. The contributions
of this research are as follows:

o Verifiable Random Function Proof of Work: This work

proposes VRF-PoW, a novel consensus mechanism that
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reduces energy consumption by enabling nodes to self-
select for block generation through a VRF. To mitigate
VRF-based Sybil attacks, VRF-PoW introduces a pre-PoW
phase that requires miners to perform PoW before execut-
ing the VRE.

e Signature-based Mining and Progressive Timeout Mecha-
nism: A signature-based mining process is adopted to dis-
courage the sharing of answer hashes and the formation of
mining pools. The progressive timeout mechanism ensures
continuous block generation even when no miner is imme-
diately self-selected, while preventing abrupt changes in
network hash power.

® Mathematical Modeling and Numerical Analysis: This
work presents a formal mathematical model developed to
analyze energy consumption, block-time distribution, and
Sybil attack resistance. Numerical simulations validate the
analytical model, demonstrating that VRF-PoW consumes
significantly less energy than the traditional PoW. The
progressive timeout mechanism results in a more stable
block time distribution compared to a fixed timeout.

The remainder of the paper is organized as follows. Section II
reviews the related work on consensus mechanisms and their
limitations. Next, Section III introduces the fundamental con-
cepts of PoW and VRF. Then, Section IV details the VRF-PoW
design and its energy-efficient, decentralized operation, and
Section V provides a theoretical analysis of VRF-PoW, in-
cluding probabilistic modeling and Sybil attack resistance.
Section VI analyzes the security of the VRF-PoW. Further,
Section VII reports numerical simulations that validate the an-
alytical results and compares VRF-PoW with traditional PoW.
Finally, Section VIII concludes the paper and outlines directions
for future research.

II. RELATED WORK

This section provides an overview of research on consensus
protocols designed to address critical challenges in blockchain
systems, including energy consumption and decentralization.
These studies fall into three broad categories: PoS and its vari-
ants, which replace PoW with alternative selection mechanisms;
PoUW mechanisms, which repurpose computational work for
useful tasks; and structural POW extensions that aim to enhance
efficiency and decentralization. In addition, this section also
examines recent efforts that incorporate VRF into consensus
protocols.

A. Proof of Stake and its Variants

The PoS protocols can be broadly classified into chain-based
and Byzantine Fault-Tolerance (BFT)-based approaches [36],
[37]. Chain-based PoS uses a longest-chain rule with pseu-
dorandom leader election and probabilistic finality [38], [39],
[40]. However, BFT-based PoS employs a validator committee
running BFT consensus to finalize blocks deterministically [12],
[13], [14]. Although PoS improves energy efficiency compared
to PoW, it introduces vulnerabilities, such as the nothing-at-stake
problem, in which validators can exercise their stake across all
forked chains [15], [16], [17]. To mitigate this problem, PoS
systems often employ checkpoints; however, these checkpoints
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introduce external trust assumptions that compromise decen-
tralization [41]. To address these limitations, several PoS-like
alternatives have been proposed. Delegated PoS (DPoS) [42]
elects a committee of validators using periodic voting by nodes
that hold a sufficient stake. However, DPoS relies on a fixed-
size committee, making it less adaptable to dynamic changes
in the network scale. Qualified PoS (QPoS) [43] addresses
centralization by incentivizing honest behavior and penalizing
dishonest actions from voters and leaders. Proof of activity [19]
combines PoW and PoS to address energy consumption and
security concerns. Proof of contribution (PoC) [20] determines
the stake based on the miner’s honesty and adjusts the mining
difficulty accordingly, encouraging honest behavior. Proof of
reputation (PoR) [21] selects the node with the highest reputation
as the leader to generate a block. However, these schemes restrict
permissionless participation, limiting accessibility for new or
resource-constrained participants [22].

B. Proof of Useful Work

Several alternative schemes have been proposed to redirect
computational resources toward solving practical problems.
Primecoin [44] introduced a PoW mechanism based on search-
ing for chains of prime numbers. Miners search for prime num-
bers, generating additional potential scientific value during the
mining process. Proof of exercise (PoX) [45] and proof of useful
work (PoUW) [23] require miners to solve matrix-based scien-
tific problems submitted by external sources. Moreover, POUW
extends the original concept by incorporating real-world non-
deterministic polynomial hard (NP-hard) problems and demon-
strates its feasibility through mathematical optimization model-
ing [24]. The REM [46] and proof of elapsed time (PoET) [47]
rely on trusted hardware to perform useful tasks or remain idle,
rather than executing the traditional PoW.

Recently, several studies have explored integrating Al training
tasks into PoW mechanisms [25], [48], [49], [50]. For example,
proof of federated learning (PoFL) [25], [50] redeploys PoW
energy into federated learning by enabling distributed nodes to
train Al models collaboratively. The proof of necessary work
(PoNW) uses the energy that would be wasted generating valid
proofs to perform useful blockchain verification computations.
Despite their advantages in utility and energy efficiency, useful
PoW schemes face scalability and deployment challenges due
to their dependence on trusted hardware or centralized coor-
dination. Compared to the simple hash functions in traditional
PoW, integrating complex mathematical or Al-related tasks may
introduce substantial computational overhead.

C. Structural Extensions of Proof of Work

Several studies have proposed structural extensions to the
traditional PoW to reduce energy consumption and alleviate
mining centralization. Sprints [26] applied trusted verifiable-
delay-function (VDF) hardware to ensure uniform delays across
miners, enabling intermittent mining. Sprints introduced proof
of delay (PoD), which requires miners to prove they have waited
a specific period before initiating mining. As PoD imposes
minimal computational overhead, miners alternate between low-
power PoD and high-power PoW. Sprints reports that allocating
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5% of the block generation interval to PoW results in an energy
reduction of approximately 92%. However, the practicality of
PoD is limited by the lack of implementation of VDF that
guarantees consistent delays across miners. The energy-efficient
PoW (EPoW) and decentralized PoW (DPoW) [28], [51] sup-
press mining centralization by redesigning the reward mecha-
nism to distribute the block reward between the first and second
proposers. Moreover, EPoW allocates the entire block reward to
the second proposer, whereas the first proposer receives only
transaction fees. In contrast, DPoW dynamically distributes
the reward between the two proposers. The protocol promotes
lower hash rates in subsequent blocks to reduce mining costs,
although this may compromise the overall blockchain security.
Green-PoW [27] reduces energy consumption by up to 50%
through merging the mining of two consecutive blocks into a
single round. Only miners that submit valid but nonwinning
blocks for the first block are eligible to compete for the second,
limiting unnecessary competition. However, if no miners are
eligible for the second block, a timeout may occur, delaying
block generation. To overcome the risk of block delays, VRF-
PoW introduces a progressive timeout mechanism that maintains
stable block generation.

Several studies have explored two-phase PoW (2P-PoW) [52]
mechanisms to enhance decentralization. The 2P-PoW mech-
anism was initially introduced, incorporating a cryptographic
signing step into traditional POW using private keys. In 2P-PoW,
miners solve a standard hash-based PoW puzzle followed by a
signature-based step in which the solution is signed with the pri-
vate key. Only the private key holder can claim the block reward;
hence, mining pool formation is discouraged as key sharing
becomes economically unattractive. PieceWork [29] builds on
the two-phase structure by formalizing the sign-to-mine mecha-
nism to address block withholding attacks. Moreover, VRF-PoW
extends the 2P-PoW approach by incorporating private-key
signatures into the eligibility selection and block-generation
processes.

D. VRF-Based Consensus Mechanisms

First introduced by Micali et al. [30], VRFs have since been
standardized for use in decentralized systems [57], [58], [59]
and are most commonly used in the consensus protocols of
PoS blockchains [32], [33], [34], [60], [61], [62], [63]. Nodes
are elected to the consensus committee via a VRF, with a
selection probability that is proportional to the number of tokens
held. Several recent studies have explored integrating the VRF
into consensus mechanisms to enhance fairness, efficiency, and
decentralization [35], [54], [55], [56]. In VRF-based mining,
miners repeatedly execute a VRF bound to their private key
rather than brute-force hash trials, deterring mining outsourcing
by risking private key exposure [54]. However, this implemen-
tation merely employs the VRF output as a substitute for the
hash function and does not employ it for miner selection. Proof
of random leader (PoRL) [55] is a proof of authority-based
consensus protocol that employs the VRF for leader selection in
permissioned blockchains, enhancing randomness and through-
put compared to Aura and Clique. The PoW with random selec-
tion (PoWR) [35] variant employs verifiable random selection
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to improve energy efficiency and prevent hash monopoliza-
tion by application-specific integrated circuit (ASIC) miners.
PoWR limits competition through randomized miner participa-
tion, reducing the energy consumption of ASIC-based mining
by approximately 60-85%. However, POWR requires additional
consensus overhead, such as managing winner node tables and
increased internode message exchange. Proof of verifiable func-
tions (PoVF) proposes a fairness-oriented consensus mechanism
that applies the verifiability and unpredictability of verifiable
functions to select consensus participants randomly [56]. How-
ever, its implementation relies on trusted hardware to ensure
synchronized timing for the VDF.

To highlight the distinctions between the VRF-PoW and
related work, Table I compares the major related studies across
the following eight criteria:

o Useful Computation: This criterion evaluates whether min-
ing resources are repurposed for tasks beyond hash com-
putations, such as scientific or Al-related workloads.

e FEnergy Efficiency: This criterion examines whether the
protocol reduces the overall energy consumption by lim-
iting the number or duration of active participants or by
employing non-PoW consensus mechanisms.

® Trustless Operation: This criterion assesses whether con-
sensus can be achieved without relying on centralized
authorities or trusted hardware components.

® Qutsourcing Resistance: This criterion evaluates whether
the protocol binds block eligibility to individual miners,
structurally discouraging mining outsourcing and pool par-
ticipation.

e Low Communication Overhead: This criterion determines
whether the consensus proceeds without additional mes-
sage exchanges beyond a single block propagation, mini-
mizing latency, forks, and network congestion.

® ASIC Resistance: This criterion assesses whether the pro-
tocol design limits the computational advantage of ASICs
or makes their implementation difficult.

® Committee Selection: This criterion examines whether con-
sensus involves a subset of nodes forming a committee,
within which block proposers are selected.

® No Extra State: This criterion evaluates whether the con-
sensus protocol operates without maintaining additional
local or global state information.

Although VRF-PoW does not perform useful work during
mining, it applies VRFs to select a subset of miners as a
consensus committee probabilistically, reducing the number of
active participants and enhancing the overall energy efficiency.
The VRF execution is performed locally in each miner’s envi-
ronment; hence, no additional message exchanges or external
state information are required, resulting in low communication
overhead and stateless operation. By incorporating a pre-PoW
phase that imposes a computational cost on VRF execution,
the protocol maintains a fully decentralized trustless operation
without relying on centralized authorities or trusted hardware.
Moreover, VRF-PoW employs a mining process tied to private
key signatures, inhibiting mining outsourcing and pool forma-
tion. Finally, although this study describes VRF-PoW using a
PoW primitive based on a hash function, the VRF-PoW design
can be readily extended by substituting the hash function with
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TABLE I
COMPREHENSIVE COMPARISON OF RELATED WORK

Category Protocol Useful Energy Eff.  Trustless Outsourcing Low Comm. ASIC*-Res. Committee = No Extra
Comp. Op. Res. Sel. State

Useful ~ PoUW [23] [ O o @) © (@) @) 0
PoW PoFL [25] [ ] O [ J O O O O O
PoNW [53] [ ] @] [ ] [ [ ] @) @) [ ]
Structural ~ Sprints [26] O ® O O ® O O o
PoW Green-PoW [27] @) ) [ ) ) @) @) ) @]
EPoW [28] @) [ ] [ ] [ (@] O @) O
2P-PoW [29] @) O ([ ] [ ] [ ] (@) O ([ ]
PoET [47] [ O (@) [ ] ©] [ ] O ©]
VRF-based PoWR [35] @) [ ] (@) [ ] O [ ] [ ©]
Consensus  VRF-based mining [54] @] O o [ ] ([ J © @] ([
PoRL [55] O [ ] (@) @) O [ ] [ ©]
PoVF [56] O [ ] (@) @) O [ ] [ @]
VRF-PoW (Ours) O [ ] [ ] [ [ ] © [ [ ]

O: without this feature; @: with this feature; @: conditional/achievable via design.

ASIC-resistant primitives, enhancing hardware fairness and sus-
tainability [64], [65], [66].

III. PRELIMINARIES

This section outlines the fundamental components and oper-
ational principles of PoW and VREF, which underpin VRF-PoW.

A. Proof of Work Blockchain

A PoW blockchain network comprises a set of nodes operating
in a peer-to-peer environment, where any node can participate
without permission. Each node maintains its own local copy of
the blockchain, structured as a Merkle tree of transaction blocks
and their headers. The metadata for each block include the hash
of the parent block, linking blocks in chronological order. Due to
network latency or forks, nodes may temporarily hold different
versions of the blockchain. However, the longest valid chain is
recognized as the canonical chain [67].

Nodes compete to generate blocks to be included in the main
chain at each block height. In PoW-based blockchains, miners
repeatedly execute a hash function on the block header with
varying nonce values to determine a hash that satisfies the
required difficulty condition. Each attempt is independent, and
the process terminates once a hash value is determined that is
smaller than the target derived from the block difficulty. Bitcoin
and many other PoW blockchains employ a double-SHA256
function to compute such hash values:

hash = SHA256d(header||nonce). (1)

The miner that finds a valid hash broadcasts the corresponding
block to the network and, upon validation, receives a block
reward.

PoW target difficulty represents the expected number of
attempts required to determine a valid nonce. To maintain a
consistent average block-generation time (BGT), the difficulty
is periodically adjusted based on the observed block intervals. If
the computational power of the network increases, the same dif-
ficulty results in blocks being determined more quickly, reducing
the average block time. To address this problem, the difficulty is

*: application-specific integrated circuit

updated every / blocks using the ratio of the observed BGT to
the target BGT. Let ¢; denote the timestamp of the ith block and
tiarget e the desired average block time. Then, the difficulty
D; of the ith block is defined as follows:

ti—ti ] _
b, P (ﬁ) if imod ¢ = 0, o
D; 1, otherwise.

B. Verifiable Random Function

The VRF is a cryptographic primitive that enables a prover
to generate pseudorandom output along with a proof that it
was correctly computed using a secret key. Unlike conventional
hash functions, the VRF provides verifiability of the output: the
output and its proof can be verified using the corresponding
public key. This property is advantageous in decentralized sys-
tems where trust assumptions are minimal. The VRF protocol
comprises three principal phases: key generation, output and
proof generation, and verification. In the key generation phase,
the algorithm generates a public-private key pair using a standard
public key cryptosystem, such as ECDSA or RSA [58]. The key
pair (pk, sk) is generated as follows:

(pk, sk) < KeyGen(). 3)
The KeyGen function is a randomized algorithm that takes no
input and outputs a valid public—private key pair. In the proving
phase, the prover computes a pseudorandom output 3 and a proof
7 using the private key sk and input a:

7 < Prove(sk,a), 8+ Hash(sk, «), %)

VRF : (sk, ) — (8, 7), (5)
where VRF represents a deterministic function that takes a secret
key sk and input «v and returns a pseudorandom output 3 along
with a proof 7 certifying its correctness. The output 5 must be
publicly verifiable without access to the private key. To enable
this method, VRFs define a public extraction function Hash,
that reconstructs 3 from the proof 7 alone:

B < Hash (7). (6)
The proof 7 is considered valid if it is correctly generated using
the private key corresponding to pk and the input «, and if it
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satisfies the verification equation defined by the underlying VRF
construction. The verifier checks the validity of 7 and confirms
that the derived output 5 matches the expected value using the
Verify function:

(VALID, 8),
INVALID,

As [ can be deterministically verified from 7 and pk, none of the
participants can manipulate the output to their advantage, guar-
anteeing publicly verifiable and unbiased randomness, making
VREFs suitable for trustless decentralized systems.

The reliability of the VRF mechanism is grounded in fun-
damental cryptographic security properties. Three properties
define the security of a VRF:

e Uniqueness: For a given secret key and input, exactly one
valid output and proof exists, preventing a prover from
producing multiple valid outputs for the same input to bias
the protocol.

e (Collision Resistance: Determining two distinct inputs that
produce the same VRF output is computationally infeasi-
ble, ensuring input-output binding.

® Pseudorandomness: Without the secret key, an adversary
cannot predict the VRF output for any input, and the out-
put is computationally indistinguishable from a uniformly
random value.

In this paper, the VRF-PoW protocol uses the elliptic-curve
VRF (ECVRF) specified in IETF RFC 9381 [58], which satisfies
all three properties above. However, elliptic-curve cryptography
may be vulnerable in the era of quantum computing due to
Shor’s algorithm, which can efficiently solve the discrete loga-
rithm problem. As research on post-quantum VRFs progresses,
ECVREF can be replaced with a post-quantum cryptography
(PQC)-based construction to ensure long-term robustness [68],
[69].

if 7 is valid,
(N

Verify(pk, o, ) = { otherwise

IV. METHOD

This work proposes VRF-PoW, an energy-efficient consensus
mechanism that integrates PoW with a VRF. This mechanism is
designed for large-scale, permissionless PoW networks where
excessive energy consumption poses a significant challenge. The
VRF-PoW mechanism probabilistically self-selects a subset of
miners to participate in the PoW process, reducing network
energy consumption while retaining the low communication
overhead and fully stateless, trustless operation model of PoW.
A node participating in the VRF-PoW consensus proceeds
through three phases: pre-PoW, VRF-based self-selection, and
post-PoW. In the pre-PoW phase, a node performs preliminary
work to obtain an entry ticket, after which it executes its own
VRF in the self-selection phase to determine eligibility for the
post-PoW phase locally; only the self-selected nodes proceed to
the post-PoW phase.

The critical challenges of integrating VRFs with PoW in a
permissionless environment include that miner identities cannot
be preverified. Moreover, empty rounds may occur when the
VREF selects no eligible winner, and adversarial miners may
attempt to exploit or reuse another miner’s winning VRF output
even if they were not legitimately selected. The VRF-PoW
mechanism addresses these problems via three mechanisms:

6297

(i) Pre-PoW, which imposes a computational cost to execute
the VREF, ensures that only nodes that satisfy a basic work
requirement can execute it, suppressing unlimited identity repli-
cation and repeated VRF executions. (ii) Progressive timeout,
which gradually increases the VRF winning probability when
no block is generated for a certain period, ensures continu-
ous block generation even during rounds without a selected
miner and stabilizes the block interval distribution, which would
increase sharply with fixed timeouts. (iii) Key-bound mining,
which binds the private key used for VRF self-selection to the
one used for block mining and signing, prevents unauthorized
nodes from receiving or reusing another miner’s winning VRF
output.

When a node mines for a block, it first enters the pre-PoW
phase. Nodes that solve the pre-PoW proceed to execute a VRF
to generate pseudorandom output. A node becomes eligible
for post-PoW participation if its VRF output is smaller than
a threshold corresponding to the VRF winning probability p.
The probability p gradually increases under the progressive
timeout mechanism when no block is generated for an extended
period. The selected miners enter the post-PoW phase, where
they compete to determine a valid nonce that meets the difficulty
target. Once found, the miner generates a new block including
the corresponding VRF proof and broadcasts it to the network.
Other nodes validate the block and the attached proof upon
receipt. Only a subset of nodes participates in the post-PoW
phase; thus, the protocol reduces network energy consumption.
Fig. 1 illustrates the interactions between these three phases.
This figure illustrates a miner’s participation from b; to b; 9.
The Post-PoW phase runs only for b; 1, where the miner wins
the VRF, while it is skipped for b; and b; 5. The Pre-PoW phase
is executed for every block regardless of the VRF result.

A. Pre-Pow

The pre-PoW phase executed by all miners, which partially
reduces the energy efficiency of VRF-PoW, is critical for defend-
ing against Sybil attacks. In PoW-based systems, computational
effort serves as an assertion of identity. Without a nontrivial
cost prior to VRF execution, an adversary could exploit the low
computational burden of VRFs to generate multiple secret keys
and repeatedly attempt self-selection, a strategy defined in this
work as a VRF-PoW Sybil attack.

Such attacks are especially severe in permissionless networks
where nodes can join anonymously, making it infeasible to detect
whether multiple identities originate from the same entity. Al-
though wallet-level inferences may provide limited insight, they
are neither robust nor sufficient for defense. By requiring locally
performed pre-PoW computations before each VRF invocation,
VRF-PoW ensures that each self-selection attempt incurs a real
cost, deterring identity spamming [70]. Honest miners incur
this cost only once per block. In contrast, a Sybil attacker must
perform multiple pre-PoW computations to make repeated VRF
attempts, increasing their computational cost and limiting their
advantage. A detailed analysis of the VRF-based Sybil attack is
presented in Section VI-B.

The pre-PoW phase requires miners to search for a nonce that
yields a hash value below a given difficulty target. However, an
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Pre-PoW [~ VRF

Pre-PoW [ VRF [

Post-PoW

——

I
I
Pre-PoW [ VRF :
|

Fig. 1. VRF-PoW.

additional concern arises from the structure of VRF: the VRF
output 5 depends on the input « and the private key sk. Thus, a
miner that finds a valid pre-PoW solution could reuse the same
input with multiple private keys to execute the VRF repeatedly
without incurring additional computational cost.

To prevent repeated VRF executions using multiple private
keys on the same pre-PoW solution, VRF-PoW binds the com-
putation to the miner’s identity by incorporating a digital sig-
nature into the hash input. The protocol also enforces that the
private key for pre-PoW generation must be identical to that for
VRF execution. Instead of directly using the block header as
input to the hash function, VRF-PoW requires miners to sign
the concatenation of the block header and a pre-PoW nonce,
noncepre, using their private key. This mechanism was inspired
by Eyal’s 2P-PoW protocol, which was proposed to discourage
selfish mining [29], [52]. The miner first generates a message by
concatenating the block header with a pre-PoW nonce, denoted
by noncegr.. This message is signed using the miner’s private
key sk. The signature function, Sign,;(m) takes the message
m = (header||nonce,.) as input and produces a cryptographic
signature. This digital signature, denoted by o e, is included in
the block header as proof of the miner’s identity and the integrity
of the message:

Opre = Signg (header || noncepye), (8)

hashpre = SHA256d (e ), ©)

where SHA256d denotes the double SHA-256 function. The
signature oy ensures that the pre-PoW hash is cryptographi-
cally bound to the miner’s identity and the selected nonce while
guaranteeing key consistency. The generated hash hash,. serves
as a verifiable output of the pre-PoW phase and is employed as
the input to the VRE. If hashy is less than the target value
determined by the pre-PoW difficulty dpye, it is a valid solution
and proceeds to the VRF stage. Any attempt to reuse the same
message with a different private key yields a different signature
and different pre-PoW hash.

B. VRF Self-Selection

Miners that solve the pre-PoW puzzle execute the VRF func-
tion, determining their eligibility to participate in the post-PoW
phase. The VRF takes the hash of the pre-PoW message as input,
which is generated by signing the block header concatenated
with a pre-PoW-specific nonce using the miner’s private key. To
ensure key consistency and prevent identity forgery, the same
private key must be used for the pre-PoW signature and VRF
execution. Miner eligibility is determined by a verifiable coin
toss (VCT) function that probabilistically selects miners based
on the VRF output. The VCT compares the VRF output against

bi+1

bi+2

a threshold value derived from the predefined self-selection
probability p. Therefore, only a fraction p of all miners in the
network are expected to proceed to the post-PoW phase on
average.

Due to the random selection property of the VCT, a small but
nonzero probability exists that no miners are self-selected for
the post-PoW phase. If no miner is self-selected, the post-PoW
phase cannot proceed, potentially leading to a deadlock in which
block generation halts. The network cannot determine whether
no miners were self-selected or block generation was merely
delayed. The VRF-PoW mechanism must ensure network con-
tinuity even when no one wins the VCT. A common solution is
to introduce a timeout threshold, allowing all miners to continue
mining if a block is not produced within the specified time
limit [27], [28]. However, enabling a timeout can cause abrupt
fluctuations in network hash power, potentially leading to chain
forks and uncle blocks and reducing blockchain stability. There-
fore, the timeout must be significantly longer than the target
BGT.

This work employs an improved progressive timeout mecha-
nism to ensure liveness without compromising stability. Instead
of allowing all nodes to participate once the timeout is reached,
the VRF self-selection probability p(t) increases progressively
from an initial value py to 1. When a timeout occurs, miners
with VRF outputs initially above the self-selection threshold
but closer to the threshold at timeout are granted earlier oppor-
tunities to participate in the PoW process. The eligibility range
gradually expands. By progressively implementing the timeout
mechanism, VRF-PoW minimizes abrupt surges in network
hash power, which could cause instability (e.g., chain forks or
uncle blocks).

This work defines the time-dependent VRF self-selection
probability p(t), which increases with the elapsed time ¢ since
the last block, to formalize the mechanism. The self-selection
probability p(t) was designed to increase exponentially, as the
influence of its growth depends on the current state of network
hash power. Just after the timeout begins, even a small absolute
increase in the self-selection probability can lead to a relatively
large increase in total hash power, whereas the same increase at
a later stage has a proportionally smaller effect. Let ¢, be the
timeout threshold, ¢ be the elapsed time since the last block, and
t. be the time at which the self-selection probability reaches 1,
marking the end of the progressive timeout window. Then, p(t)
is given by the following:

Po, ift < ts,
pt) =< po-e =", ifty <t <t,, (10)
1, ift > t,.
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The time constant 7 is selected to satisfy p(t.) = 1 andis defined

as follows:
te —ts

In <i)
Po

As time progresses from ¢ to t., the probability p(¢) gradually

increases, reaching a maximum value of 1 at ¢., resulting in

a time-varying threshold 6(t) for the VRF output, where n
represents the bit length of the VRF output:

0(t) = p(t) - (2" = 1). (12)
If a miner’s VRF output § is smaller than the threshold 6(t), the

miner is eligible to participate in the post-PoW phase. The VCT
is executed as follows:

(B,m,1) = VCT(hashpe, sk, t),

T =

(an

1, if 8 <0(¢),
0, otherwise.

(13)
The miner’s pre-PoW hash hash,. is the input message to the
VRE. If r =1, the miner proceeds to the post-PoW phase;
otherwise, the miner enters an idle state. As p(t) increases over
time, the threshold 0(t) also rises, eventually allowing the miner
to participate in the post-PoW phase by satisfying the VCT
condition. The earliest possible submission time ¢, (/) at which
a miner with VRF output 3 can enter the post-PoW phase is
defined as follows:

where (3, 7) = VRF(sk, hashp.), r= {

0, if B < 0(ts),
tsu = np-In(2" - i
sub () (te —t.) (1 _ %) +t,, otherwise.
(14

The block header includes the VRF output and its corresponding
proof. Upon receiving a new block, nodes verify the VRF output
using the proof and associated public key, including verifying
that the VRF public key matches the PoW key and that the output
[ was submitted within the acceptable time frame defined by

tsub(ﬁ)-

C. Post-Pow

Miners that pass the pre-PoW stage are self-selected via a
VCT and proceed to the post-PoW phase. The input to the post-
PoW phase includes the miner’s pre-PoW hash, VRF output, and
the corresponding proof. To ensure authenticity, the post-PoW
input is also signed with the miner’s private key, binding the
resulting block to the miner possessing the associated secret key.
The function of the private key in the post-PoW phase remains
consistent with its role in the pre-PoW phase, establishing a
secure linkage between the miner’s identity and computational
effort. The miner creates a digital signature o pes: for the concate-
nation of the block header and a random nonce for the post-PoW
noncepost, the pre-PoW hash hashy,e, and the VRF output 3:

Opost = Signg (header || noncepost||hashprel|5),  (15)

hashpost = SHA256d (0 post )- (16)
The post-PoW hash hash,.: serves as the final VRF-PoW output
and must satisfy the network’s post-PoW difficulty target to be
valid. The hash is derived from a signature that includes hashpye;
thus, it links the post-PoW phase to the pre-PoW result.
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The post-PoW difficulty in VRF-PoW is dynamically ad-
justed, as in the Nakamoto consensus (NC), based on the time
difference between the actual and target block intervals. The
VRF-PoW mechanism maintains separate difficulty levels for
pre and post-PoW, with the pre-PoW difficulty defined as a fixed
fraction of the post-PoW difficulty. As pre-PoW is performed
individually by all miners and post-PoW involves only a VRF
self-selected subset of nodes, the pre-PoW difficulty must be
lower to ensure feasibility and fairness. Let £ denote the difficulty
adjustment interval, and let & € (0,1) be the pre-PoW scaling
factor applied to the post-PoW difficulty to define the pre-PoW
difficulty. The difficulties are defined as follows:

Dyosice (45554 i imod ¢ =0,

Dpost,i = posti=t burger € n (17)
Dpost i-1, otherwise,

Dpre,i =k- Dpost,z'~ (18)

Algorithm 1 presents the pseudocode for the VRF-PoW con-
sensus mechanism, which operates in three phases: pre-PoW,
VRE, and post-PoW. During execution, if a new block is received
from another node, the local mining process is immediately
aborted. The block header contains all relevant components,
including the nonce, hash value, VRF output, and proof. The
miner runs the VCT function to obtain the result r. If » = 0, the
miner waits until the time tq,, () is reached before proceeding
to the post-PoW phase. Otherwise, the miner proceeds to the
post-PoW phase immediately. When a valid block is generated
or received, the node appends it to the local chain and proceeds
to the next round.

The verification process for an incoming block involves three
critical checks. First, the validity of the pre-PoW hash is con-
firmed by reconstructing the signed data using the block header
and noncegre and comparing it to the submitted hash. Second, the
VREF output and its corresponding proof are validated using the
miner’s public key, ensuring that the output satisfies the expected
threshold. Finally, the post-PoW result is verified by recalculat-
ing the hash with the extended block header and nonceps:, and
confirming that it falls below the target difficulty. The block
is appended to the local blockchain only upon the successful
completion of all these checks.

D. Rationale for Using Pre-Proof of Work

Although pre-PoW is less energy-efficient than alternatives
(e.g., decentralized identifier-based authentication or PoS), due
to its reliance on solving cryptographic puzzles, it provides
fundamental structural advantages [71], [72]. Decentralized
Identifier (DID)-based and PoS mechanisms can mitigate Sybil
attacks with lower energy consumption but cannot fully repli-
cate the benefits of pre-PoW in a decentralized, permissionless
network environment. The decision is driven by the need to
ensure autonomous and independent block generation in such
environments. Participation is open to anyone, without requiring
prior identity registration or token ownership for validation.
Alternative designs might group multiple blocks into epochs and
perform collective preverification or replace pre-PoW entirely
with group consensus mechanisms [27], [35]. However, these
approaches introduce significant complexity. They require com-
munication and synchronization to reach an agreement. These
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Algorithm 1: VRF-PoW Consensus.
Initialize:
generate key pair (sk, pk);
initialize the blockchain as blocks < {bo, b1, ...,bn};
retrieve timeout parameters (¢, t.) from the genesis block
bo;
for every block mining do
extract (po, k, Dpost,5,) from by,;
compute Dy 1}
construct the initial header for new block by, 1;
while hash,,.. does not satisfy Dy , do
select a random value noncepye;
generate opre by signing (header||nonceyre) with sk;
compute hashy. by applying SHA256d to o pre;
end while
retrieve the current system time ¢;
compute output (3, w,r) using VCT;
if 7 = O then
wait until ¢g,, () is reached;
end if
while hash,.s: does not satisfy Do do
select a random value noncepgst;
generate oo by signing:
(header||noncepest ||hashpre || 3) with sk;
compute hashpest by applying SHA256d to opost;
end while
append the following fields to the block header header:
NONCEpost, hashpest, NONCepre, hashyre, B, m, and pk;
generate a new block by, with header;
append by, 11 to blocks;
broadcast by, to the network;
increment block height i < h + 1;
end for

processes complicate the block-generation algorithm, increase
implementation burden, and reduce system robustness and au-
ditability. The increased communication overhead and coordi-
nation complexity make the approach unsuitable for large-scale
decentralized networks.

In contrast, VRF-PoW enables consensus execution without
requiring prior communication between nodes. Block produc-
ers can independently complete VRF and PoW computations
before broadcasting the results. This method eliminates the
need for premining, ensuring a permissionless, decentralized
block-generation process. By preserving this structure, VRF-
PoW maintains the integrity of the consensus protocol while
ensuring the simplicity of implementation.

E. Decentralization and Scalability

The VRF-PoW approach employs private-key-based digital
signatures in the pre and post-PoW phases to reinforce decentral-
ization and security. This mechanism mitigates Sybil attacks by
binding computational work to unique identities and discourages
the formation of mining pools because mining privileges and
block rewards cannot be outsourced or aggregated without com-
promising private key ownership. In traditional PoW, mining
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pools increase the probability of earning rewards by aggregat-
ing hash power, often leading to network centralization [9].
In contrast, collaborative mining in VRF-PoW is structurally
infeasible, as reward authorization is strictly tied to the private
key used in self-selection and block generation. Any attempt
to share this key would entail a significant security risk, such
as loss of wallet control, disincentivizing pool formation [29],
[52].

The core constraint of VRF-PoW is that the outputs of all
phases must be strictly bound to the same private key signature.
This condition is the only one required; hence, the POW primitive
in VRF-PoW is not limited to hash-based functions; it can be
replaced with any work function (e.g., Ethash-based PoW) or can
be integrated with ASIC-resistant primitives (e.g., memory-hard
or code-based computations) [64], [65]. This flexibility allows
VRF-PoW to achieve ASIC resistance and narrow the perfor-
mance gap between ASIC miners and commodity hardware,
enhancing decentralization.

Scalability in blockchain networks refers to the ability to
handle an increased number of transactions and users without
compromising speed, security, or decentralization [73]. From
a user perspective, VRF-PoW is designed as a permissionless
protocol, meaning that an increase in the number of participants
does not directly constrain its operation. However, the total
network hash power will inevitably increase, and such growth
can be mitigated by adjusting the VRF winning probability p
to limit the proportion of active miners. From a transactional
perspective, throughput can be improved only by increasing the
block size or shortening the block interval, but both approaches
increase the probability of forks. Shorter block intervals lead
to more frequent chain reorganizations, whereas larger blocks
take longer to propagate, increasing the likelihood of forks.
Moreover, the fork probability is approximately proportional to
the number of miners actively participating in the network [74].
The VRF-PoW mechanism reduces the fork probability and
aggregate network power involved in consensus by limiting the
fraction of miners participating in the post-PoW phase, provid-
ing more favorable scalability conditions than the conventional
NC.

V. THEORETICAL ANALYSIS

This section presents a theoretical analysis of the proposed
VRF-PoW mechanism. First, this work derives the BGT distri-
bution of the conventional NC as a baseline and models the BGT
of VRF-PoW using a hypo-exponential distribution. Then, this
work analyzes the difficulty adjustment, block success probabil-
ity, and energy consumption. Finally, a VRF-based Sybil attack
is examined, comparing the efficiency of honest and adversarial
strategies.

A. Block Generation Time Distribution for the Nakamoto
Consensus

To analyze key performance metrics, including difficulty ad-
justment, mining success probability, and energy consumption,
this work first models the probability distribution of BGT in
VRF-PoW. This work assumes the entire blockchain network
has a total hash power H, with n nodes, each with a hash rate
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of h;, and the target average BGT is t;4rge¢. The total network
hash power satisfies > .- | h; = H.

The preliminary step derives the BGT distribution of NC,
which serves as a baseline for comparison with VRF-PoW. In
NC, the BGT distribution for miner m,, follows the exponential
distribution X? ~ exp(A,) with A, = h,/D. The cumulative
distribution function (CDF) of the BGT Fix» () for this miner
is given by [75]

Fyr(z) =1—¢ ", (19)

This work considers the random variable XP, defined as the
minimum of all XP? fora =1, ..., n; hence, the network BGT
can be defined as follows:

XP:=min{X}, X5,..., X }. (20)
This work considers the survival function of the network BGT,
the probability that the network BGT exceeds a given value X,
or 1 minus the CDF, i.e., Sxr(x) = 1 — Fx»(x). The survival
function of an exponential distribution is Sx»(z) = e ~**. Thus,

the survival function of the network BGT can be expressed as
the product of the survival functions of the miners’ BGT:

Sxr(z) = P(x < XP)

=[] Sxr(x) =€, (21)
i=1
where A = > | A;. The probability density function (PDF) of
the network BGT can be obtained by differentiating the CDF
derived from the survival function:
d
fxr(z) = ﬁ(l — Sx»(x)) = re ™.

Thus, the network BGT in NC follows a simple exponential
distribution.

(22)

B. Network BGT for VRF-PoW

This work derives the network BGT distribution for VRF-
PoW by modeling the pre and post-PoW stages. As the VRF
execution time is negligible compared to PoW, it is excluded
from the analysis. Because timeout occurrences are rare, the
VREF success probability p is assumed to be constant over time
for analytical simplicity. Only self-selected miners contribute
to block generation; hence, the BGT is modeled as a function
of node being self-selected. In VRF-PoW, where a miner must
sequentially complete the pre and post-PoW stages, the total
BGT is modeled as the sum of two exponential phases.

The sum of two exponential distributions with different rates
follows a hypo-exponential distribution, generalizing the Erlang
distribution (which assumes equal rates) by allowing distinct
rate parameters for each phase [76]. Accordingly, the BGT of
a VRF-PoW miner m,, denoted by X, follows a two-phase
hypo-exponential distribution:

A
Xg ~ Hypo (;w) :

When k = 1, the two phases have identical rates, and the distri-
bution reduces to the Erlang case. For k # 1, the rates differ,
resulting in a special case of a phase-type distribution. The
explicit forms of the PDF fx.(x) and the survival function

(23)
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Sxu(x) for X/, when k # 1 are given as follows [77]:

A
La | )‘-a i
fXg (x) _ _k X e~ ETT _ ef)»aa;) , (24)
Aw—f(
]. la )\a .
Sxite) = (e - R) 9

The network BGT in VRF-PoW is determined by the mini-
mum PoW time of the VRF self-selected miners from 7 nodes.
The number of self-selected miners follows a binomial distribu-
tion, M ~ Bin(n, p), where p represents the VRF self-selection
probability. Although non-self-selected miners also perform the
pre-PoW phase to verify eligibility, they do not broadcast blocks
and do not affect the observed network BGT.

Let XV =min{X},..., X"} denote the global BGT in
VREF-PoW. Only self-selected miners can generate blocks; there-
fore the distribution of X depends on the random subset S C
{1,...,n} of selected miners. Each X! follows a two-phase
hypo-exponential distribution, as selected miners sequentially
perform pre and post-PoW. The probability of selecting a spe-
cific subset S of size |S| is given by the binomial probability
plSl(1 — p)»~15I. The global survival function is expressed as a
weighted sum over all such subsets:

Sxo(x) = Z Pl —p)n 18 H Sxy(z),

€S

(26)

where Sxv(z) denotes the survival function of the hypo-
exponential BGT for miner ¢. The corresponding PDF is ob-
tained by differentiating the CDF:

Fxe@) = L (1 - Sxe(2)).

. 27

C. Difficulty Adjustment Mechanism in VRF-PoW

Although it is well established that the difficulty adjustment
algorithm in PoW blockchains ensures consistent BGT [75],
VRF-PoW executes POW twice, requiring an additional analysis
of its influence on timing consistency. This section analyzes
whether the average BGT in VRF-PoW remains consistent under
its difficulty adjustment mechanism. The difficulty in VRF-PoW
is updated based on the deviation between the actual and target
BGT, with the previous difficulty level serving as a reference.
This adjustment ensures that the expected BGT remains linearly
proportional to the current difficulty level:

E[X"] & Dpos.
The expected BGT E[X "] is computed as follows:

E[X"] = /Ooofov(x) dx

(28)

= [~2Sx (@) — /0 T Sxu(a)de. (29)

As Sxv(x) — 0 exponentially fast as & — oo, the boundary
term [—xSxv (x)]5° vanishes, and the expectation simplifies to

E[XY) = /O " Sxo () do.

For abaseline difficulty level of D5 = 1, the individual miner’s
rate parameter is denoted by A’. The effective rate parameter is
inversely proportional to the difficulty; thus, A = 1’/ Dpog. The

(30)
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variable transformation v = 2/ Dy is applied to simplify the
analysis, which implies that

dx = Dpog du. 31

Under this change of variables, the integral for the expectation
transforms accordingly. The expected value of X" becomes:

E[X"] = Dpost - E[X" | Dpost = 1], (32)

where E[X" | Dpos = 1] represents the expected BGT under
unit difficulty. This result confirms that the expected BGT scales
linearly with the post-PoW difficulty Dy, that is,

E[X"] & Dpos. (33)

D. Mining Success Probability

In PoW, the probability that a node successfully mines a block
is equal to the probability that the node’s BGT is the minimum
of all nodes. If I = min{Xy, X»,...,X,}, then the mining
success probability for node a is given by

P(Xy=1)= / fx, (@) ][ Sx, () dz. (34)
0 i#a

This expression computes the probability that node a generates

a block at time x, whereas the BGTs of all other nodes exceed

x. In NC, the survival function and mining success probability

are proportional to the hash power:

(35)

a

P(XIJ = I) — /0O )\’ae_(}\l'f‘)»z-‘r"'-l-?»n)x dr = );Ta-
0

Thus, the success probability is equal to the fraction of the hash
power node a relative to the total network hash power. In the
case of VRF-PoW, the overall survival function is computed by
summing all subsets of VRF-selected nodes excluding the one
under evaluation:

SCO@ = Y - S Sxe @), 36)
SC{1,...,n} €S
a¢S

where S denotes a subset of VRF-selected nodes excluding node
a. The product computes the joint survival function of nodes
in S, and the summation weights each subset by its binomial
probability. The mining success probability for node a in VRF-
PoW is given by

P(X'=1)=p / ” fxo(@) - SCP (@) de.  (37)
0

E. Expected Energy Consumption

Energy consumption is proportional to the duration of mining
activity; therefore this work first models the actual mining time
of each miner. In NC, miners continuously perform mining,
so that the mining time can be modeled as X". In contrast,
in VRF-PoW, mining participation varies with the VRF self-
selection outcome, leading to heterogeneous mining durations
across miners. This work models the mining time of each miner
a using a random variable 7T, conditioned on each miner’s VRF
self-selection status. Let Th© ~ Exp(f,) denote the pre-PoW
time, where 1, = A,/k and k represents a difficulty-scaling
factor. The post-PoW duration is modeled as 75" ~ Exp(A).
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The total mining time is defined as

T _ X, if self-selected,
T = min(TF¢, Xv), otherwise,

where XV denotes the global BGT. If a miner is self-selected by
the VRE, it performs pre and post-PoW. However, its hashing
activity is terminated once a block is found in the network, which
occurs after time X". Therefore, the total mining time for self-
selected miners is truncated at XV and modeled as 7, = X". In
contrast, if a miner is not self-selected, it performs only the pre-
PoW phase, which is interrupted upon completion of pre-PoW or
earlier if a self-selected miner discovers a block. Hence, the work
time is modeled as T = min(7?"¢, X V). The non-self-selected
caseis denoted by the superscript w. The mining time distribution
is given by the following equation:

fr.(x) =p- fxo(x) + (1 =p) - fru(z), (39)
where fx.(z) and fru(x) represent the PDFs of the self and
non-self-selected mining time, respectively. In particular,

fry (@) = frys(2) - Sxo () + fxo () - Sppe(2), (40
where froe () and Sy () indicate the PDF and survival func-
tion of the pre-PoW phase. The distribution fxw(z), as defined,

models the BGT of self-selected miners.
The expected energy consumption for miner a is given by

E, =E[T,] - ha, (41)

where E[T,] denotes the expected mining time derived from
the mixture distribution f7, (), as defined. The energy savings
can be interpreted as the product of the time not spent hashing
and the miner’s hash power. This work compares the expected
work time of non-self-selected miners under two scenarios: (1)
the scenario in which they continue hashing for the full block
generation duration and (2) their actual behavior, when they
terminate early when another miner completes the block. Let
E[X"] denote the expected global BGT and E[T"] represent the
expected truncated work time of non-self-selected miner a. The
expected energy saved by miner a is

AE,=(1-p)- (BX]~E[T}) ha  (42)

where 1 — p denotes the probability that miner a is not self-
selected by the VRF.

After an expected time of E[T)“], miners terminate earlier
upon completion of pre-PoW or when a block is found else-
where in the network. The difference in expected work time
corresponds to the duration of the avoided hashing effort. The
corresponding energy savings can be quantified by multiplying
the time gap by the miner’s hash rate /. Only a fraction 1 — p
of miners are non-self-selected; hence, the expected savings are
weighted accordingly.

(38)

VI. SECURITY ANALYSIS

This section presents a security analysis of the VRF-PoW
protocol. First, this work briefly describes the fundamental
security properties of PoW protocols and examines how these
properties are preserved in VRF-PoW. This section explains why
the VRF Sybil attack is crucial to attempting major attack vectors
(e.g., double spending in VRF-PoW), modeling the attack, and
analyzing its efficiency. Finally, this work analyzes the tradeoff
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between security and energy efficiency determined by the key
parameters p and k.

A. Security Properties and the VRF Sybil Attack

The NC assumes that the blockchain’s safety and liveness are
guaranteed if honest nodes collectively control more than half of
the total network hash power. The following three fundamental
properties [78] characterize the security of PoW protocols:

o Common prefix: After sufficient confirmations, the
blockchains maintained by any two honest nodes share a
common prefix, ensuring probabilistic finality and resis-
tance to double-spending.

® Chain quality: The fraction of adversarial blocks in the
chain is bounded, preventing long-term censorship or bi-
ased inclusion of transactions.

® Chain growth: The blockchain continues to extend steadily
even under adversarial interference, ensuring liveness and
continuous transaction processing.

These properties are satisfied under the honest-majority as-
sumption [79] because, in NC, the probability that a miner gen-
erates a block is proportional to the fraction of its total network
hash power, as presented in (35). If an adversary controls at
least half of the hash power, its block-generation probability
exceeds 50%, violating these properties. The VRF-PoW proto-
col inherits the same fundamental security assumptions as NC,
but the block-generation probability is computed differently, as
analyzed in Section V-D. As in (37), under honest participation,
the block-generation probability of any single miner is limited
to p. In an honest network, VRF-PoW satisfies the same core
security properties.

However, because VRF-PoW also operates in a permission-
less environment, an adversary node may generate and control
numerous private keys. An adversary can exploit this vulner-
ability by repeatedly performing the pre-PoW and VRF self-
selection steps across multiple identities, increasing its selection
probability. This strategy is defined as the VRF Sybil attack.
Under this strategy, the attacker’s effective block-generation
probability can exceed p. By applying multiple identities, such
an adversary undermines the fairness of the self-selection pro-
cess and gains the necessary preconditions to mount traditional
attacks (e.g., double-spending). To assess the feasibility and
potential advantage of the VRF Sybil attack, the following sub-
section defines a probabilistic model of the VRF Sybil strategy
and analyzes its expected efficiency.

B. Modeling and Analysis of VRF Sybil Attack

Under the Sybil strategy, a malicious miner repeatedly per-
forms pre-PoW until being self-selected by the VRF. Each pre-
PoW attempt by miner a requires an exponentially distributed
time X9 ~ Exp(ta), where 1, = A,/k denotes the pre-
PoW difficulty scaled by a factor k. The number of attempts until
self-selection follows a geometric distribution N ~ Geo(p). The
total time spent by a miner until being self-selected, denoted as
X.?,is modeled as the sum of multiple pre-PoW durations. Each
duration corresponds to an independent attempt, and the number
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of attempts IV follows a geometric distribution. Formally,
N
Xp =" Xxpred), (43)

Jj=1

where each Xc(fre’j ) Exp(uq) and N ~ Geo(p). the Laplace
transform of X.P is derived as:

Bl = - ()

n=1

_ Dla 1 - p-%“
Ao ©
s-i—p'?

S+ la . 1 — O=ppa (44)
St+pa
This result corresponds to the Laplace transform of an exponen-

tial distribution with rate 2 2“ ; therefore,

Aa
X ~ Exp <pk ) .

The post-PoW time is modeled independently as XE™' ~
Exp(Aq). The total Sybil mining time is defined as the sum
of two independent exponential random variables with distinct
rates, XY and X5°. By definition, such a sum follows a hypo-
exponential distribution:

(45)

X0 = X3P + XP ~ Hypo (p;;a,)»a> .

The probability that a Sybil miner generates a block before all
honest miners is expressed as follows:

P(XS =1) = / h Fxy (@) -850 (x) de.
0

(46)

(47)

The survival function Sg{f) (x), defined in (36), represents the
survival function of the minimum BGT of the honest self-
selected nodes, excluding the Sybil miner.

This work defines v" as the VRF-PoW network that comprises
the Sybil miner and subset of honest, self-selected miners. As the
Sybil miner operates independently of the VRF self-selection
process and participates in every round, its survival function
must be considered jointly with that of the honest miners. The
survival function for the BGT in v’ is the product of the Sybil
miner’s survival function and that of the honest self-selected
miners:

Syw (@) = SC7 () - Sxw (). (48)
The expected BGT in v’ is given by
E[XV] = / Sy (z)de. (49)
0

Thus, the expected energy expenditure of the Sybil miner is
expressed as:

EY° = E[XY]- h,. (50)
To compare the relative efficiency of honest versus Sybil strate-
gies for a given miner a, across varying VRF self-selection
probabilities p, the following efficiency ratio is defined:

P(Xy=1)/Ea

P(XP* =1)/EY"
where P(X = I) denotes the probability that miner a generates
a block that is accepted into the blockchain under the given
strategy. The terms F, and B represent the corresponding

Efficiency Ratio, = (@28
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Fig. 2. Efficiency ratio between honest and Sybil mining strategies as a
function of p and k, with n = 10, 000.

expected energy expenditures. An efficiency ratio exceeding 1
implies that the honest strategy yields a higher block acceptance
rate per unit of energy consumption than the Sybil strategy.
This work assumes a network of n = 10000 miners, each
with identical hash power, to analyze these strategies under
realistic network conditions. The identical hash power across
miners enables the use of a generalized survival function, which
yields a tractable, closed-form expression for network-wide

BGT. The survival function S’ (x), derived via the probability
generating function, simplifies to
S5 (@) = (1 =p+p-Sx, (@) (52)
Fig. 2 illustrates the efficiency ratio between honest and Sybil
mining strategies under varying self-selection probabilities p
and pre-PoW difficulty scaling factors k. Small values of p
give honest miners a significant efficiency advantage. As p
increases, this advantage diminishes, and the efficiency ratio
asymptotically approaches 1, indicating equivalent efficiency
between the two strategies. When k is small, honest miners
achieve higher energy efficiency, whereas larger k values reduce
efficiency as honest participants still consume energy even when
they are not selected. However, if £ becomes excessively small,
the pre-PoW workload becomes too light, which lowers the cost
for Sybil attackers, which may reduce overall energy efficiency.
Therefore, smaller values of p and k that still yield an efficiency
ratio greater than 1 are desirable, balancing Sybil resistance and
energy efficiency.

C. Security and Efficiency Under Parameters p and k

In most cases, the honest mining strategy is more efficient
than the Sybil strategy. Nevertheless, miners may still attempt
to launch Sybil attacks against the network, even at the cost
of reduced personal efficiency. As p and k significantly influ-
ence the efficiency of the Sybil strategy and the overall mining
probability and energy consumption of the network, this work
analyzes how the adversarial hash power threshold required to
dominate the chain and the network’s total energy saving vary
as functions of p and k. Under the Sybil strategy, the security
threshold r,q4y is defined as the minimum adversarial hash power

IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 13, 2026

TABLE II
OPTIMAL PARAMETER CONFIGURATIONS ACROSS ADVERSARIAL THRESHOLD
LEVELS (n = 10000)

Target r,gy  Optimal p  Optimal k& Expected 7(p, k)
0.50 1 0 0
0.30 ~ 0.8 ~10~* ~ 0.12
0.20 ~ 0.4 ~10~¢ ~ 0.44
0.10 ~ 0.2 ~10~% ~ 0.67

required to achieve a block-generation probability of atleast 0.5:

h ,
Fady = Min {I; CP(XY=1T1)> 0.5} . (53)
The relative energy saving rate n of VRF-PoW with respect to
NC is defined as the ratio of the total energy savings to the
expected total mining effort, which varies with p and k:

_ E?:l AE;

"CEXTH oY

Fig. 3 illustrates how the parameters p and k affect r,q, and
n when n = 10000. Fig. 3(a) reveals the security threshold 7,4y .
As p approaches 1, the threshold r,q, increases, converging
toward the strong security guarantees of the conventional PoW.
Conversely, when p decreases, fewer miners advance to the
post-PoW phase, resulting in a lower threshold and increased
vulnerability to Sybil attacks. Moreover, k also exerts notice-
able influence; increasing k raises the security threshold 7,4y,
although less effectively than increasing p. However, when p is
large, a smaller k can even enhance security. Fig. 3(b) presents
the corresponding energy-saving rate 7. As p decreases, the
proportion of miners performing the full PoOW phase decreases
sharply, resulting in a substantial reduction in total energy con-
sumption, which can reach 90% in certain regions. Larger k
values increase the pre-PoW overhead, reducing 7.

In addition, when selecting values for p and k, the timeout
probability and efficiency of Sybil attacks must be considered.
If k£ becomes excessively small, the efficiency gap between
honest and Sybil mining strategies becomes negligible, allowing
miners to gain incentives to adopt the Sybil strategy for personal
benefit. Therefore, k& should not be set below approximately
10~*. Moreover, for stable network operation, the timeout prob-
ability (i.e., the probability that the VRF process selects no
miner) must remain negligible. This probability depends on
the self-selection probability p and the total number of miners
n, and is expressed as Pempy = (1 — p)”. This work sets the
condition Peppry < 0.001 to ensure network stability. Substitut-
ing n = 10000 yields a minimum self-selection probability of
Prmin = 1 — 6111(0.001)/10000 ~ 6.9 x 1074,

Table I summarizes the optimal parameter configurations by
adversarial threshold, representing the optimal combinations of
p and k that minimize energy consumption while maintaining
the required security threshold.

A higher value of p improves network security, whereas
lower p values enhance energy efficiency at the cost of reduced
robustness. The parameter k is selected to be the smallest value
under which the honest mining strategy still outperforms the
Sybil strategy in terms of efficiency. Therefore, the parameters
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can be flexibly adjusted according to the network security re-
quirements. For instance, in large-scale networks (e.g., Bitcoin),
where it is practically impossible for a single entity to control
more than 50% of the total hash power, the parameters can
be tuned to reduce overall energy consumption. Conversely, in
emerging or small-scale PoW networks that may face a higher
risk of majority attacks, setting p ~ 1 and k ~ 0 is advisable
to preserve the same security level as traditional POW systems.
Moreover, given the pool-suppression capability of VRF-PoW,
such configurations can achieve greater security against attacks.
In summary, the tunable parameters p and k allow VRF-PoW
to balance energy efficiency and security dynamically, enabling
adaptive optimization according to the scale and threat model of
the network.

VII. NUMERICAL ANALYSIS

This section evaluates whether energy efficiency and decen-
tralization can be enhanced without departing from the fun-
damental PoW paradigm, in which each node independently
computes and propagates blocks. This work compares three
protocols: the baseline NC, Green-PoW, and the proposed VRF-
PoW. The EPoW, PoWR, and PoS protocols are excluded,
because they operate under design principles that are funda-
mentally distinct from those of PoW. For instance, PoS follows
a different paradigm, and EPoW limits the total hash power to
save energy. Further, POWR relies on trusted hardware, making
direct comparison inappropriate. For the VRF parameters, this
work adopts threshold settings of 10%, 20%, and 30%, as listed
in Table II. Each configuration is denoted VRF-PoW @ 10, VRF-
PoW @20, and VRF-PoW @30, corresponding to self-selection
thresholds of 10%, 20%, and 30%, respectively. The timeout
for VRF-PoW starts at approximately 2763 s (=~ 600 log(10?))
and increases linearly up to 4144 s (=~ 600 log(10?)), whereas
Green-PoW uses a single runner-up block with a fixed timeout of
2763 s. Prior studies report that Bitcoin nodes typically maintain
about 32 peer connections and a mean propagation delay of
around 20 ms [80]. Accordingly, in the simulations, nodes are
placed uniformly at random in a two-dimensional plane, each
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Variation of the adversarial threshold and energy efficiency as functions of p and k.

TABLE III
SIMULATION PARAMETERS AND SETTINGS

Parameter Value / Setting
Nodes (V) 10,000
Simulated blocks 1,000,000

Difficulty adjustment
Hash power distribution
Network topology
Compared protocols

Every 2016 blocks (target 600 s)
Log-normal (top 2% own 1% to 50%)
k-NN (k=32) peers; latency 20 ms
NC, Green-PoW,

VRF-PoW @10,@20,@30

node connects to its k nearest neighbors (k = 32), and the edge
latency is set to 20 ms. Hash power is assigned following a
log-normal distribution, with o set such that the top z % of
miners account for roughly 1% to 50% of the total hash power.
The simulation continues until 1 000 000 blocks are generated.
As in Bitcoin, the difficulty is adjusted every 2016 blocks to
maintain an average BGT of 600 s. The VRF execution time
is negligible relative to the total BGT and is omitted from the
computation. All experiments were conducted in Python 3.11ina
Linux environment. Table IIT summarizes the complete settings.
This work verifies the consistency of the model with theoret-
ical predictions, focusing on the BGT distribution under VRF
selection and comparative energy consumption. Furthermore,
this work assesses how the progressive timeout mechanism
maintains liveness and fairness and compares it with the fixed
timeout strategy of the Green-PoW.

A. Results and Evaluation

Although the theoretical analysis provides mathematical evi-
dence for the energy efficiency and security of VRF-PoW, these
findings must be verified via numerical simulation. This work
compares the theoretical BGT distribution and energy-saving
ratio with simulation results to confirm the validity of the an-
alytical model. Fig. 4 presents the theoretical and simulated
BGT distributions for VRF-PoW, PoW and Green-PoW by
hash power concentration. The simulated distributions closely
follow the theoretical PDFs in terms of the mean and variance,
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Fig. 4. Block generation time distributions for PoW, Green-PoW, and VRFE-PoW under hash-power concentration scenarios (top 2% miners hold > 50%).
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Fig. 5. Energy-saving ratio of each protocol relative to conventional PoW
across hash-power concentration scenarios (top % miners hold > 50%).

supporting the accuracy of the analytical model. The VRF-PoW
mechanism displays a smaller variance than PoW and Green-
PoW, converging to a target BGT of about 600 s with reduced
fluctuation. This lower variance minimizes the frequency of
extremely short or long block times, enhancing propagation
stability and network synchronization. Because of its two-phase
structure, Green-PoW tends to reveal unstable difficulty adjust-
ments, leading to longer average block times, higher variance,
and irregular block intervals and delayed confirmations. As hash
power concentration decreases from the top 1% to the top 50%,
or as the VRF threshold increases, mining power becomes more
evenly distributed among the selected nodes, further reducing
the variance of BGT in VRF-PoW.

Fig. 5 compares the energy consumption of VRF-PoW and
Green-PoW with that of conventional PoW. Under a decen-
tralized hash power distribution, the observed energy savings
are consistent with the theoretical efficiency 7 reported in Ta-
ble II. As the network becomes more centralized, the energy-
saving rate declines slightly, although the gap remains minor.

Configured with parameters corresponding to a lower adver-
sarial threshold, VRF-PoW achieves higher energy efficiency,
whereas Green-PoW displays a much smaller reduction in en-
ergy consumption. The limited effectiveness of Green-PoW
arises from its mechanism in which the uncle miner who
solves the PoW puzzle second is granted the right to gen-
erate the next block. However, due to the memoryless prop-
erty of the exponential distribution, the expected time until
the uncle miner appears is essentially the same as the current
BGT. During this period, all miners continue competing as in
the standard PoW, resulting in only minimal energy savings.
Therefore, Green-PoW’s overall energy consumption remains
nearly the same as that of NC across all hash power distribu-
tions. In contrast, VRF-PoW determines participation immedi-
ately after the VRF phase, so unnecessary competition stops
much earlier, leading to substantially higher energy savings
than Green-PoW. Consequently, VRF-PoW maintains stable
energy efficiency across hash power concentrations, demon-
strating robustness and adaptability to heterogeneous mining
environments.

Fig. 6 illustrates the BGT distributions of the Green-PoW
and VRF-PoW variants by hash power concentration. For a
more precise visualization, kernel-density estimates with adap-
tive bandwidths are overlaid on the empirical distributions.
Green-PoW, which applies a fixed timeout threshold, produces
a distinct clustering of block-generation events near the timeout
limit, yielding a sharp peak in the probability density. This
clustering occurs because all miners become eligible simultane-
ously upon reaching the timeout, leading to multiple concurrent
block discoveries and temporal crowding near the boundary. In
contrast, VRF-PoW employs a progressive timeout mechanism
that gradually extends block eligibility, resulting in a smoother,
more continuous distribution without a sharp boundary spike.
The progressive mechanism staggers miner participation, regu-
larizing block intervals and removing the abrupt cutoff observed
in Green-PoW.
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Fig. 7 compares the total number of timeout events in the
Green-PoW and VRF-PoW variants. Overall, the number of
timeout events decreases as hash power becomes more decen-
tralized, because greater decentralization reduces the variance
in hash power among selected miners. Green-PoW has the
highest number of timeout events, exceeding 3500 even under
decentralized conditions, and decreases only slightly as the hash
power concentration increases. In contrast, VRF-PoW produces
substantially fewer timeout events, and the count increases as the
security threshold decreases, corresponding to a smaller VRF
self-selection probability (p). These results indicate that VRF-
PoW ensures more stable block generation than Green-PoW. In
conclusion, the numerical results demonstrate that VRF-PoW
achieves higher energy efficiency and greater stability in block
generation than existing PoW variants.

VIII. CONCLUSIONS AND FUTURE WORK

This paper proposes a novel consensus algorithm, VRF-
PoW, which incorporates VRF into the traditional PoW frame-
work to address the problem of excessive energy consumption
in blockchain networks. The VRF-based miner self-selection
mechanism significantly reduces energy consumption by lim-
iting the number of miners per round. Moreover, this paper
introduces a pre-PoW phase that mitigates Sybil attacks and
reduces redundant message exchanges during block creation.
Furthermore, implementing a progressive timeout mechanism
stabilizes block-generation intervals and improves overall net-
work reliability. The analysis indicates that VRF-PoW achieves
superior energy efficiency compared with NC. Future work
should focus on quantitatively evaluating the extent to which
private key bound mining enhances decentralization and fairness
in reward distribution. In addition, the authors plan to implement
a prototype system and conduct real-world deployment tests to
assess the scalability and robustness of this mechanism under
realistic network conditions.
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