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Playing with Our Small Blockchain Network

Goal of this lecture note

• Running and Testing Blockchain API

• Blockchain Internet

• Six Node Blockchain Network
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1 Running and Testing Blockchain API

• Aim to test the core.
• Run the core at a single node.
• Step-by-step testing each routine
‐ Register its neighbors. 
‐ Generate new transactions
‐ Mine new blocks (mint coins)
‐ Blocks are chained using PoWs.
‐ Difficulty level of PoW is changed 

with leading number zeros.
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• Have API running core at 127.0.0.21:2000

Now, we can use Postman to interact with 
this API!

Append this code inside blockchain.py 

At the console
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• Post a transaction
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• Post a transaction
‐ Use Postman
‐ Put the following JSON script into the Body
‐ Select “raw” in the window
‐ Select JSON(application/json) from the pull 

down menu
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• Post a transaction
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• Mine a block
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• Chain the blocks
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• We can test out others as well
‐ Get transactions
‐ Get chain updates
‐ Register a node
‐ Make consensus
‐ Shut down

• Step-by-step guidance at 
https://infonet.gist.ac.kr/
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2 Blockchain Internet

• Any node which downloads the core can serve as a P2P node.
• Collection of these nodes form a blockchain internet. 
‐ Wallet holders
‐ Miners
‐ Full nodes 
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• Blockchain Internet
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• Simple Chain Structure

Index

Nonce

Body

Previous hash

8

66808

Transactions : {‘Sender’ :’ 
0’, ‘Receipient’ : ’8911…’, 
‘Amount’ : 50}
Num_zeros : 5

00000c567d49cfd12272e…

Index

Nonce

Body

Previous hash

9

254479

Transactions : {‘Sender’ :’ 0’, 
‘Receipient’ : ’6a06…’, 
‘Amount’ : 50}, {‘Sender’ :’ 
89a4…’, 
‘Receipient’ : ’27b6……’, 
‘Amount’ : 50}, {‘Sender’ : …}
Num_zeros : 5

00000f562087e3a5c75776…

Index

Nonce

Body

Previous hash

10

157752

Transactions : {‘Sender’ :’ 
0’, ‘Receipient’ : ’6e30…’, 
‘Amount’ : 50}
Num_zeros : 5

00000dabc94224d86c5076…

Make 
hash

Form a 
block

No

Yes
Select
Nonce

Good
Diffi?

New Block 
Announcement

3 Six Node Blockchain Network

00000f562087e3a5c75776…

Current hash
00000dabc94224d86c5076…

Current hash
00000g922087e3a5c24376…

Current hash

• Steps
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• Aim is to show how blockchain works.
• Simplicity is the key
‐ BH: index (block height), nonce, prev_hash, 

num_zeros
‐ BB: TXs

• Change difficulty by leading number of zeros.
• Networking and longest chain consensus
‐ Each node asks for the longest chain upon starting.
‐ Listens TXs and get them to its new block.
‐ Listens new chain announcements.
‐ Compares and adopts the longest valid chain.
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• The five miner nodes running miner.py
are
‐ Node 1 (IP: 172.26.16.41) is a mining node.
‐ Node 2 (IP: 172.26.16.66) is a mining node.
‐ Node 3 (IP: 172.26.16.43) is a mining node.
‐ Node 4 (IP: 172.26.16.42) is a mining node.
‐ Node 5 (IP: 172.26.16.32) is a mining node.

• The trader node running trader.py is
‐ Node 6 (IP: 203.237.54.101) which is the 

transaction generating node
• The port number is 5000 for all nodes. 
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• We ran the experimental set up and captured it into a video file.
• The captured video is the feed ran at the console of Node 1.
‐ Open up an Anaconda console at Node 1 
‐ Move to the directory in which the blockchain core file is located. 
‐ Run blockchain with the command:

>python blockchain.py

• Other nodes shall be started off as well with the same procedure. 
• This is not shown in this console since this console is at Node 1.

• Make sure the core is running at the console.  

• Node 1 is now a blockchain server in this small network.
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• First, other nodes get registered as neighbors of Node 1. 
• Node 1 (IP: 172.26.16.41) starts mining!
‐ As soon as it has started mining, it first aims to gather 

all the chains from its neighbors. 
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• Node 1 requests to get chains from its neighbors,
‐ that of Node 4 (IP: 172.26.16.42), 
‐ that of Node 3 (IP: 172.26.16.43), and
‐ that of Node 5 (IP: 172.26.16.32).
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• Node 1 announces its mining success to neighbors.
‐ Other nodes stop mining their current block, accept 

this chain and start mining again aiming to grow this 
adopted chain.
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• Node 4 announces the third block mining success. 
‐ Adopting it by other nodes follows. 

• Again, Node 4 mines the 4th block. 
• The 5th block is mined by Node 3. 
• Node 6 generates a transaction. 
• It is included in the 6th block which is mined by 

Node 2.
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• Node 6 generates a transaction. 
‐ It is included in the 6th block which is mined by Node 2. 

• In each block, the first TX is the coinbase TX, and 
mining reward of 50 coins is paid to miner’s 
address.
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• This continues…
• 7th Block minded by Node 4. 
• 8th Block minded by Node 4.
• 9th Block minded by Node 5.

• 16th block has two transactions.
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• This continues…until 30th block.
• From 31st block, difficulty is 

changed to Num_zeros = 6. 
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• It takes avg. 4.7 sec to mine a block at 
5 leading zeros. 
‐ This is hexadecimal zeros. 
‐ Thus, one more zero means 16 x longer. 

• The expected time to mine a block is
‐ 16 x 4.7 = 75 sec per block.  
‐ It will now take more than a minute.
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• The difficulty level was posted by node 
101 and changed to 6 leading zeros.
‐ Notice this at time 02:13. 
‐ Note that the 31st block, mined by Node, 

has 6 leading zeros. 
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• The 31st block was a luck and mined quick.
• But it takes avg. more than a min. now. 
‐ Since it takes longer to mine a block, many 

TXs are posted, but not included.
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• On 03:28, node101 posts a difficulty change 
message and changes it to 4 leading zeros.  

• The 32nd block contains all the awaiting 
transactions.



블록체인과
미래사회

13차시

Playing with Our Small Blockchain Network



블록체인과
미래사회

13차시

Playing with Our Small Blockchain Network

• After that, blocks are mined very quick. 
‐ About 100 blocks mined for 1 minute, we see. 
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• On the time of 04:36, right after 130th

block was mined, the difficulty level is 
changed back to 5 leading hex zeros. 
‐ Note the difficulty change Post by Node 101.

• This continues till the end.
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• Lessons
‐ Python and Flask can be used to program 

P2P blockchain suite.
‐ P2P computers exchange messages, blocks, 

and commands.
‐ They grow the blockchain ledger.
‐ Block generation speed can be set fast or 

slow by changing difficulty.
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