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‘ Goal of this lecture note

* Running and Testing Blockchain API
* Blockchain Internet

* Six Node Blockchain Network
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0 Running and Testing Blockchain API

« Aim to test the core.
* Run the core at a single node.

» Step-by-step testing each routine
- Register its neighbors.
- Generate new transactions
- Mine new blocks (mint coins)
- Blocks are chained using PoWs.
- Difficulty level of PoW is changed
with leading number zeros.
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ﬁ Running and Testing Blockchain API

HTTP requests router

\ A node

Tester Response running

Postman Blockchain
As API
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ﬁ Running and Testing Blockchain API
* Have API running core at 127.0.0.21:2000

At the console

In [3]: runfile('C:/Users/Heung-No Lee/
Append this code inside blockchain.py Desktop/Bitcoin/MooC Z2|/SSH|2l Python/
blockchain_homework_python/
if _name__ == '__main__': blockchain_core.py', wdir="C:/Users/Heung-No
from argparse import ArgumentParser Lee/Desktop/Bitcoin/MooC Zt2|/==H|2! Python/
blockchain_homework_python")
parser = ArgumentParser())| * Serving Flask app "blockchain_core" (lazy
parser.add_argument('-p', '--port', default=56@@, type=int, help='port to listen on') loading)
args = parser.parse_args() * Environment: production
port = args.port WARNING: Do not use the development server
in a production environment.
app.run(host="127.0.6.1", port=2000) Use a production WSGI server instead.
* .
* Running on http://127.6.0.1:2008/ (Press
CTRL+C to quit)
[

Now, we can use Postman to interact with
this AP/!



= oL _13%R
ng'“ 'T!_J'I' Playing with Our Small Blockchain Network |
Oj2HARR]

ﬁ Running and Testing Blockchain API

* Post a transaction

@app.route('/transactions/new’, methods=['POST'])
def new_transaction():
values = request.get_json()

# Check that the required fields are in the POST ‘ed data
required = ['sender’, ‘recipient’, 'amount’]
if not all(k in values for k in required):

return ‘Missing values', 400

# Create a new Trahsaction
index = blockchain.new_transaction(values['sender'], values['recipient'], values['amount'])

response = {'message': f'Transaction will be added to Block {index}'}
return jsonify(response), 201

GIST
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1

ﬁ Running and Testing Blockchain API

» Post a transaction
- Use Postman
- Put the following JSON script into the Body
- Select “raw” in the window
- Select JSON(application/json) from the pull
down menu
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ﬁ Running and Testing Blockchain API

* Post a transaction

{
"sender": "d4ee26eee15148ee92c6cd394edd974e",

“recipient": “HNLee",
"amount": 5

}

* If successful, you will see this message:

{

"message"”: "Transaction will be added to Block 2"

}




GIST
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6 Running and Testing Blockchain API

[T

File Edit View Help

a8 My Workspace -

No Environment

®  127.00.1:2000/transa @

History “ollection
POST v 127001:2000smsactons/new s [ S

al
Value Deseription

* Today ey
n Body @ 1 T Cookies Code

form-data owww-formeurlencoded . ' raw binary
127.0.0.1:2000/r 1=
2 "sender”: TdiceléceelSl4aBeed2cbcdisdeddarae”,
GET  127.0.0.1:2000/mir 1 “recipient™: “HhLes",
] “amount®: S
Body @ Sistus: 201 CREATED  Time 19ms  See 2028
Pretty SON ~

iv {
2 “message”: “Transaction will be added to Rlock &

3 |}
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ﬁ Running and Testing Blockchain API

In [3]: runfile('C:/Users/Heung-No Lee/
Desktop/Bitcoin/MooC Z'2|/==H|2 Python/
blockchain_homework_python/
blockchain_core.py', wdir="C:/Users/Heung-No
Lee/Desktop/Bitcoin/MooC ZI2|/E=H|2! Python/
blockchain_homework_python')
* Serving Flask app "blockchain_core” (lazy
loading)
* Environment: production
WARNING: Do not use the development server
in a production environment.
Use a production WSGI server instead.
* Debug mode: off
* Running on http://127.0.8.1:2000/ (Press
CTRL+C to quit)
127.8.8.1 - - [17/0ct/2019 22:18:58] "POST /
transactions/new HTTP/1.1" 201 -
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6 Running and Testing Blockchain API

Post new TX router Post new TX

A no_de
“TX will Be added rurning

p Blockchain
to 6t" block. As AP

Tester
Postman
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ﬁ Running and Testing Blockchain API

* Mine a block

@app.route(’/mine’, methods=['GET'])

def mine():
# We run the proof of work algorithm to get the next proof..
last_block = blockchain.last_block
proof = blockchain,proof_of_work(last_block)

# We must receive a reward for finding the proof.
# The sender is "0" to signify that this node has mined a new coin.
blockchain.new_transaction(

sender="0",

recipient=node_identifier,

amount=1,

)

# Forge the new Block by adding it to the chain
previous_hash = blockchain.hash(last_block)
block = blockchain.new_block(proof, previous_hash)

response ={
'message’: "New Block Forged",
‘index": block['index'],
‘transactions’: block['transactions'],
‘proof": block['proof'],
'previous_hash': block['previous_hash'],
}
return jsonify(response), 200
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0 Running and Testing Blockchain API

GET 127.0.0.1:2000/mine Params “ Save

Autharization

TYPE

Inherit a

th from parent

This re

Body (4 15 200 0K o ¥529ms  SEe T008
Pretty Raw virw JSON =

1>

2 “index™: 2,

3 "message”: “Hew Block Forged™,

a4 "previpus_hash”: "00080a4491a9a60206F8d0ScTEbS5b1c37F5c61a7436ab1bTcB155herEcabagn” ,

"proof
G “transacti
7= {
8 "TXID: "Ba8T3apbedcfies32bEc0626deatlShloa5b36d 28610 311044048 205984040048" ,
“HHLee",
“sender”: “dieeléecelSlageeszcscdindeddavae”,
“transaction time”: 157131785@.6924818
b
{
“TXID®: “a320005c4bB0341d0a5cTabD50ATER41c 16be3000dTf 3dc 2cdacchald650dan6”
" amount ™
s “@  map9eSeRERffo45389b6ChAICIFTATOCL”,
“Coinbase transaction”,
"transaction time": 1571318336.4261992
}
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6 Running and Testing Blockchain API

* Chain the blocks

@app.route('/chain’, methods=['GET"])
def full_chain():
response = {
‘chain’: blockchain.chain,
‘length’: len(blockchain.chain),

}

return jsonify(response), 200

GIST
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GET v 127.0.0.1:2000/chain Params

1
= “chaia®: [
3
1
3

: {

/ "index": 1,

5 “previous_hash”: "a",

: 1~

- 2 - "chain": [

5 3 - {

=y 10 - {

12 11 "index": 2,

i; . 12 "previous_hash": "@0o09adeceeo77fedfdeeb436bad33f141122074947Ff876877ec@e284b316bb™,
15 13 “proof”: 126362,

1‘?' " 14 ~ "timestamp™: [

18 ~ 15 1578432319.5437605

€ o |

2 27 ~ {

il 28 "index": 3,

23 29 "previous_hash”: "©©P09813ca2decde7bd52ccdf203524062c82f8148dfafece8dl27eve85dfof1",
j’ 30 "proof": 237836,

26 31 - "timestamp”: [

2 32 1570432341.2409103

29 33 1,

1‘]‘ 34 ~ "transactions™: [

32 35~ {

ji 36 "TXID": "8c8eleaed3of72a500c34608804ac@ccdddlilz7aac8cc5060F700e%9acab492b59",
35 % 37 "amount”: 1,

36 38 "recipient”: "@ #d41937e6688f4bcfodlcd7@026217872",

:fl 39 "sender"”: "Coinbase transaction”,

39 10 "transaction time": 1570432341.2409103

© | a }

a2 42 ]

a2 43 1,
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ﬁ Running and Testing Blockchain API

* We can test out others as well
- Get transactions
- Get chain updates
- Register a node
- Make consensus
- Shut down

» Step-by-step guidance at
https://infonet.gist.ac.kr/

GIST
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6 Blockchain Internet

* Any node which downloads the core can serve as a P2P node.

» Collection of these nodes form a blockchain internet.
- Wallet holders
- Miners
- Full nodes
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@ Blockchain Internet

* Blockchain Internet

http://22.12.3.101

http://22.12.3.101

Wallet
Blockchain Blg\cligﬁgin
- / AP
HTTP Requests HTTP Requests
http://203.2.3.7 / \ http://218.12.3.11
A Server \ ARitre“rxSr
.
BIO(l:JQcI?]gin Blockchain
API Response API
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6 Six Node Blockchain Network

g -

Index

Nonce

Body

8
66808

Transactions : {'Sender’ '
0, 'Receipient’ : '8911...,

‘Amount’ : 50}
Num_zeros : 5

Previous hash

00000c567d49cfd12272e...

Current hash

00000f562087e3a5c75776...

* Steps

» Simple Chain Structure

Index

Nonce

Body

9

254479

Transactions : {'Sender’ :' 0',
‘Receipient’ : '6a06...",
‘Amount’ : 50}, {'Sender’ '
89a4...,

‘Receipient’ : '27b6......",
‘Amount’ : 50}, {'Sender’ : ..}
Num_zeros : 5

Previous hash
00000f562087e3a5c75776...
Current hash

00000dabc94224d86¢5076...

No

Select - Make
Nonce - hash
\

Index

Nonce

Body

GIST

10

157752

Transactions : {'Sender’ '
0', 'Receipient’ : '6e30...",
‘Amount’ : 50}
Num_zeros : 5

Previous hash
00000dabc94224d86c5076...

Current hash
00000g922087e3a5c24376...

Forma
block

—

New Block
Announcement
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e Six Node Blockchain Network

e Aim is to show how blockchain works.
» Simplicity is the key
- BH: index (block height), nonce, prev_hash,
num_zeros
- BB: TXs
e Change difficulty by leading number of zeros.
* Networking and longest chain consensus
- Each node asks for the longest chain upon starting.
- Listens TXs and get them to its new block.
- Listens new chain announcements.
- Compares and adopts the longest valid chain.
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6 Six Node Blockchain Network

* The five miner nodes running miner .py

are

- Node 1 (IP: 172.26.16.41) is a mining node.
- Node 2 (IP: 172.26.16.66) is a mining node.
- Node 3 (IP: 172.26.16.43) is a mining node.
- Node 4 (IP: 172.26.16.42) is a mining node.

- Node 5 (IP: 172.26.16.32) is a mining node.
* The trader node running trader ._py is
- Node 6 (IP: 203.237.54.101) which is the
transaction generating node
* The port number is 5000 for all nodes.
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@ Six Node Blockchain Network

* We ran the experimental set up and captured it into a video file.

* The captured video is the feed ran at the console of Node 1.
- Open up an Anaconda console at Node 1
- Move to the directory in which the blockchain core file is located.
- Run blockchain with the command:
>python blockchain.py

» Make sure the core is running at the console.
* Node 1 is now a blockchain server in this small network.

e Other nodes shall be started off as well with the same procedure.
 This is not shown in this console since this console is at Node 1.
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Q Six Node Blockchain Network
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6 Six Node Blockchain Network

* First, other nodes get registered as neighbors of Node 1.
* Node 1 (IP: 172.26.16.41) starts mining!
- As soon as it has started mining, it first aims to gather
all the chains from its neighbors.
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Q Six Node Blockchain Network

Mining is begun.
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@ Six Node Blockchain Network

* Node 1 requests to get chains from its neighbors,
- that of Node 4 (IP: 172.26.16.42),
- that of Node 3 (IP: 172.26.16.43), and
- that of Node 5 (IP: 172.26.16.32).
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Q Six Node Blockchain Network
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@ Six Node Blockchain Network

* Node 1 announces its mining success to neighbors.
- Other nodes stop mining their current block, accept
this chain and start mining again aiming to grow this
adopted chain.
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Q Six Node Blockchain Network
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6 Six Node Blockchain Network

* Node 4 announces the third block mining success.
- Adopting it by other nodes follows.

» Again, Node 4 mines the 4th block.

* The 5th block is mined by Node 3.

* Node 6 generates a transaction.

e It is included in the 6th block which is mined by
Node 2.
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Q Six Node Blockchain Network
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6 Six Node Blockchain Network

* Node 6 generates a transaction.
- Itis included in the 6th block which is mined by Node 2.
 In each block, the first TX is the coinbase TX, and
mining reward of 50 coins is paid to miner’s
address.




A new transaction is created and sent to miners.

aaeltit The created transaction is saved into the sixth
block.
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@ Six Node Blockchain Network

* This continues---

 7th Block minded by Node 4.
 8th Block minded by Node 4.
* 9th Block minded by Node 5.

« 16t block has two transactions.

GIST
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Q Six Node Blockchain Network
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6 Six Node Blockchain Network

 This continues---until 30t" block.
* From 315t block, difficulty is
changed to Num_zeros = 6.

GIST
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6 Six Node Blockchain Network

* It takes avg. 4.7 sec to mine a block at
5 leading zeros.

- This is hexadecimal zeros.

- Thus, one more zero means 16 x longer.
* The expected time to mine a block is

- 16 x 4.7 = 75 sec per block.

- It will now take more than a minute.

GIST
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Q Six Node Blockchain Network
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6 Six Node Blockchain Network

 The difficulty level was posted by node
101 and changed to 6 leading zeros.
- Notice this at time 02:13.
- Note that the 31st block, mined by Node,
has 6 leading zeros.

GIST



Q Six Node Blockchain Network

Num_zeros is changed to 6.
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@ Six Node Blockchain Network

* The 31st block was a luck and mined quick.

* But it takes avg. more than a min. now.
- Since it takes longer to mine a block, many
TXs are posted, but not included.

GIST
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Q Six Node Blockchain Network
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@ Six Node Blockchain Network

*On 03:28, node101 posts a difficulty change
message and changes it to 4 leading zeros.

* The 32nd block contains all the awaiting
transactions.

GIST
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& Six Node Blockchain Network

Num_zeros is changed to 4.

wiseecrisd Al of the unsaved transactions are updated in
—the thirty=second-block:
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6 Six Node Blockchain Network

o After that, blocks are mined very quick.
- About 100 blocks mined for 1 minute, we see.
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Q Six Node Blockchain Network
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6 Six Node Blockchain Network

* On the time of 04:36, right after 130t
block was mined, the difficulty level is
changed back to 5 leading hex zeros.

- Note the difficulty change Post by Node 101.

e This continues till the end.

GIST
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6 Six Node Blockchain Network

e Lessons

- Python and Flask can be used to program
P2P blockchain suite.

- P2P computers exchange messages, blocks,
and commands.

- They grow the blockchain ledger.

- Block generation speed can be set fast or
slow by changing difficulty.
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