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Monday Wednesday
4/11

16 4/18  조원선 IncuBlock 대표 특강

23  김형중 교수 특강 4/25   HW#2 (Midterm) due

4/30 5/2 Midterm

7 5/9

14 16  UPBit 김형년 대표 특강

21 23  HW#3 due

28 30  박창기 GovernTech 대표 특강 TBD

4 6  HW#4 due

13  Final Exam



Bitcoin Summary
 Bitcoin is an electronic cash.

 This e-cash can be used to transfer the ownership  chain of signatures. 

 A fixed amount of bitcoins are created in each block.

 The created bitcoins for a block are given to the miner who has succeeded in finding the nonce 
value for the pertinent block.  

 In fact, the miner has the right to produce a fixed amount of bitcoin and give it to one of his 
bitcoin address. 

 Thus, each created bitcoin belongs to a bitcoin address. 

 Ownership rights are transferred from payer bitcoin address to the payee bitcoin address. 

 A transaction is valid only when it is attached with a digital sign. 

 A valid digital sign shows the proof of ownership of the pertinent coin. 

 Miners are the ones who verify the digital signs and make sure to see if the pertinent coin is not 
already spent. 

 Miners put valid transactions to a block and find a good hash for the block. 

 The miner who found a valid block summary is given the right to generate the bitcoin. 

 Bitcoin is an electronic cash system which runs without the third party such as mint or bank. 

 In Bitcoin, however, the third party is the network of miners who verify the validity of each 
transaction and scribing validated transactions into the blockchain. 

 The miners are decentralized and autonomous. Anyone can join as a miner. They simply need to 
buy mining chips, connect to the open Bitcoin network, and become a miner (person). Anytime 
these miners can stop working as a miner any time.  
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Fork occurs, why?
 Block validations are worked out by individual 
miners in a distributed way.

 Each miner independently works on a 
different block validation. 

 There are internet delays. Thus, 
announcement of a mined block 
announcement may not reach to other 
miners in time. 

 It might be under a double spending race 
attack. But this one is hidden until the 
attacker launches his attack by announcing it 
to the public. 
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Internet Today

Taken from Nature



Internet Users (3.4B/7.4B, 46%)

Taken from google images



Internet of Things Devices 

Taken from google images



How to resolve a fork?

 In Bitcoin, the longest chain wins.

 Longest chain has largest amount of proof-
of-work done. 

More work is honored. 

Chain with more work done is safer from 
attacks.

 Thus, the miners work on extending the 
longer chain known to them.  
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What happens to TXs in the Deserted Chain?

 As miners do not work on the shorter chain, the shorter chains are 
deserted. 

 Then, question arises 

 1) what happens to those transactions included in the forked branches 
of the deserted chain?

• They have to go back to the pool of transactions. 

 2) What happens to the reward given to the miners in the deserted 
forked branches?

• Each mining reward in a mined block is locked for 100 blocks. The coinbase
transaction at the top of a particular block with a block height h cannot be 
spent until the block height of the chain reaches h+100.  
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Non-forkable blockchains
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Bitcoin vs. Ethereum
Concensus Protocols
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 This paper is 39 page long with 245 references. 

 It is a good idea to read this paper to understand the status of Bitcoin network. 

 It is difficult to follow user group posts and program structure of bitcoin source code. 

 This is much easier to follow. 

 In this lecture, I will follow the materials discussed in this paper.

 Given that this paper was published in 2016, some materials could have become 
outdated.  
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Still, the same on this part!

Gambler’s Ruin Problem 
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Race Attack Success Probability

[58] M. Rosenfeld, “Analysis of hashrate-based double spending,” Tech. Rep., 2012 [Online]. Available: 
https://bitcoil.co.il/Doublespend.pdf

https://bitcoil.co.il/Doublespend.pdf


Mycelium Wallet
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Wallet
 Stores one’s private and 

public key pairs

 Bitcoin addresses are derived 
from hashing a public key 
using SHA256 and RIPEMD-
160, prepending a version 
number and appending a 
checksum for error detection. 

 Addresses are base58-
encoded to eliminate 
ambiguous characters. 

 The purpose is to make it 
short and hide the public key. 

 There was comparison based 
attack on signatures.  
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Coin Exchange
 What is a coin exchange.
 It provides service for good exchanges just like 
humanity did in ancient times. 

 The assets for exchanges were rice, shells, and 
fish in ancient times. 

 For cryptographic coins exchanges, the assets are 
the cryptocurrencies. 

 Exchanges let users buy and sell coins for fiat 
money or altcoins. 

 Exchanges many hold a significant amount of 
coins. 

 They act as wallet providers. 
 Users put a deposit who wish to trade.
 An exchange works because there are sellers and 
buyers. 
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Coin Exchange, how it works?
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Coin Exchange
 Buyers place buy-orders and sellers place sell-orders to the 

exchange. 

 Buy-orders in its basic form comes with a maximum buying 
price per unit. The buyer is willing to purchase the coins as 
long as he/she can buy them at a price under the maximum 
buying price per unit.

 Sell-orders, similarly, comes with a minimum selling price per 
unit. A seller must have a certain amount of coins and is willing 
to sell them at a price equal or higher than the minimum 
selling price per unit. 

 This business needs an online exchange portal where it 
connects the cloud storages like wallets, public ledger, traders 
and people at one place.

 Average exchange rate for UPbit is about 1% of exchanged 
fund. Per day, its about 3.5 billion KRW. 
http://www.yonhapnews.co.kr/bulletin/2018/01/02/0200000000AKR20180102043
300008.HTML

 Reference: https://bitdeal.net/blog/post/bitcoin-exchange-
business-plan-and-revenue-model
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On line wallets
 An online wallet is a wallet stored in the cloud, and 

you access it using a web interface on your 
computer or using an app on your smartphone. 

 Some online wallet services were popular in 2015, 
Coinbase and blockchain.info.

 Your keys are stored in the site. At least it will have 
the ability to access your keys.

 Those keys ideally are stored under a password that 
only you know. 

 It’s convenience such as accessibility anywhere and 
anytime.

 But you simply have to trust them for keeping them 
in safety and not doing any unlawful transaction 
using your coins. 

 For security, coins you should store them yourself. 
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Example TX at CryptoXchange
 Reference for further reading: page 112 ~ 114, Princeton_bitcoin_book.pdf.

 Suppose Alice holds 5000 dollars and three bitcoins in her account at CXchange . 

 Bob holds 2000 dollars and four bitcoins in his account at CXchange . 

 Alice put an order to buy 2 bitcoins at 500 dollars each. Fee is 10 dollars, 1% of TX 
money. 

 Bob put an order to sell 2 bitcoins at a price above or equal to 500 dollars each. Fee 
is 10 dollars, 1% of TX money.  

 CXchange matches up Alice and Bob and completes the transaction. 

 After the match up transaction is completed, their account balances are changed to 

 Alice has five bitcoins and 3990 dollars in her account.

 Bob has two bitcoins and 2990 dollars in his account

 Note here that no transactions have actually happened on the Bitcoin blockchain. 

 All CXchange has done is changing the numbers in each account.

 It did not have to go through the blockchain to complete these exchange 
transactions. All it had done is to find the matchups. 

 This practive of business is probably o.k. as long as the account holders at CXchange
are satisfied. The exchange can have them satisfied as long as it retains the ability to 
give the money back in the account when it was asked to.    
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Kimchi premium, why?
 It is defined as the gap in bitcoin price in Korean exchanges compared to foreign exchanges.

 In December 2017, the demand for buying bitcoin in South Korea was at the peak.

 South Koreans has to pay a higher price for bitcoins than traders in other countries. 

 This phenomenon was called the "kimchi premium." Kimchi is a Korean traditional side dish, 
fermented cabbage.

 The price difference was more than 40%, Korean bitcoin price was higher than the price in the 
United States.

 Investors can take the advantage of arbitrage.

 South Korean traders would first have to exchange the Korean won for a the U.S. dollar, to 
purchase a bitcoin on a US cryptocurrency exchange. 

 Foreign investors would simply have to purchase bitcoins abroad and sell them on a South Korean 
exchange. The draw of profit should have eliminated this gap arbitrage, but capital controls, 
financial regulations, and anti-money laundering laws make the process difficult.

 South Koreans and South Korean firms are limited to the amount of money they can move out of 
the country each year, and the transfer must be approved by regulators. Regulators are likely to 
block the transfer for fear that it is really being made to launder money.

 Even if regulators approved of the transfer, it may take so much time that the arbitrage 
opportunity is no longer available. Capital controls also limit the inflow of cryptocurrencies by 
foreign investors. This has created a scenario in which digital currencies can only be traded in 
South Koreans by South Koreans.



Read more: Kimchi Premium Definition | 
Investopedia https://www.investopedia.com/terms/k/kimchi-premium.asp#ixzz5C5OJLbhF
Follow us: Investopedia on Facebook
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‘주식 공매도 금지’ 청와대 국민청원 20만 돌파

 삼성증권 우리사주 배당 사고와 관련해 삼성증권을 규제하고 공매도(없는 주식을 빌려
파는 것)를 금지해 달라는 청와대 국민청원 참여자가 20만 명을 넘어섰다.

 청원 게시자는 지난 6일 ‘삼성증권 시스템 규제와 공매도 금지’라는 제목의 청원에서
“삼성증권의 발행 한도는 1억2천만 주인데 우리사주 1주당 1천 주씩 총 28억 주가
배당됐고 500만 주가 유통됐다”며 “이는 없는 주식을 배당하고, 그 없는 주식이 유통될 수
있다는 이야기로 주식을 빌리지 않고도 공매도 할 수 있다는 이야기가 된다. 서민만
당하는 공매도를 꼭 폐지하고 이를 계기로 증권사의 대대적인 조사를 바란다”고 적었다. 

이 청원은 10일 오후 2시께까지 20만5천여명이 참여했다. 삼성증권은 지난 6일 직원들이
보유한 우리사주 283만1620만 주를 대상으로 1주당 1천 원씩 배당금을 주기로 했으나, 

직원의 입력실수로 1주당 1천 주를 배당하는 사고를 냈다. 삼성증권 직원들은 이때
28억3천만 주 가량을 배당받았고, 이들 가운데 16명은 500만 주 이상 매도해 6일
삼성증권 주가가 장중 11.68% 포인트 급락한 바 있다.

 성연철 기자 sychee@hani.co.kr

 원문보기: http://www.hani.co.kr/arti/politics/bluehouse/839923.html#csidxb130b1b996922a7839eb7fd442fa0f0
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공매도란
 Short Selling (공매도): 없는 것은 판다는 의미. 개인 혹은 단체가 주식, 채

권 등을 보유하지 않은 상태에서 매도하는 행위를 말한다. 하락장에서 쓰
는 투자 수단. 

 What is a 'Short (or Short Position)'

 A short, or short position, is a directional trading or investment 
strategy where the investor sells shares of borrowed stock in the open 
market. The expectation of the investor is that the price of the stock 
will decrease over time, at which point he will purchase the shares in 
the open market and return the shares to the broker which he 
borrowed them from. 

 What is a 'Long (or Long Position)'

 A long (or long position) is the buying of a security such as a stock, 
commodity or currency with the expectation that the asset will rise in 
value. In the context of options, long is the buying of an options 
contract. An investor that expects an asset’s price to fall will go long 
on a put option, and an investor that hopes to benefit from an upward 
price movement will be long a call option.
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Short and Long Positions
 https://steemit.c

om/coin/@wjdt
ka915/6fqake

 Steemit에 나온
공매수, 공매도
설명. 
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Why is Short Selling Legal? A Brief History
By Adam Hayes, CFA | Updated August 9, 2016 — 11:19 AM EDT

Short Selling Becomes Legitimate

 The SEC adopted Rule 10a-1in 1937, the uptick rule, which stated market participants could 
legally sell short shares of stock only if it occurred on a price uptick from the previous sale. 

 Despite its new legal status and the apparent benefits of short selling, many policymakers, 
regulators – and the public – remained suspicious of the practice. Being able to profit from 
the losses of others in a bear market just seemed unfair and unethical to many people. 

 The SEC eventually eliminated the uptick rule in 2007 following a years-long study which 
concluded that the regulation did little to curb abusive behavior and had the potential to 
limit market liquidity. 

The "Naked" Short Sale is banned by SEC in 2009, as a means to driving price down.

 The seller must "locate" shares to sell to avoid "selling shares that have not been 
affirmatively determined to exist." In the U.S., broker-dealers are required to have 
reasonable grounds to believe that shares can be borrowed so they can be delivered on 
time before allowing such a short sale. Executing a naked short runs the risk that they will 
not be able to deliver those shares to whomever the receiving party in the short sale. 
Another prohibited activity is to sell short and then fail to deliver shares at the time of 
settlement with the intent of driving down an asset’s price. (For more, see: The Truth About 
Naked Short Selling.)

Read more: Why is Short Selling Legal? A Brief History 
|Investopedia https://www.investopedia.com/articles/investing/110614/why-short-selling-legal-
brief-history.asp#ixzz5CcvmxZv1
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ISSUES
Reforming Wall Street

Wall Street cannot continue to be an island unto itself, gambling 
trillions in risky financial decisions while expecting the public to bail it 
out.

It is time to break up the largest financial institutions in the country.

The six largest financial institutions in this country today hold assets 
equal to about 60% of the nation’s gross domestic product. These six 
banks issue more than two thirds of all credit cards and over 35% of all 
mortgages. They control 95% of all derivatives and hold more than 40% 
of all bank deposits in the United States. We must break up too-big-to-
fail financial institutions. Those institutions received a $700 billion 
bailout from the US taxpayer, and more than $16 trillion in virtually 
zero interest loans from the Federal Reserve. Despite that, financial 
institutions made over$152 billion in profit in 2014 – the most 
profitable year on record, and three of the four largest financial 
institutions are 80% bigger today than they were before we bailed
them out. Our banking system must be part of the productive, job-
creating economy. The Federal Reserve, a government entity which 
serves as the engine of the banking industry, must eliminate its internal 
conflicts of interest, provide stricter oversight, and insist that the banks 
serve the economy in a way that works for everyone, not just a few.



The Evolution of Trust
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Scientific American 318, 38 - 41 (2018)

Published online: 19 December 2017 
| doi:10.1038/scientificamerican0118-38

Natalie Smolenski

• Banks and governments have in many ways failed to broker trust for the 
global economy, especially in the past few decades. Ordinary people 
have grown wary of centralized power and are seeking alternatives.

• Bitcoin—and blockchain technology in general—allows the brokering of 
trust to be shifted toward machines and away from human 
intermediaries such as bankers. This technology could design 
exploitation out of the system instead of punishing it later.

• Blockchains lend themselves both to human emancipation and to an 
unprecedented degree of surveillance and control. How they end up 
being used depends on how the software handles digital identity.
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PoW, Monopolized?
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According to Bitcoin analysis blog Digiconomist, energy consumed by Bitcoin mining now 
exceeds what is used by countries like Ireland, Hungary, Oman, and Lebanon. Bitcoin uses 
about as much power as the entire country of Morocco and slightly less than Bulgaria. If Bitcoin 
were a country, it would have the 61st highest energy consumption. However, this only covers 
miners. It does not include any power consumed by Bitcoin-enabled devices like vending 
machines and ATMs.

Energy spending for bitcoin mining exceeds 
energy consumption of a country

https://www.extremetech.com/tag/bitcoin
https://digiconomist.net/bitcoin-energy-consumption


Proof of Work, any 
alternative?

 Proof-of-work has been 
monopolized today. 

 Handful of mining sites are 
dominating the bitcoin mining. 

 The trust has been degraded.

 No more one cpu one vote.

 Miners are by nature rational 
profit seekers. 

 They use ASICs now. 
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Pre-cursors to Bitcoin
 PoW is a gold, or a coin. 

 Hashcash (92’)
• a proof-of-work system used to limit email spam

 RPOW (03’) is a centralized currency. 
• Centralized approach: a server issues a coin in return for a PoW. 
• Coins are reusable and transferrable. The server checks the validity. 

 B-money (98’) is a decentralized currency. 
• Uses broadcast channel and a set of servers. 

 Karma (03’) is a distributed currency 
• Using a bank set
• Coin creation is adjusted considering inflation and deflation. 

 BitGold (05’) 
• Most advanced of all precursors
• Suggested to chain the proof-of-work (uses the last entry to create 

new puzzle and adjust difficulty)
• But relied on IP addresses and thus vulnerable to Sybil attack. 

 Bitcoin uses a CPU-bound function SHA256 for PoW. 
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Items to consider for new PoW

One way is to diversify the puzzles and 
change the puzzle over time.

Considerations for new puzzles
• A puzzle should be difficult to solve but very easy 

to check. 

• The puzzle should be resistant to attacks. 

• Solution to the puzzle for a block should not be 
reusable. 

• Puzzle difficulty should be adjustable. 

• Anyone with a cpu wishes to participate should 
be able to join. 

• Better if the puzzle is not parallelizable. 
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Fundamental Requirements
 PoW is good but what would occur when the mining 

rewards go to zero. 
• Would transaction fees be good enough to keep the miners in 

the bitcoin network?
• Nash Equilibrium and Tragedy of Commons suggests there is a 

significant risk for security with the current PoW and Mint 
system.

 First, The block generation must be somehow “expensive” 
and Individual miners shall not be able to gain an over 
proportionally high ability to mint coins. 

 Second, consensus must eventually be reached; there 
must be a common rule to resolve forks and to determine 
the main block chain. 

 Third, it must be forgery proof. 

 Reference: See page 2114, IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 18, NO. 3, THIRD 
QUARTER 2016. 

Lecture by Heung-No Lee 37



Proof of Stake
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Proof of Activity
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Proof of 
Publication
 Recall the time-

stamp server of the 
bitcoin white paper!

 Bitcoin provides a 
secure distributed 
timestamping service, 
with an accuracy of 
about 10 min. 
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Difficulty
 The lower the target is, the more difficult the puzzle is. 

 Recall our lecture note set 1. If target is a hash with 10 starting 
hexadecimal zeros, it would take on the average 2^40 trials to find a 
good hash. 

 Among the network participants, your chance of winning a mining 
game is your hash power, i.e., the hash rate percentage of your mining 
network.

 The target value is adjusted every 2016 blocks so that one block is 
mined every 10 minutes. On the average, it takes 2 weeks to mine 
2016 blocks. 

 The new target is thus given by 

 In Bitcoin, the difficulty is used to indicate how difficult it is to find a 
hash below a given target. 

 Difficulty is defined as the ratio of the maximum allowed target to the 
current target. 

 The maximum allowed target value is 2^224 at which difficulty is 1. 
• 256-224 = 32 bits or 32/4 = 8 hexadecimals. 
• Target with 32 leading zero bits is the minimum difficulty!
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actual time taken to mine 2016 blocks

2016 10min
new oldT T





Difficulty today = 3.5e12
 Block #516447

 BlockHash 0000 0000 0000 0000 0006 082b 0352 8b8d d578 fa70 
b5f5d1b1af62930a139a89b6

 Difficulty 3,511,060,552,899.7197 = 3.5e12

• Notice from difficulty that target = 2^floor(log2(2^224/diff)) = 2^182. 

• Thus, the target hash has 256 – 182 = 74 leading zero bits.  

• Thus, the probability of successful mining per hash is 2^-74. 

• On the average, it would take 2^74 ~ 1.8e22 hashes to mine a single block. 

 The hash rate of the bitcoin network should be 

1.88e22/600 = 3.14 e19 [hashes/sec] = 31.4 [exa H/sec]. 

 Today’s hash rate at blockchain.info is 30 exaH/sec. 
https://blockchain.info/ko/charts/hash-rate
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Elliptic curve digital signature algorithm
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Elliptic curve digital signature 
algorithm
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 Taken from the paper, these sentences are almost generic for signatures and 
authentication that we have done with RSA. 

 The steps involved in ECDSA are formation of key-pair, signature-generation and 
signature-verification.

 The digital signature is typically created using the hash function. 

 The transmitter sends the encrypted data along with signature to the receiver. 

 The receiver in possession of sender’s public key and domain parameters can 
authenticate the signature. 

 The prime q of the finite field Fq, the equation of the elliptic curve E, the point 
G on the curve and its order n, are the public domain parameters. 

 Furthermore, a randomly selected integer d from the interval [1, n-1] forms a 
private key.

 Multiplying G by the private key k, which is called scalar multiplication, will 
generate the corresponding public key Q.

 The pair (K, k) forms the ECC public-private key pair with K the public key and k
is the private key. 

 The generating point G, the curve parameters ‘a’ and ‘b’, together with few more 
constants constitute the domain parameters of ECC.



Elliptic Curve Digital Signature Algorithm
Alice sends a signed message to Bob (Curve equation, G, n)
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KeyGenerate

Out: k (private key), K (public key)

1. Select an integer k in [0, n-1].

2. Compute K = k G.

3. K and G ~ points on the curve.

4. The key-pair is (k, K).

Results: Alice’s pair (kA, KA) and Bob’s pair (kB, KB)

SignGenerate

In: m the message, Alice’s private key kA

Out: Alice’ signature (r, s)

1. Calculate the message hash 𝑒=𝐻(𝑚)

2. Let 𝑧 be the 𝐿𝑛 leftmost bits of 𝑒 where 𝐿𝑛 is the 
bit length of the group order 𝑛.

3. Select an integer d from [1, 𝑛−1].

4. Calculate the curve point (𝑥1, 𝑦1)=dG.

5. Calculate 𝑟=𝑥1 mod 𝑛. If 𝑟=0, go to step 3.

6. Calculate 𝑠=𝑘−1(z+𝑟kA) mod n. If 𝑠=0, go to step 
3.

7. The signature is the pair (𝑟, 𝑠).

Public domain   

1. Use a designated hash function H(*) 

2. A curve :  y^2 = x^3 + 7 over Fq, q ~ prime. 

3. G = (x, y), a point on the curve

4. n the multiplicative order of G 

https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm

https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm


Elliptic Curve Digital Signature Algorithm
Alice sends a signed message to Bob (Curve equation, G, n)
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isSignatureValid

In: m the message, 

Alice’ signature (r, s), and KA

Out: Valid or invalid

1. Verify if K𝐴 is a valid curve point as follows:
1. Check to see if K𝐴 is not equal to the identity element O

2. Check to see if K𝐴 lies on the curve

3. Check that 𝑛 × K𝐴 =𝑂

2. Verify that 𝑟 and 𝑠 are integers in [1, 𝑛−1]. If not, the 
signature is invalid.

3. Calculate 𝑤 = 𝑠−1 mod 𝑛. 

4. Calculate 𝑢1=𝑧 w mod 𝑛 and 𝑢2=𝑟*𝑤 mod 𝑛.

5. Calculate the curve point (𝑥1,𝑦1)= 𝑢1*𝐺+𝑢2*𝑄𝐴. If 𝑥1,𝑦1=𝑂, 
then the signature is invalid.

6. The signature is valid if 𝑟≡𝑥1 mod 𝑛, invalid otherwise.

Reference https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm

https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm
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Private key, public key, address
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G = (x, y) =

k =
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Bitcoin 
Address

From the public key
Bitcoin addresses
are generated by
going through
SHA256 and
RIPEMD160

A modified Base 
58 binary-to-text 
encoding known 
as Base58Check is used 
for encoding Bitcoin 
addresses.

More generically, 
Base58Check encoding is 
used for encoding byte 
arrays in Bitcoin into 
human-typable strings.

http://en.wikipedia.org/wiki/Binary-to-text_encoding
https://en.bitcoin.it/wiki/Bitcoin_address


Base58 symbol chart
Value Character Value Character Value Character Value Character

0 1 1 2 2 3 3 4

4 5 5 6 6 7 7 8

8 9 9 A 10 B 11 C

12 D 13 E 14 F 15 G

16 H 17 J 18 K 19 L

20 M 21 N 22 P 23 Q

24 R 25 S 26 T 27 U

28 V 29 W 30 X 31 Y

32 Z 33 a 34 b 35 c

36 d 37 e 38 f 39 g

40 h 41 i 42 j 43 k

44 m 45 n 46 o 47 p

48 q 49 r 50 s 51 t

52 u 53 v 54 w 55 x

56 y 57 z
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Base58Check Version Prefix
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A bitcoin address from a public key
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K = (x, y) a public key



A bitcoin address from a public key
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Questions still remained

What should be the message m in bitcoin 
transaction?
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Bitcoin Transactions
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Code for bitcoin transaction
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UTXO
 Unspent 

transaction 
outputs

• cf) STXO

 Use 
listunspent
to get all the 
unspent 
outputs 
belongs to an 
address.

 Use this result 
to create a 
new 
transaction. 
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Closer look at txid 9ca8…, vout 0

 Use 
gettxout to 
take a closer 
look

 Shows the 
details of that 
transaction

 blockhash, 
confirmations, 
value 0.05, 
given to 
1hvz… 
address, 
signature.  
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Scrap up all UTXOs to make a transaction
It has TXID, value at each output. 
Later transactions point to TXID and output no.
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Txid 7957  :  vout 0



Bitcoin system
 Users –bitcoin clients
 Miners – full nodes, lite nodes
 Exchanges
 Merchants
 Developers
 Coin generation schedule
 Networks
 Cryptography
 Hash functions
 Transactions
 Blocks
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Experimental Bitcoin Network
 Testnet –runs the 

same code as the 
mainnet, but can 
be run as an 
experiment.

 One can change 
the protocol and 
runs one’s own 
bitcoin with
• New free coins
• Faster block 

generations time
• Different Issuance 

schedule
• Difficulty 
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Joining and Maintaining the network

 A peer keeps 8 to 125 
neighbors.

 When connect, they 
check for version, time 
synch and IP. 

 Each peer keeps a list 
of active peers.  

 Each peer broadcast its 
own IP address in an 
addr messages every 
24hrs.  
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Peek network by getaddr

 A peer can ask 
neighbors for 
additional peers 
by issuing 
getaddr.

 To that, peers 
reply with addr
message in 
which only 23% 
peers of their 
own active list. 

 2014, there were 
more than 872K 
IP addresses. 
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Transaction and Propagation
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Block Propagation Time 



Rebroadcasting, if necessary

Alice is the one who needs to keep 
broadcasting her TX until it has gotten into a 
block. 
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Relaying Frequency

 91% TSs 
relayed only 
once

 6% TXs are 
relayed 
multiple times 
by multiple 
peers. 
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Bitcoin Attacks
 Race attack

 Sybil attack

 51% attack

 Double spending attack
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Conclusion

 Many Possibilities of Blockchain

 Verified by the market are Bitcoin and Ethereum

 To explore new territory, experiments are needed

with budgets and man power invested. 

 Needed are the research on regulation as regulations should 
be kept at the minimal level and more emphasis shall be on 
cultivation of new ideas.

 Obvious regulations should be in place right away 
• Responsible investment culture

• Improved clarity on exchange business and initial coin offerings 

• Price manipulation practice

• Taxation on profits

• Use of real name in cryptocurrency transaction? Security becomes 
problem. 
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HW#2

 Problem 1: 

 Name three parts in the bitcoin protocol that is 
protected by the hash function. Name one part if 
any that is not protected by the cryptography.

 Who chooses bitcoin transactions to be included 
in a block?

 Who is responsible for making a transaction 
included in a block? 

 How does one make sure that a transaction is 
included in the block chain?
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Double Spend Race Attack
A announces a TX showing A sends B 1 BTC at the 
end of time t0.

This TX gets into a block (1 confirmation) at t1. 

B waits until he gets the 5th confirmation at t5. 

A is the attacker.

A starts preparing a double spend attack at t0. 
Namely, A grows its own chain. In his chain, he has 
replaced the TX A->B 1000BTC with a TX, A -> A1 
1000BTC. A1 is another public key of A. 

At t5, A has mined 3 blocks and needs to decide if he 
continues to grow his own chain or not. 
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HW#2 Problem 2
We assume for this problem that the attack 
success probability pa(q, z) of the bitcoin 
white paper as given previous page is correct.
• Let p+q = 1, where q = probability the attacker 

finds the next block and p = probability an 
honest node finds the next block.  

• Let assume Gambler’s ruin is valid. 
• The recipient waits z blocks. 
• Note that I made a fine adjustment, i.e. the red 

colored +1. This is done to reflect that the attack 
is in fact successful only when the attacker’s chain 
is at least one block longer than the honest chain; 
it is not  successful yet when the chains are at the 
same length.

• Note that the amount at stake Ms is high 1000 
BTC. 
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 Evaluate pa(q, z) for different q and z. Let z varied for 
z = 1, 2, 3, 4, 5, 6. Let q varied q = 0.05, 0.1, 0.15, 0.2. 
Draw all the results into a single figure for 
comparison purpose and to see the trend.

 Given the result above, let us evaluate the attacker’s 
economic gain for his attack decision. Assume the 
attacker purchases Ebit E10 ASICs. Use the HW#1’s 
published hashrate.  
• How much money he has to invest to have the hash rate of 

10 percent, i.e., q = 0.1?
• How much money he expects to gain from launching the 

race attack when (z = 5, q = 0.1) (let us ignore the electric 
bill)? 

• Repeat the calculation for different q, q = 0.05, 0.1 and 0.2. 
• How much money he expects to make by simply joining as 

an honest node.
• Given the calculations above, which is more rational? Being 

attacker or being honest.     
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HW#2 Problem 3

 What is the average size of a transaction in bitcoin 
network?

 What is the limit of a block in bitcoin network?

 What is the average rate a block is mined?

 Obtain the service rate Rs which is the number of 
transactions the bitcoin network can execute per second.

 Let the request rate Rq be the number of transactions 
requested for users in the bitcoin network make per 
second. 

 What occurs to the transactions requested when Rs >= Rq?  

 What occurs when Rs < Rq?

Lecture by Heung-No Lee 81



HW#2 Problem 3
 How long does it take on the average for a block to 

reach 50% of the nodes in the bitcoin network?

 When Alice the originator of a transaction needs to 
rebroadcast her transaction? 

 What is the percentage of transaction 
announcements never relayed more than once?

 How many connections are managed by a peer in 
the bitcoin network? Give the minimum and the 
maximum number of connections. 

 On what port the peers are listening to their 
neighbors?

 Who issues an addr message? What is included in 
this message? How frequently is it sent?

 Who issues an getaddr message? What purpose 
does it serve? What is the difference with addr?
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Exercises on Transaction
Name all the fields included in a transaction?

What are the two fields in a transaction used 
as pointers in later transactions?

 Is the size of a transaction fixed? If not, why 
is it vary?

What is UTXO? What is the command that 
can be used to find all UTXOs?

How to create the TXID of a transaction?
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Difficulty at Block #500000
 What is the published hash rate at blockchain.info? 

https://blockchain.info/ko/charts/hash-rate

 What was the difficulty at Block #500000?

 From the difficulty, calculate the target? How many leading 
zero bits does it require?

 How many hashes does it take to mine a block on the 
average? 

 If you had used Ebit E10 ASIC, how long does it take on the 
average to mine a single block? Give your answers in terms of 
minutes, days and years. 

 To mine a block in 10 min on the average, how many Ebit E10 
ASICs do you need to have?
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HW#2 

What is short selling? What good does it 
offer to a market? In what market, a short 
seller would make profit from short selling?

What is Kimchi premium in Dec. 2017? What 
caused it?
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