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What Is blockchain?
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What is blockchain?
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What is blockchain?

delofLt B 52 =717t

S008I S& S018HM 5
2 0| =0 A 2 ot= 0| A
NS XEA

= 10

Lecture by Heung-No Lee 5



What is blockchain?
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What is blockchain?
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Cryptographic Chain
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Lecture Note by Heung-No Lee
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Proof-of-Work (

0 =

F

., -

= 3
Sh
/

=M= dHe

{7} SAlO &=, 3 = St 7F THe(A
1
o

o4 =0
H O

= 4

=2, dMA 2

O

=
B

#520764

#520763

—

4L

ol

o or
r o
1 [[=iy
|-|L 0

K4 ™

12

Lecture by Heung-No Lee



What is Hash Function?

= Bitcoin uses SHAZ256.

: Pe input to the hash function is a text message or a
ile.
= The output of the hash function is 256 bit string.

» Conditions for Good Hash Function

* (One way) With a little change in the input, the output is
completely different.

 Input distance has no relation to output distance.

« (Collision free) Given y = H(x), finding x1 such that H(x1) = y shall
be almost impossible!

 (Collision free stronger) Finding an input pair x and x1 which leads
to H(x) = H(x1) shall be almost impossible!
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SHA256, F(x) = y

X = {x‘x IS @ message up to 1 Mbyte in size}

Y= {y‘y IS a 256Dbit string}

278,000,000

-’

e

//
1
' .
64 hexadecimal
2d711642b726b04401627ca9%bac32f5c8530fb1903cc4db02258717921a4881
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Proof-of-Work (%}

SHA256
Hash
Function
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Bitcoin
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PLANET MONEY

The Island Of Stone Money

There's a tiny island called Yap out in the Pacific Ocean. Economists love it because

Download

Listen - 4:24 Queue it helps answer this really basic question: What is money?

Transcript

December 10, 2010 : 4:28 AMET
Heard on Morning Edition

JACOB GOLDSTEIN DAVID KESTENBAUM
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongomng chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majornity of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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Blockchain
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Blockchain
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Bitcoin - Controlled Supply

T

Bitcoin Issuance Schedule

=
o

Number of bitcoins as a function of Block Helght

o
= 0%

20,000,000 e
19,000,000
18,000,000

17,000,000

16,000,000

15.000,000 Bitcoin's Controlled Supply is a function of the Block Height and the Block Reward
14,000,000

13,000,000 The block reward started at S0BTC. The block reward is halved every 210,000 blocks.

12,000,000
e Theoretically this would lead to a maximum number of Bitcoins that tends toward 21,000,000
000,000

fBcons

10,000,000 Due to a limitation in the present data structure of the blockchain, the maximum number of Bitcoins is actually 20,999,999.9769

Numbere

Thes maximum will be reached when block 6,929,999 has been mined
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Bitcoin Issuance Plan by the Year

EIES LeaChe Block | Reward Era | BTC/block | 62" (€stim | ¢\ i BTC | BTC Added | End BTc |BTC Increas| End BTC %
ate) e of Limit
2009-01-03 |0 1 50.00 2009 0 2625000 2625000 | infinite 12.500%
2010-04-22 | 52500 1 50.00 2010 2625000 2625000 5250000 | 100.00%  25.000%
2011-01-28 105000 1 50.00 2011* 5250000 2625000 7875000 |50.00%  37.500%
2011-12-14 157500 1 50.00 2012 7875000 2625000 10500000 33.33%  50.000%
2012-11-28 | 210000 2 25.00 2013 10500000 1312500 11812500 |12.50%  56.250%
2013-10-09 | 262500 2 25.00 2014 11812500 1312500 13125000 |11.11%  62.500%
2014-08-11 315000 2 25.00 2015 13125000 1312500 14437500 10.00%  68.750%
2015-07-29 (367500 |2 25.00 2016 14437500 1312500 15750000 | 9.09% 75.000%
2016-07-09 (420000 |3 12.50 2016 15750000 656250 16406250 | 4.17% 78.125%
2017-06-23 (472500 |3 12.50 2018 16406250 656250 17062500 | 4.00% 81.250%
525000 3 12.50 2019 17062500 656250 17718750 |3.85% 84.375%
577500 3 12.50 2020 17718750 | 656250 18375000 | 3.70% 87.500%
630000 |4 6.25 2021 18375000 328125 18703125 | 1.79% 89.063%
682500 |4 6.25 2022 18703125 328125 19031250 | 1.75% 90.625%
735000 4 6.25 2023 19031250 | 328125 19359375  1.72% 92.188%
787500 4 6.25 2024 19359375 | 328125 19687500  1.69% 93.750%
Ol8k u= ZoXt= 28


https://en.bitcoin.it/wiki/Halving_day_2012

Seigniorage Effect

Seigniorage is the difference between the value of money and the cost
to produce it — in other words, the economic cost of producing a
currency within a given economy or country. If the seigniorage is
positive, then the government will make an economic profit

Seigniorage and the Federal Reserve

While the basic principle behind seigniorage suggests that a country
can profit from the production of new bills, there can be other factors
affecting the entire transaction. Within the United States, if the Federal

Reserve agrees to increase the number of dollars available within the

U.S. economy, it will purchase a Treasury Bill in exchange for permitting
the production of more dollars. While the government may appear to
Broflt_ when the cost of production is lower than the face value of the

ills, it is important to note that Treasury Bills require interest
payments to the Federal Reserve in addition to the original investment
placed when the Treasury Bill was purchased.

https:.//www.investopedia.com/terms/s/seigniorage.asp
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https://www.investopedia.com/terms/e/economicprofit.asp
https://www.investopedia.com/terms/f/federalreservebank.asp
https://www.investopedia.com/terms/t/treasurybill.asp
https://www.investopedia.com/terms/s/seigniorage.asp
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Ebit E10, mining SHA-256 algorithm with
hashrate of 18Th/s and power consumption
of 1650W. 7H'd 3000= +=.

RAimar 10T

SVEEN NS B~ A

Ideal Hash Rate 18TH/S (0% ~ +10% )

Power Consumption 9OW/T ( -10% ~ +15% ,
Ratio on Wall 25°C ambient temperature )

e Ve
Network Comection
Operating Temperature
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Bitcoin UIE$/3°| & Hashrate0| A& =55}
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Bitcoin hashrate is the estimated no. hashes per second of bitcoin network.
Peta = 10715, exa = 10718
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https://bitcoinwisdom.com/bitcoin/difficulty
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https://bitcoinwisdom.com/bitcoin/difficulty

Revenue from Mining vs.

Tha most popular Banking crisis in Cyprus
AN e, ML G0, ) promipts & surge in

is hacked, causing  |E— ———————— 000 DUYING
a share sell-off ]

LIS Senate
holds hearings
on Bitcoin

FPGA: Butterfly Labs Mini Rig

A pplication-specific
integrated circuit (ASIC):
Avalon batch 1,

110 manometers

ASIC: Antminer 51, &6 nm

ASIC: Armominer 54, 28 nm

10—+

2011 2012 2013 2014

Sisyphean Slide: Daily revenues for mining bitcoins [white], in

Energy Cost

Cantral procassing unit

Eraphics processing unit

Europaan court rules

that bitcoins are not
subject to VAT

AT, W
ASIC: Antminer 57, 2 nm S

ASIC: Amtmminer 59, 18 nm

2018 2017

US dollars per unit of computational power, are generally somewhat
higher than the daily energy costs [red] of running the computers.
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PoW, F7|0j|L{X] &£52,6 Monopolized

Global cryptocurrency mining sites

SWEDEN ESTONIA CHINA : 5
CANADA 10 megawatts 2 megawatts 111 megawatts Heilongjiang

18 megawatts ; @ @

Sichuan jaoni
ICELAND '_ ® I 4 Liaoning
5 megawatts » Tibet YT ®
o' ec%e Jiangsu
POLAND ® g
Yunnan — ® {
D 8 :
us ' Hong Kong 1,000km Guizhou Anhui
27 megawatts VENEZUELA GEORGIA —
60 megawatts
THAILAND #
| 4 /
Low-cost electricity . —
; : Reported mining facilities
B Fast internet connection Low-cost electricity/ .
W Low-temperature zones Fast internet connection B Low-cost electricity/ @ megawatts estimate @ 11-50 megawatts
e not available
M Low-cost electricity/ M Low-temperature zones/ Low-temperature zones/ =
Low-temperature zones Fast internet connection Fast internet connection @l 10 megawatts or less @ >50 megawatts
Source: University of Cambridge SCMP
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Energy spending for bitcoin mining exceeds
energy consumption of a country

According to Bitcoin analysis blog Digiconomist, energy consumed by Bitcoin mining now
exceeds what is used by countries like Ireland, Hungary, Oman, and Lebanon. Bitcoin uses
about as much power as the entire country of Morocco and slightly less than Bulgaria. If Bitcoin
were a country, it would have the 61st highest energy consumption. However, this only covers

miners. It does not include any power consumed by Bitcoin-enabled devices like vending
machines and ATMs.

Electicity Consumpfion Vs
Global Bitcoin Mining
lan

Source: https:/ipowercompare.co.uk/bitcoin/
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https://www.extremetech.com/tag/bitcoin
https://digiconomist.net/bitcoin-energy-consumption

Bitcoin

=540 FEAds Z0AE AELE M2
= PoW2Ef= Computation Intensive &'&H 2 2 [|O|E
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= 2009 2H X[ o 7 2 FX G

HET 90| AHEsfe Fof £t
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 Decentralization

« Reforming Wall Street

« Unbundling big corporations

 Sharing economy
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ISSUES
Reforming Wall Street

Wall Street cannot continue to be an island unto itself, gambling
trillions in risky financial decisions while expecting the public to bail it
out.

It is time to break up the largest financial institutions in the country.

The six largest financial institutions in this country today hold assets
equal to about 60% of the nation’s gross domestic product. These six
banks issue more than two thirds of all credit cards and over 35% of all
mortgages. They control 95% of all derivatives and hold more than 40%
of all bank deposits in the United States. We must break up too-big-to-
fail financial institutions. Those institutions received a $700 billion
bailout from the US taxpayer, and more than $16 trillion in virtually
zero interest loans from the Federal Reserve. Despite that, financial
institutions made over$152 billion in profit in 2014 - the most
profitable year on record, and three of the four largest financial
institutions are 80% bigger today than they were before we bailed
them out. Our banking system must be part of the productive, job-
creating economy. The Federal Reserve, a government entity which
serves as the engine of the banking industry, must eliminate its internal
conflicts of interest, provide stricter oversight, and insist that the banks
serve the economy in a way that works for everyone, not just a few.

Lecture by Heung-No Lee

If a bank is too big to fail, it's
too big to exist. Today |
% . A\ introduced legislation to
"\ )\ break up the big banks.
3\

— Sen. Bernie Sanders

[ DEAR1%

E FELL ASLEEP
wrun A WHILE.
JUST WOKE UP.

|| SINCERELY, THE 99%
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The Evolution of Trust

Scientific American 318, 38 - 41 (2018)
Published online: 19 December 2017
| doi:10.1038/scientificamerican0118-38

Natalie Smolenski

e Banks and governments have in many ways failed to broker trust for the
global economy, especially in the past few decades. Ordinary people
have grown wary of centralized power and are seeking alternatives.

e Bitcoin—and blockchain technology in general—allows the brokering of
trust to be shifted toward machines and away from human
intermediaries such as bankers. This technology could design
exploitation out of the system instead of punishing it later.

e Blockchains lend themselves both to human emancipation and to an
unprecedented degree of surveillance and control. How they end up
being used depends on how the software handles digital identity.



Bitcoin Economy
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Traditional Top Down
Organizations

i)

D o

“ Even Lower
Management

Lowest non-management

Top Down
Management

Decentralized Autonomous
Organizations

Distributed Network
of Autonomous Stakeholders

One legal entity
Employment contracts

No centralized legal entity!
No employment contracts!

Many layers of management for
coordination & enforcement of
processes. Many information
& decision bottleneck as well as sources

of corruption.

Machine consensus around token

governance rulsets and smart
contracts instead of legal
employment contracts.

BlockchainHub




Ethereum

= Vitalik Buterin had worked in the Bitcoin community.

= |n 2013, Vitalik published the Ethereum white paper, containing technical design for
protocol and smart contracts.

= |n January 2014, Ethereum was announced by Vitalik, The North American Bitcoin
Conference, Miami, Florida, USA.

= Then, Vitalik also started working with Dr. Gavin Wood and co-founded Ethereum.

= The Ethereum client has been implemented by following the Yellow Paper in seven
programming languages including C++, Go, Python, Java, JavaScript.

= Source: http://ethdocs.org/en/latest/introduction/history-of-ethereum.htm|
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Ethereum S &

Overview Comments

=0 HEE

A

|

=
?_-IT'_'

Transaction Information

TxHash:
TxReceipt Status:
Block Height:
TimeStamp:
From:

To:

Value:

Gas Limit:

Gas Used By Txn:
Gas Price:

Actual Tx Cost/Fee:
Nonce:

Input Data:

Private Note: @

Oxe4ee15d3f63db8464a649e3237ed83e930f9b3e40e842537a626745d1c96553¢
Success

5517596 (1257 block confirmations)

5 hrs 13 mins ago (Apr-28-2018 12:00:37 AM +UTC)
0xe484c512¢c156¢7f30c85¢f432b8e2e70fd499058
0xe456064545f872b311ae7432689a0fece90c9a29

0 Ether ($0.00)

800000

434032

0.000000012 Ether (12 Gwei)

Tools & Utilities v

0.005208384 Ether ($3.47)
0
0x20184 4 272 FHIT 22X MOf 2

<To access the private Note feature, you must be logged in>

Lecture by Heung-No Lee

42



Smart Contracts

= By decoupling the smart contract
layer from the blockchain layer,
blockchains like Ethereum aim to
provide a more flexible
development environment than the
Bitcoin blockchain.

» These smart contracts are a piece of
code running on top of a
blockchain network, where digital
assets are controlled by that piece
oflcode implementing arbitrary
rules.

= |f and when all parties to the smart
contract fulfill the pre-defined
arbitrary rules, the smart contract
will auto execute the transaction.

BLOCKCHAIN LAYER
= Smart contracts can be used for
simple economic transactions like
sending money from A to B.

|
s

. Registering any kind of ownership
and property rights like land

reg|Str|es and Inte”eCtual property, Blockchain Technology Stack: Ethereum & similar Blockchains
or managing smart access control Inspired by Florian Glatz: Source

for the sharing economy, just to

name a few.
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Blockchain and
Sharing Economy
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Sharing Economy 2} Blockchain

« &7 HXZE 2X] B0 A=

Jo <

» X}SKAE H, FAE, cpu Al S 88 HE S MH|A
S 273 L WSSt SRS O, 27X AHEXL
7l & CI win-winol= &2 MHS0{E = A S

A

« O O 2kt AFE & F4H0] T2

= Blockchain®| Smart ContractS 2*%5101 0f| 25t 1,
A= olH S o0 F40| 7*X1|E|E§
Hiolt 354N &/d3l=E o|FR0 ¥ = QU
» Smart City 7H'80 blockchainO| a0'|7f A= Ol 7!

Ol

olot

L na ZoXkt= 52



Why Blockchain Is The Future Of The Sharing
Economy (1)

= Omri Barzilary, Aug. 14t, 2017, Forbes.
= Will Blockchain Ignite Fractional Ownership Market For Homes?
= Jezos $232 Million ICO May Just Be The Beginning

These days, the sharing economy feels a bit past its prime. “The
‘Sharing Economy’ is Dead,” Fast Company declared two years ago,
summarizing a general sense of fatigue with what now feels like a
wildly overhyped idea. But, according to many, the fusion of
blockchain and the sharing economy may create a revolution that will
transform our economy and share the wealth beyond certain
companies and individuals.

Smart contracts help to unbundle ownership!

Blockchain can help energize and unlock the sharing economy by
makin? it cheaper to create and operate an online platform. For
example, transactions could be coordinated by self-executing smart
contracts or performed at lower cost by other small competing
providers. The next phase of the sharing economy can emphasize
today’s inequalities or ease them, depending on the purpose of the
technology itself.
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http://www.forbes.com/sites/omribarzilay/2017/08/07/will-blockchain-ignite-fractional-ownership-market-for-homes/
http://www.forbes.com/sites/omribarzilay/2017/07/15/tezos-232-million-ico-may-just-be-the-beginning/
https://www.fastcompany.com/3050775/the-sharing-economy-is-dead-and-we-killed-it

# Why Blockchain Is The Future Of The Sharing
Economy (2)

= MyBit, the blockchain powered platform connecting investors to
future-proof projects, is a good example to a company that utilizes
this idea. The company’s vision is to democratize the ownership of
machines and its resulting revenue streams instead of letting them
fall into the control of centralized financial institutions. The
platform will be applicable to drones, self-driving cars, smart
homes, autonomous machinery, 3D printers and more.

# Tokens raised, worth 2.7 Million USD, I1CO July 2017
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https://mybit.io/

Why Blockchain Is The Future Of The Sharing
Economy (3)

= Slock.it, which recently secured $2M in seed funding, is another
example of a company who is trying to shake up the sharing
economy by enabling both companies and individuals to rent, sell
or share any connected smart object. Since its inception in
November 2015, Slock.it's mission has been to develop Universal
Sharing Network, or “USN"”. Build on top of the public Ethereum
Blockchain, the USN will provide users a set of mobile and desktop
applications to find, locate, rent and control any object mediated
by smart contracts, from anywhere in the world
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Top 10 Cryptocurrencies by Market Capitalization (Total: $537 Billion)
BusinessHut.com
Bitcoin Gold, 1%

NEM, 1%
Cardano, 1% | E\[[el NP1

I0TA, 2%
Litecoin, 3%
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= 1980 PC Windows
= 1995 Internet, Explorer
= 2005 Mobile, Android 10S

= 2015 WEF 5& B3N 0| =, "27 MM A GDP 10% &

DotHZ 23, "23' 2717 a2 =2t E A
N
= 2016 CIEAZE EIH[O[EHF SEX Q10| =X}
= Korea GDP 1,400B.USD 20150 A{ 1,800B 2027 ™2k
= World GDP 80,000B 20150 A 100,000B 2027 ™ &
= Cryptocurrency, 10B 2015, 10,000B 2027 &
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Hypes vs Revolutionary ideas

Ethereum
= coin + smart
contract

Altcoins

Possibilities: Blockchain wout coin,
private blockchain, governtech,
delicracy, lalaland, 7| £ XAIH[E %3,
loT blockchain, X2 Xt-= X}
blockchain, 2| =7|Zblockchain,
2 blockchain, ...

Questions to ask

1.

2.

3.

Who's developing the
system?

How long should
operate?

Who's doing the
maintenance work?

Is blockchain the right
solution for the objective?
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Initial Coin Offering
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Cryptocurrency market cap fell by $474B in 28 days

Total Market Capitalization

59008 Jan 07, 2018
800 $836B
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