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• 1995년 대학원 개원 
• 2010년 학부 개설 
• 학생 10 : 교수 1 
• 학부 총원 718명 
• 대학원 총원 1282명 
• 박사과정 졸업생 SCI급 
저널 5.93편 
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https://infonet.gist.ac.kr/wp-content/uploads/2019/05/One-page-summary.png


Goal 

• In Bitcoin white paper, “more confirmations implies less 
probability of DS attack success,” Satoshi Nakamoto. 
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Q) For safe blockchain transaction, 
how many block confirmations are required? 
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• However, it’s still unclear that 
how many confirmations are 
required to ensure my 
transaction SAFE? 



A recent (2019) guideline on 
Bitcoin confirmations 
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https://www.buybitcoinworldwide.com/confirmations/ 

Are you sure? Do you agree with this? 



Other similar guidelines 

• https://www.ethos.io/what-are-blockchain-confirmations/ 
• https://coincentral.com/blockchain-confirmations/ 
• https://blog.monetha.io/confirmation/ 
• https://support.coinjar.com/hc/en-us/articles/115005712843-

Reasons-for-a-pending-Bitcoin-transfer 
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• Blockchain communities agree with the importance 
confirmations. 
 

• Yet, they all have suggested abstract confirm. numbers. 
 

• No one has suggested reasonable confirm. numbers. 

https://www.ethos.io/what-are-blockchain-confirmations/
https://coincentral.com/blockchain-confirmations/
https://blog.monetha.io/confirmation/
https://support.coinjar.com/hc/en-us/articles/115005712843-Reasons-for-a-pending-Bitcoin-transfer
https://support.coinjar.com/hc/en-us/articles/115005712843-Reasons-for-a-pending-Bitcoin-transfer


Why do we need a clearer 
guideline on confirmations? 
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Safe transaction 

Fast transaction 

Confirmation number 

A good confirmation number: 
1. ensures safe transaction, and 
2. keeps fast transaction 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjx_on255DiAhXCyYsBHaQzBbUQjRx6BAgBEAU&url=https://www.123rf.com/photo_109541249_stock-vector-vector-lightning-bolt-flash-icon-thunder-symbol-and-sign-illustration-on-transparent-background.html&psig=AOvVaw0-NO8y3Zn3-3pxe_xWyldq&ust=1557572511408242
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwirvJO155DiAhWiGaYKHfrXDWgQjRx6BAgBEAU&url=https://vi.kisspng.com/free/sheild.html&psig=AOvVaw1ZTY3L4Hp0cTwXOswlJFx5&ust=1557572356662826
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwi3_efx5pDiAhXdIaYKHdJVCs0QjRx6BAgBEAU&url=https://faculty.washington.edu/ajko/info461/activities/tradeoffs.html&psig=AOvVaw2pNJ0hyE3ZkC-JQ7yMbPtR&ust=1557572197942094


Presentation Outline 

• Review of 
– Blockchain (Bitcoin) 
– Double-Spending (DS) Attack 

 
• New Analysis Results: Profitable DS Attacks 

 
• Algorithm to Prevent Profitable DS Attacks 
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Blockchain 

Block #1 

TX #1 TX #2 

TX #3 

Hash of Block #0 


Block #2 

TX #4 TX #5 

Hash of Block #1 

Block #3 

TX #6 

Hash of Block #2 


Blockchain is a chain of blocks. 
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• Data immutability? 
 By the chain of PoW 

• Double-spending? 
 By directed graph of TX in/out 

• Consensus? 
 Longest-chain rule (Bitcoin) 
 A variant of GHOST (Ethereum) 

 



Double-Spending Attack 
Mary can cheat John. 
But how? 
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1. Target transaction: “Mary sends 10 BTC to John,” put in Block #153. 
2. Miners build the public chain (gray).  
3. Mary builds her own chain underground (red).  
4. Mary’s chain contains a fake transaction that nullifies the target transaction. 
5. Mary divulges her fake chain to the public if 

1) John has completed shipping the product to Mary, AND 
2) Mary’s fake chain has been built longer than the public’s chain. 

6. The public adopts Mary’s chain, since it is longer than their own chain. 
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Paper Goal 

• To analyze the profitability of double-spending (DS) 
 

• Satoshi Nakamoto, 
 
 
 

• We show  
 

“DS attack is difficult since its success requires 51% of 
total computing power.” 

DS attacks are threatening even with less than 50%. 
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Definitions 

Definition. A DS attack succeeds if 
• target transaction has got confirmed by 𝑁𝑁𝐵𝐵𝐵𝐵  blocks, 
• Mary’s chain has grown longer than the public chain, and 
• the above two conditions have been satisfied within a cut 

time  𝑡𝑡cut. 

Notation Description 

𝑝𝑝𝐴𝐴 Attacker’s portion of computing power (0~100%) 

𝑁𝑁𝐵𝐵𝐵𝐵 Block confirmation number of target transaction 

𝑡𝑡cut Attack cut time for cut loss 
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Nakamoto’s result 

 
 

 
 

If Mary has 𝑝𝑝𝐴𝐴 greater than 50% and no cut time 
𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐 = ∞, 

then double-spending attack succeeds. 
• According to this result, double-spending attack seems very difficult. 

 
• However, Nakamoto’s result does not say 

Profitable DS Attack
50%

is impossible.
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• The probability that double-spending attack will ever succeed: 
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Our results (Main) 
 

 
 
 

Even though 𝑝𝑝𝐴𝐴 is less than 50% , 
Mary can expect a profitable DS attack. 

Definition. A DS attack is profitable if and only if the expected 
revenue is greater than the expected cost. 

Theorem. For all attacker’s fractions of computing power 𝑝𝑝𝐴𝐴 
(1%~99%), DS attacks are profitable if the value 𝑉𝑉 of target 
transaction is greater than 

𝑉𝑉Suf. 𝑝𝑝𝐴𝐴;𝑁𝑁𝐵𝐵𝐵𝐵 = 𝛾𝛾′ 𝑝𝑝𝐴𝐴
𝜆𝜆𝐻𝐻𝑝𝑝𝐴𝐴E 𝑇𝑇𝐴𝐴𝐴𝐴

(1 − 𝑝𝑝𝐴𝐴)ℙ𝐴𝐴𝐴𝐴 𝑝𝑝𝐴𝐴, 𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐;𝑁𝑁𝐵𝐵𝐵𝐵
. 
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※ Revenue: cheating value of target transaction 
※ Cost: operating expense for computing hash functions 



Our results (2) 
 

 
 
 



• Example) 

:Mary’s chain 

Theorem. A DS attack using 𝑝𝑝𝐴𝐴 less than 50% are profitable 
only if a finite cut time 𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐 < ∞ is given. 
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 The probability that Mary’s chain NEVER catch up the public chain is nonzero. 
 If there is no time limit and Mary’s chain never catch up the public chain, the 

operating expense increases infinitely. 
 Thus, Mary should stop the attack at a cut time to cut loss. 



Our results (3) 
 

 
 
 

We provide the probability density function of 
attack success time. 

 DS attack is modeled as a competition of two Poisson processes. 
 There are infinitely many combinations of the two Poisson processes which 

implies the success of a DS attack. 
 We count the probabilities of such infinite combinations using combinatorics 

and generating functions. 

Time 

Mary’s chain 
Public chain 

Lengths 
of chains 

Double-spending 
Attack Success! 

Infinitely many 
combinations 

Attack success time is 
a random variable 
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Our results (3) 
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Our results (3) 
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Example of Profitable DS Attack 
in BitcoinCash network 

Mary’s Info. 
 Average block generation time: 1143secs (𝑝𝑝𝐴𝐴 =35%) 
 Attack cut time (𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐): 3hours 36mins 
 Operating cost per time: 𝛾𝛾 

BitcoinCash Info. 
 The amount of TXs over 24 hours is about 10 billion dollars. 
 Miners’ average block generation time (𝜆𝜆𝐻𝐻−1) is fixed to 600secs. 

Attack Info. 
 Value of target transaction: 𝑉𝑉 
 Block confirmation number (𝑁𝑁) of target transaction: 5 
 Attack success probability within the cut time: 22% 
 Expected attack success time(𝑇𝑇𝐴𝐴𝐴𝐴)(if attack succeeded): 1hour 42mins 

Profit Info. 
 Expected revenue: 0.22 ∗ 𝑉𝑉 
 Expected cost: 0.22*(1hour 42mins)*𝛾𝛾+0.78*(3hours 36mins)*𝛾𝛾 
 Profit=(expected revenue)-(expected cost) 21 



Example of Profitable DS Attack 
in BitcoinCash network 

• How to make attack profitable? 

Make target value 𝑉𝑉 so that Profit>0. 

 The operating expense per time (𝛾𝛾) is given in internet. 
 For example, nicehash.com provides a rental service of computing power. 
 According to nicehash.com, the expected cost is 2.909 BTC. 

If 𝑉𝑉 > 13.225 BTC, this attack is profitable. 

Profit Info. 
 Expected revenue: 0.22 ∗ 𝑉𝑉 
 Expected cost: 0.22*(1hour 42mins)*𝛾𝛾+0.78*(3hours 36mins)*𝛾𝛾 
 Profit=(expected revenue)-(expected cost) 
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(when attack power is 0.35 and confirmation number is 5) 



Mathematical Tool to Check 
Risk of Double-Spending Attack 
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Algorithm 
(𝑉𝑉 < 𝑉𝑉𝐴𝐴𝑐𝑐𝑆𝑆.? ) 

Your TX info.: 
• TX value (𝑉𝑉), 
• Confirmation number 

“Your TX is SAFE (or) NOT SAFE.” 

Network info.: 
• Average block mining period 
• Block mining cost 
• Block mining reward 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjZxrH575DiAhXSKqYKHedDCRQQjRx6BAgBEAU&url=https://en.wikipedia.org/wiki/Function_(mathematics)&psig=AOvVaw04gxs9lqEIsMsG6O0nt35g&ust=1557574630813055


• Average block mining period: 600 Seconds 
 

• Total hash: 2.48 [EHashes/second] 
 
• Block mining reward: 0.68 [BTC/block mining] 

 
• Block mining hash: 1488 [EHashes/block mining] 

 
• SHA256 cost: 0.0402 [BTC/(PHashes/sec)/day] 

= 4.6527*10^-7 [BTC/PHashes] 
= 4.6527*10^-22 [BTC/Hash] 
 

• Block mining cost: 4.6527*10^-22 [BTC/Hash] 
*1488*10^18 [Hashes/Block mining] 

= 0.6923 [BTC/block mining] 
 

Example) The BitcoinCash Network Parameters 
(ref: BTC.com, nicehash.com as of Apr. 2019) 



Evaluate the safety! 
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Comparison of guidelines 
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Nakamoto’s Ours 

Input Attacker’s computing power • Attacker’s computing power 

• Transaction information 

• Network information 

Output Attack success probability Binary decisions (safe or not) 

Math. 

Tools 

Attack success probability • Attack success probability 

• Attack cost 

• Attack success time 

Remark Against attacks with computing 

power more than 51%, every 

transaction is always vulnerable. 

Even for attacks with computing 

power more than 51%, it is possible 

to make transactions safe. 



Summary 

We provide new analyses on DS attacks such as 
1. probabilistic behaviors of attack success time and 
2. conditions for profitable DS attacks. 

 
They enabled our new results such as 

1. riskiness of DS attacks even with less than 50% 
of computing power and 

2. a clearer guideline on confirmations. 
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Thank you 
 

contact:   jjh2014@gist.ac.kr 
  heungno@gist.ac.kr  

28 

mailto:jjh2014@gist.ac.kr
mailto:heungno@gist.ac.kr

	Profitable Double-Spending Attacks & Prevention
	슬라이드 번호 2
	슬라이드 번호 3
	Goal
	A recent (2019) guideline on�Bitcoin confirmations
	Other similar guidelines
	Why do we need a clearer guideline on confirmations?
	Presentation Outline
	슬라이드 번호 9
	Blockchain
	Double-Spending Attack
	슬라이드 번호 12
	Paper Goal
	Definitions
	Nakamoto’s result
	Our results (Main)
	Our results (2)
	Our results (3)
	Our results (3)
	Our results (3)
	Example of Profitable DS Attack�in BitcoinCash network
	Example of Profitable DS Attack�in BitcoinCash network
	Mathematical Tool to Check�Risk of Double-Spending Attack
	슬라이드 번호 24
	Evaluate the safety!
	Comparison of guidelines
	Summary
	Thank you��contact:   jjh2014@gist.ac.kr�		heungno@gist.ac.kr 

