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Bitcoin, what is it?
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Bitcoin P2P e-cash paper

NOVEMBER 1, 2008 SATOSHI NAKAMOTO CRYPTOGRAPHY MAILING LIST

I've been workin% on a new electronic cash system that's fully
peer-to-peer, with no trusted third party.

The paper is available at;
http://www.bitcoin.org/bitcoin.pdf

The main properties: .

Double-spending is prevented with a peer-to-peer network.
No mint or other trusted parties.

Participants can be anonymous.

New coins are made from Hashcash style proof-of-work.
The proof-of-work for new coin generation also powers the
network to prevent double-spending.

Bitcoin: A Peer-to-Peer Electronic Cash System

Abstract. A purely peer-to-peer version of electronic cash would
allow online payments to be sent directly from one party to another
without the burdens ofdgomg through a’financial institution.
Digital signatures provide part of the solution, but the main
benefits are lost if a trusted party is still required to prevent
double-spending. We propose a’solution to the double-spending
roblem using a peer-to-peer network. The network timestamps
ransactions by hashing them into an ongoing chain of hash-based
proof-of-work, forming” a record that cannot be changed without
redoing the proof-of-work. The longest chain not only serves as
roof Of the sequence of events withessed, but proof that it came
rom the IaE’%est pool of CPU power, As long as honest nodes control
the most CPU power on the network, they Can generate the longest
chain and outpace any attackers. The network ifself requires .
minimal structure. Messages are broadcasted on a best effort basis,
and nodes can leave and rejoin the network at will, accepting the
longest proof-of-work chain as proof of what happened whilé they
were gone.

Satoshi Nakamoto Lecture by Heung-No Lee


http://satoshinakamoto.me/2008/11/01/bitcoin-p2p-e-cash-paper/
http://satoshinakamoto.me/author/satoshinakamoto/
http://satoshinakamoto.me/source/cryptography-mail-list/
http://www.bitcoin.org/bitcoin.pdf

Bitcoin v0.1 released

January 9, 2009 Satoshi Nakamoto Cryptography Mailing List

Announcing the first release of Bitcoin, a new electronic cash
system that uses a Feer—to—peer network to prevent double-
sp%r]\dlgtg. It's completely decentralized with no server or central
authority.

= See bitcoin.org for screenshots.

= Download link: S
http://downloads.sourceforge.net/bitcoin/bitcoin-0.1.0.rar

= Windows only for now. Open source C++ code is included.

= — Unpack the files into a directory
— Run BITCOIN.EXE
— It automatically connects to other nodes

= |f you can keep a node running that accepts incoming
connections, ,
ou'll really be helping the network a lot. Port 8333 on your
irewall needs to be open to receive incoming connections.
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http://satoshinakamoto.me/2009/01/09/bitcoin-v0-1-released/
http://satoshinakamoto.me/author/satoshinakamoto/
http://satoshinakamoto.me/source/cryptography-mail-list/
http://downloads.sourceforge.net/bitcoin/bitcoin-0.1.0.rar

Genesis Block

= The Times 03/Jan/2009
Chancellor on brink of
second bailout for banks

= The Chancellor will decide within
weeks whether to pump billions more
into the economy as evidence
mounts that the £37 billion part-
nationalisation last year has failed to
keep credit flowing.

= Options include cash injections,
offering banks cheaper state
guarantees to raise money privately
or buying up “toxic assets”, 7The
Times has learnt.

https://en.bitcoin.it/wiki/Genesis block
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At the birth of Bitcoin, there were many issues
which made us to think!

= Today, currency is not money.
« USD does not have any internal value (No more gold standard).

« Currency is created by banks when someone takes out a loan or government issues
bonds (1.0.U.) to banks, or by increasing an electronic balance to the commercial
banks at the whim of FED.

= With frequent financial crises, trust to gov. has been greatly tarnished.
< People are grown wary of budget deficit and currency expansion.

= |ssues around bitcoin are
 Decentralization
« Reforming Wall Street
« Unbundling big corporations
« Reducing inequality

Lecture by Heung-No Lee



Bitcoin Issuance Schedule

Coin reward

Total coins Per block

Bitcoin - Controlled Supply
Number of bitcoins as a function of Block Height

21,000,000

20,000,000 pw—
19,000,000
18,000,000

17,000,000

16,000,000
15.000,000 Bitcoir's Controfled Supply s a function of the Block Height and the Block Reward
14,000,000
13,000,000 The block reward started at SOBTC. The block reward is halved every 210,000 blocks.
12,000,000

11,000,000 Theoretically this would lead to a maximum number of Bitcoins that tends toward 21,000,000

Due to a limitation in the present data structure of the blockchain, the maximum number of Bitcoins is actually 20,999,999.9769
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How does It work?

Public and Private Keys
Secure Hash Functions
Proof-of-Work
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Bitcoin

= Bitcoin is a chain of signatures.
 Digital money with the effect of in-person transfer of money

An e-coin is a chain of signatures.

We define an electronic coin as a chain of digital signatures. Each owner transfers the coin to the
next by digitally signing a hash of the previous transaction and the public key of the next owner
and adding these to the end of the coin. A payee can verify the signatures to verify the chain of

ownership. . -
- 6. To show his ownership
2 Tx box status, O1 signs the
1. The f,ﬁ[ TX §hOWS that O1 Transaction Transaction Transaction hash value and leaves
owns the coin. : :
: Owner 1's Owner 2's Owner 2's the signature in TX2.
2 2_: P transfer it to anybody, Public Key Public Key PublicKey | || 7. Now, anybody can
3 O1ywri£es X 2 i i verify O1's signature
4. O1 asks Owner2, the new with O1’s pubic key
owner, for his public key. Hash written in TX 1.
5. Anyone can hash the received l@% ' lr%
public key and TX1, and : -l ) 1l . Once TX 2 recorded and
calculates the hash value. ggﬂl;trt?res g;‘;ﬁg{&g g’:’éﬁg;ﬁg published, anybody can
IR JEd easily see TX 2 and knows
& & that Q1 has transferred
. 2 . B9 his coin ownership to O2.
Owner1's | Owner 2's | Owner 3's
Private Key Private Key Private Key

0
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Digital signatures provide part of the solution!

(RSA example)

A pair of private and public key generated to
each individual is given.

Bob wants to send a private message m to
Alice.

Bob encrypts m with Alice’s public key Pub_a.
y = ENC(m, )

Alice receives y and decrypts it using its
private key.

m = DEC(y, Pri a)

ENC and DEC are given and known functions.

Bob

Hello
Alice!

—= Encrypt
Alice's
public key

6EBG695 70

08 E03CE 4

Alice

——— Det:r]rptl“ a I
Alice's

private kewy
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Q1.

Ex 1)

Ex 2)

Digital Signing with RSA

Let ¢ m and n be known positive integers.
Is it easy to find d?

(me)OI =m modn -- (1)

Once d known, it is easy to check

(m¢ )e =mmodn --(2)

Let d be pri-key and e public-key.

Bob wants to send a private message m to Alice.
Bob uses public key e of Alice, send ¢ = me to Alice.
Only Alice can recover original message m, using d in (7).

Bob can append his signature h(m)? to his message m sent to Alice.
Bob uses his pri-key d to generate h(m)°.

Using Bob's pub-key e, Alice recovers h(m) via (2).

Using Bob's message m recovered from Ex1), Alice generates h(m).
Alice checks if the two hash values match.
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Private-key
Public-key

Note: bitcoin does not use RSA
but use secure hash functions
and Elliptic Curve Digital
Signature Algorithms.

But for today, we use RSA
because it is more familiar to us.
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Double Spending Problem

The problem of course is the payee can't verify that one of the owners did not double-spend
the coin. A common solution is to introduce a trusted central authority, or mint, that checks every
transaction for double spending. After each transaction, the coin must be returned to the mint to
issue a new coin. and only coins issued directly from the mint are trusted not to be double-spent.
The problem with this solution is that the fate of the entire money system depends on the
company running the mint. with every transaction having to go through them. just like a bank

We need a way for the payee to know that the previous owners did not sign any earlier
transactions. For our purposes. the earliest transaction is the one that counts. so we don't care
about later attempts to double-spend. The only way to confirm the absence of a transaction is to
be aware of all fransactions. In the mint based model. the mint was aware of all transactions and
decided which arrived first. To accomplish this without a trusted party, transactions must be

publicly announced [1]. and we need a system for participants to agree on a single history of the

order in which they were received. The payee needs proof that at the time of each transaction, the
majority of nodes agreed it was the first received.
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Bitcoin uses the internet.

Lecture by Heung-No Lee
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Bitcoin attracts P2P nodes.




P2P nodes share a blockchain.

= Blockchain is to mean a digital leger:
Blockchain is a chain of blocks.
Each block is time stamped.
Each block stores TXs.

= Blockchain also implies the technology itself.

st 2nd 500,000t block
[ ) )

000

2] ) \ ;

AlZH
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The blockchain is left open for viewing.

= The digital ledger is left open.
= Anyone can talk to a node and view the ledger. (Public Blockchain)

These ledgers are the same except the most recent blocks.

A ledger in America A leger in Korea

Lecture by Heung-No Lee 16



3. Timestamp Server

The solution we propose begins with a timestamp server. A timestamp server works by taking a
hash of a block of items to be timestamped and widely publishing the hash. such as m a
newspaper or Usenet post [2-5]. The timestamp proves that the data must have existed at the
time, obviously. in order to get into the hash. Each timestamp includes the previous timestamp in
its hash, forming a chain, with each additional timestamp reinforcing the ones before it.

|_L Hash |_= Hash >
Block Block
| ltem | | Item| | | | ltem | | ltem | | |

If a timestamp server indicates the existence of hash value at a certain time point, then a legitimate ledger can
indeed be made?

« If hash values only are published while no block contents are published, there will be no issue of scalability, and
privacy can be kept since no one other than the parties involved in the transactions can see the content of
transactions!

« But how can one verify for coin ownership and double spending transactions.
The problem is to decide who should run the timestamp server?
If a government runs it, it becomes a private blockchain (social terms it is a public chain)!

What possible problems are there if it is run by government?

17
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Reference of Bitcoin White Paper
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Blockchain & Proof-of-Work

= Aim to make a timestamp
Server in a P2P network.

Why?

Not to rely on any
central authority.

Central authority such
as banks and states

Within a nation, the
state government may
run the timestamp
server.

But for trades overseas,
P2P across different
nations is needed.

= Solution?

Distributed timestamp
P2P server network

Distributed, thus, it is
difficult to maintain the
integrity of data.

To keep the integrity of
data, POW system is
proposed!

4. Proof-of-Work

To implement a distributed timestamp server on a peer-to-peer basis, we will need to use a proof-
of-work system similar to Adam Back's Hashcash [6], rather than newspaper or Usenet posts.
The proof-of-work involves scanning for a value that when hashed. such as with SHA-256, the
hash begins with a number of zero bits. The average work required is exponential in the number
of zero bits required and can be verified by executing a single hash.

For our timestamp network, we implement the proof-of-work by incrementing a nonce in the
block until a value is found that gives the block's hash the required zero bits. Once the CPU
effort has been expended fo make it satisfy the proof-of-work, the block cannot be changed
without redoing the work. As later blocks are chained after it. the work to change the block
would include redoing all the blocks after it.

Block Block
—+t»| Prevrasn | | Nonce | »| PrevHash | | Nonce |
o Lo [ ] Lo J Lo J L]

The proof-of-work also solves the problem of determining representation in majority decision
making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone
able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majority
decision is represented by the longest chain, which has the greatest proof-of-work effort invested
in it. If a majority of CPU power is controlled by honest nodes, the honest chain will grow the
fastest and outpace any competing chains. To modify a past block, an attacker would have to
redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the
work of the honest nodes. We will show later that the probability of a slower attacker catching up
diminishes exponentially as subsequent blocks are added.

To compensate for increasing hardware speed and varying interest in running nodes over time,
the proof-of-work difficulty is determined by a moving average targeting an average number of
blocks per hour. If they're generated too fast, the difficulty increases.

O]
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Content in the blockchain cannot be changed (easily).

= What happens when any alteration is made?
,* A small alteration is easily noticeable!
/= If an unnoticeable change is wanted, a whole alteration is needed.
,:' = The whole job is to redo all the hashes of the following blocks.
» Proof-of-Work (PoW) is imposed in each block and thus the whole job cannot be made easily.

#520763 #520764 #520765 #520766
( noncel nonce 2 l nonce3 nonce4
hashO hash1 hash2 hash3
M. hash1 I M. hash2 i M. hash3 I M. hash4
f— ) feraioal |
\ < (C—, ‘ f[B>cTBTC] | ‘ | {
AN ! } o— —, —
) | | | '] ! !
e \ e — — s s . I .
M. hash1 _ hash 1 . hash 2 _ hash3

changes "~ changes ~ changes ~ changes



What is Hash Function?

= Bitcoin uses SHA256.

= The input to the hash function is a text message or a file.
= The output of the hash function is 256 bit string.

= Conditions for Good Hash Function

* (One way) With a little change in the input, the output is completely
different.

 Input distance has no relation to output distance.

« (Collision free) Given y = H(x), finding x1 such that H(x1) = y shall be
almost impossible!

« (Collision free stronger) Finding an input pair x and x1 which leads to H(x)
= H(x1) shall be almost impossible!

= See examples in MIT blockchain Demo, .
http://blockchain.mit.edu/how-blockchain-works/

Olg w= ZOoXtz 21
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Secure Hash Function I/0
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http://blockchain.mit.edu/hash
Use the Hash function at MIT

2. HASH

Data: Dear Alice, | love you very much. Bob.

Hash: 31c80779c4dd8775cT8cb337312474dded] 2b8]1defferafecslodB608cdechs]

31¢90779c4dd8775c78cb33731a474dded12b91deffebafee61648608cdec851
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http://blockchain.mit.edu/hash

SHA256, F(x) = y

X;= {x‘x IS @ message up to 1 Mbyte in size}

Y= {y‘y IS a 256bit string}

' .
64 hexadecimal
2d711642b726b04401627ca9%fbac32f5¢8530fb1903cc4db02258717921a4881

Ogk W ZoAt= 24



What i1s PoW?



Finding Good Block Summary

Let H(*) be the Hash Function

* Function F takes an input x and gives output y

y = F(x)
What is the probability to select

i ?
= F(block) = block summary (hash value) a white ball?

* Finding good block summary can be written as. @ ° O ®
0 O
@
F(block, nonce) < a certain value (PoW) ® o
@
O @° o O

= Given a block, find nonce which satisfies the ~ O J
above inequality. )(

= Once nonce found, record it in the block header.
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The probability a cpu solves (PoW) in a single
cycle, given the first four strings are zeros?

Y= {y‘y Is a 256bit string}

256/4 = 27"8/2"2 = 276 = 64

256 bit is 64 hexadecimal string

A hash value
2d711642b726b04401627ca9fbac32f5c8530fb1903cc4db02258717921a4881

A good hash value which passes the condition that the first four digits are Os.
0000f727854b50bb95c054b39c1fe5c92e5ebcfadbcb5dc279f56aa96a365e5a

¢ = the set of any hash values = 22256
a = the set of wanted hash values= 2A(256 — 16) = 27240

P1 = a/c = 27~-16 = 1/(2*16) ~ 1/64000

27
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2018 3. 14. Bitcoin Block 513377 | Bitcoin Block Explorer

https://blockexplorer.com/block/00000000000000000010858efa4900d6abc2592a387abd0cb0c6b19a71513e1b

Block #513377

BlockHash 00000000000000000010858efa4900d6abc2592a387abdocbocsb19a71513e1b

Summary 18 x 4 = 72 zero bits
Basic 8 x 4 = 32 zero bits
Number OF Transactions 40 bits 1902
Height But th|§ is based on couting 513377 (Mainchain)
hexdecimals, so
Block Reward off a bit. 12.5 BTC
Timestamp Mar 14, 2018 1:57:19 AM
Mined by AntMiner (https://bitmaintech.com/)
Merkle Root F8560518c42171a8df356Fa09611d3054267c6c62f9a64d558bbo714319...
Previous Block 513376
{blnckaDOODOOD(}ODDOODOO00e54b?8c83453844e81183?14?138020.35422@9
Difficulty 3290605988755.001
Bits 175589a3
Size (bytes) 969553
Version 536870912
Nonce 363468113
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Bitcoin Mining Hardware ASICs
@ & Jordan Tuwiner # Last updated February 12, 2019

Hobby Bitcoin mining can still be fun and even profitable if you have cheap
electricity and get the best and most efficient Bitcoin mining hardware.

Bitcoin mining is competitive. It's not ideal for the average person to mine since
China’s cheap electricity has allowed it to dominate the mining market. If you
want bitcoins then you are better off buying bitcoins.

Bitcoin Mining Hardware Comparison

Pic Miner Hash Power

W Dragonmint 16T 16.0 TH/s $2729

Antminer 59 14.0 TH/s $3.000 n

f—m Antminer R4 8.6 TH/s $1.000 n

Lecture by Heung-No Lee
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Any new node can join.

= In the public blockchain network, anyone
can join and become a guard (miner).

| want to join
please.

Lecture by Heung-No Lee 31



Miners are everywhere.

= Fach block is formed by a node.
= A node gathers TXs, validates them, forms a block.

= As a reward, the node which formed a block is given a
block mining reward (e.g. 12.5 BTC).

= Thus, they are called miners.

502t block
Formed in
China

501t block
Formed in

500t block Korea

Formed in
America

Lecture by Heung-No Lee
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5. Network
+ Consensus Rule

The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.

2) Each node collects new transactions info a block.

3) Each node works on finding a difficult proof-of-work for its block.

4) When a node finds a proof-of-work, it broadcasts the block to all nodes.

5) Nodes accept the block only if all transactions in it are valid and not already spent.

6) Nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.

Nodes always consider the longest chain to be the correct one and will keep working on
extending it. If two nodes broadcast different versions of the next block simultaneously, some
nodes may receive one or the other first. In that case, they work on the first one they received.
but save the other branch in case it becomes longer. The tie will be broken when the next proof-
of-work is found and one branch becomes longer: the nodes that were working on the other
branch will then switch to the longer one.

New transaction broadcasts do not necessarily need to reach all nodes. As long as they reach
many nodes, they will get into a block before long. Block broadcasts are also tolerant of dropped
messages. If a node does not receive a block, it will request it when it receives the next block and

realizes it missed one.

» Are there any guarantee for transactions to be included into blocks?

» With a large incentive(tx fee), a tx can be put on high priority, but if the production
rate of txs is higher than the service rate, then there must be some transactions not
to end up in the blockchain.

33
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Consensus mechanism plays the key
role in blockchain.

= Multiple different chains are possible, as miners work independently.
= When any two chains are available, miners choose the longer one!

Which one wins when there are two chains announced?

100t block mined
Hooray!

5955
8935

101t block mined
Hooray!

Longer chain wins!
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Blockchain
Scalability

= Use Merkle tree and save disk space
= Save the blockhash in the header.

* Those tree branches recording past
transactions are erased but the hash
values are kept.

» 80 byte Blockheader

1. Prev hash: 256 bit = 278 =
2A5%(213) = 2A5 Bytes = 32
Bytes

2. Roothash = 32 Bytes

3. Nonce = 4 Bytes = 32 bit

4. Time

5. Difficulty

6. version

7. Reclaiming Disk Space

Once the latest transaction in a coin is buried under enough blocks, the spent transactions before
it can be discarded to save disk space. To facilitate this without breaking the block's hash,
transactions are hashed in a Merkle Tree [7][2][5], with only the root included in the block's hash.
Old blocks can then be compacted by stubbing off branches of the tree. The interior hashes do
not need to be stored.

Block Block
Block Header (Block Hash) Block Header (Block Hash)

| Prev Hash || Nonce | | Prev Hash || Nonce |

Root Hash

CHash0l ||| | Hash23 | [ Hasho | '"H:;;r}ii'a'"

Hash0} {Hashi] [Hash2] [Hash3 Hashd  {Hashd|
f | A A 'y

[mo] [ ] [m2] [1a] T3

Transactions Hashed in a Merkle Tree After Pruning Tx0-2 from the Block

A block header with no transactions would be about 80 bytes. If we suppose blocks are
generated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year. With computer systems
typically selling with 2GB of RAM as of 2008, and Moore's Law predicting current growth of
1.2GB per year, storage should not be a problem even if the block headers must be kept in
Memory.
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80 Byte Block Header

Bytes Name

4 version

previous block
32 header hash

32 merkle roothash

4 time
4 nBits
4 nonce

Data Type

int32_t

char[32]

char[32]

uint32_t

uint32_t

uint32_t

Description

The block version number indicates which set of block validation rul
es to follow. See the list of block versions below.

A SHA256(SHA256()) hash in internal byte order of the previous bloc
k's header. This ensures no previous block can be changed without a
Iso changing this block’s header.

A SHA256(SHA256()) hash in internal byte order. The merkle root is
derived from the hashes of all transactions included in this block, en
suring that none of those transactions can be modified without mod
ifying the header. See the merkle trees section below.

The block time is a Unix epoch time when the miner started hashing
the header (according to the miner). Must be strictly greater than th
e median time of the previous 11 blocks. Full nodeswill not accept bl
ocks with headers more than two hours in the future according to t

heir clock.

An encoded version of the target threshold this block’s header hash
must be less than or equal to. See the nBits format described below.

An arbitrary number miners change to modify the header hash in or
der to produce a hash less than or equal to the target threshold. If a
Il 32-bit values are tested, the time can be updated or the coinbase

transaction can be changed and the merkle root updated.

Source : https://bitcoin.org/en/developer-reference#block-headers
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https://bitcoin.org/en/developer-reference#block-headers

Longest chain
Is trusted,
why?

» A headers-only chain can be used
for simplification!

= For full verification, one can
download the full chain with full
transaction record.

» But there is no guarantee with
regard to chain’s validity even for
the full chains are used, as
attacks are possible at any time
and thus the network is
vulnerable whenever network is
overpowered by attackers.

* There is no guarantee that one
obtains the longest chain by
querying either.

=  But when one has been around
for sufficiently long time, then it
shall not be difficult for one to
obtain the longest chain.

= Things work as long as honest
nodes control the network.

= But when there are nodes
complaining inconsistencies and
discontinuities, it becomes the
time to stop believing the
integrity of even the longest
status-quo chain.

8. Simplified Payment Verification

It is possible to verify payments without running a full network node. A user only needs to keep
a copy of the block headers of the longest proof-of-work chain, which he can get by querying
network nodes until he's convinced he has the longest chain, and obtain the Merkle branch
linking the transaction to the block it's timestamped in. He can't check the transaction for
himself, but by linking it to a place in the chain, he can see that a network node has accepted it,
and blocks added after it further confirm the network has accepted it.

Longest Proof-of-Work Chain
Block Header Block Header Block Header
— > PrevHash | | Nonce | » PrevHash | | Nonce | » PrevHash | | Nonce | —

Fasho! rasn23 |
\ Merkle Branch for Tx3

|

As such, the verification is reliable as long as honest nodes control the network, but is more
vulnerable if the network is overpowered by an attacker. While network nodes can verify
transactions for themselves. the simplified method can be fooled by an attacker's fabricated
transactions for as long as the aftacker can continue to overpower the network. One strategy to
protect against this would be to accept alerts from network nodes when they detect an invalid
block, prompting the user's software to download the full block and alerted transactions to
confirm the inconsistency. Businesses that receive frequent payments will probably still want to
run their own nodes for more independent security and quicker verification.
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Payment and changes

= How to get the
change?

9. Combining and Splitting Value

Although it would be possible to handle coins individually, it would be unwieldy to make a
separate fransaction for every cent in a transfer. To allow value to be split and combined,
transactions contain multiple inputs and outputs. Normally there will be either a single input
from a larger previous transaction or multiple inputs combining smaller amounts, and at most two
outputs: one for the payment, and one returning the change, if any, back to the sender.

Transaction

|
EE
?E

It should be noted that fan-out, where a transaction depends on several transactions, and those
transactions depend on many more, is not a problem here. There is never the need to extract a
complete standalone copy of a transaction's history.

©
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Privacy, by Anonymous Pub Key

Blockchain is published.

Privacy is maintained by keeping
public key anonymous!

Additional privacy by using new
public key per transaction!

10. Privacy

The traditional banking model achieves a level of privacy by limiting access to information to the
parties involved and the trusted third party. The necessity to announce all transactions publicly
precludes this method, but privacy can still be maintained by breaking the flow of information in
another place: by keeping public keys anonymous. The public can see that someone is sending
an amount to someone else, but without information linking the transaction to anyone. This is
similar fo the level of information released by stock exchanges, where the time and size of
individual trades, the "tape", is made public, but without telling who the parties were.

Traditional Privacy Model

. " Trusted -
|dentities Transactions —— Third Party —= Counterparty Public
New Privacy Model
|dentities Transactions —=  Public

As an additional firewall, a new key pair should be used for each transaction to keep them
from being linked to a common owner. Some linking is still unavoidable with multi-input
transactions, which necessarily reveal that their inputs were owned by the same owner. The risk
is that if the owner of a key is revealed, linking could reveal other fransactions that belonged to
the same owner.

Ol W Lotz 39




How Difficulty to Attack?

What happens when the
attacker’s chain
dominates the honest
chain?

The best attack that can
be made is to alter its
own transaction.

Namely, reclaim what he
has paid.

Gambler wins a dollar

P
ny

11. Calculations

‘We consider the scenario of an attacker trying to generate an alternate chain faster than the honest
chain. Ewven if this is accomplished, it does not throw the system open to arbitrary changes, such
as creating value out of thin air or taking money that never belonged to the attacker. Nodes are
not going to accept an invalid transaction as payment, and honest nodes will never accept a block
confaining them. An attacker can only try to change one of his own fransactions fo take back
money he recently spent.

The race between the honest chain and an attacker chain can be characterized as a Binomial
Random Walk. The success event is the honest chain being extended by one block, increasing its

lead by +1, and the failure event is the attacker's chain being extended by one block, reducing the

gap by -1.

The probability of an attacker catching up from a given deficit is analogous to a Gambler's
Ruin problem. Suppose a gambler with unlimited credit starts at a deficit and plays potentially an
infinite number of frials to try to reach breakeven. We can calculate the probability he ever

ann
o

Gambler loses a dollar

L]
T

N

QL v

reaches breakeven, or that an attacker ever catches up with the honest chain, as follows [8]:

p = probability an honest node finds the next block
q = probability the attacker finds the next block
q. = probability the attacker will ever catch up from z blocks behind

| 1 ifpsq]

—_ b

= \(g/p) if p>q|
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Double Spend Race Attack

A announces a TX showing A sends B 1 BTC at the
end of time tO0.

This TX gets into a block (1 confirmation) at t1.
B waits until he gets the 5th confirmation at t5.
A is the attacker.

A starts preparing a double spend attack at t0.
Namely, A grows its own chain. His chain has replaced
the TX A->B 1BTC with a TX, A -> A1 1BTC. A1 is
another public key of A.

At t5, A has mined 3 blocks and needs to decide if he
continues to grow his own chain or not.

-

AttA| 2!
k bIocki

.

/w0t t

1BTC

1
|
/‘ A->B
:
1
1
1
)
1
1
1
1
1
1
1
1
1
1

A -> A1
\ ' 1BTC

e —y—— V|

x

|0

/

7
o

starting

GR race begins

| A=

Attack Success Probability(q, z)

2

k=0 {1

A is the average number of blocks that
the attacker mines in z unit of time

k>

k<z
k>z

(q/p)™" k<z

z

|

} Poisson(A = zq/ p)

(zq/ p)k g v
k!
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Attacker is the payer, fooling the payee!

Given z blocks added.
Assumed average time
took by the honest
nodes.

Given our assumption that p > ¢. the probability drops exponentially as the number of blocks the
attacker has to catch up with increases. With the odds against him, if he doesn't make a lucky
lunge forward early on, his chances become vanishingly small as he falls further behind.

We now consider how long the recipient of a new transaction needs to wait before being
sufficiently certain the sender can't change the transaction. We assume the sender is an attacker
who wants to make the recipient believe he paid him for a while, then switch it to pay back to
himself after some time has passed. The receiver will be alerted when that happens. but the
sender hopes it will be too late.

The receiver generates a new key pair and gives the public key to the sender shortly before
signing. This prevents the sender from preparing a chain of blocks ahead of time by working on
it continnously until he is lucky enough to get far enough ahead. then executing the transaction at
that moment. Once the transaction is sent, the dishonest sender starts working in secret on a
parallel chain containing an alternate version of his transaction.

The recipient waits until the transaction has been added to a block and z blocks have been
linked after it. He doesn't know the exact amount of progress the attacker has made. but
assuming the honest blocks took the average expected time per block. the aftacker's potential
progress will be a Poisson distribution with expected value:

-4
P

To get the probability the attacker could still catch up now, we multiply the Poisson density for
each amount of progress he could have made by the probability he could catch up from that point:

= Ake—-’\ [(q;tp)[:—k'? Unké__}
,;0 |1 ifk>z|

Rearranging to avoid summing the infinite tail of the distribution...

z k. _—a
e

1—;} Ak! (1—(g/p)"")

Converting to C code...
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Two Novel Results

1. Profitable Double-Spending Attacks
2. Scalable DeSecure Blockchains
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Profitable DS Attacks



https://arxiv.org/abs/1903.01711

Profitable Double-Spending Attacks

Jehyuk Jang and Heung-No Lee. Senior Member, IEEE

Abstract—Our aim in this paper is to investigate the
profitability of double-spending (DS) attacks that manipulate a
priori mined transaction in a blockchain. Up to date, it was
understood that the requirement for successful DS attacks is to
accupy a higher proportion of computing power than a target
network’s proportion; ie., more than 51% proportion of
computing power. On the contrary, we show that DS attacks
using less than 50% proportion of computing power can also be
vilnerable. Namely, DS attacks using any proportion of
computing power can occur as long as the chance to making a
good profit is there; i.e., revenue of an attack is greater than the
cost of launching it. We have novel probability theory based
derivations for calculating time finite attack probability. This
can be used to size up the resource needed to calculate expected
attack cost and expected attack success time. The results enable
us to derive sufficient and necessary conditions on the value of a
target transaction which make DS attacks for any proportion of
computing power profitable. They can also be used to assess the
risk of one’s transaction by checking whether or not the
transaction value satisfies the conditions for profitable DS
attacks. Two examples are provided in which we evaluate the
attack resources and the conditions for profitable DS attacks
given 35% and 40% proportions of computing power against
Syscoin and BircoinCash networks, and quantitatively shown
how vulnerable they are.

Index Terms— Blockchain,

Bitcoin, Double-Spending

Ranafood 0.6%

ETCcom: 16%

Bieein coem: 0 7
SECOIN:0.9 -7
e

BiFury: 1.5 <

Bixin: 1.7%
DPOOH: 2.7%
BinC by Mtk 3 080 ; e AAUPROL | 3.6%
Poolin: 5.4%
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FEPoul: 3.7%
Dhnkrewn: | 3 P
SlushPoed: 10.3%

VaBTC: 118
Fig. 1. Computation power distribution among the largest mining pools
provided by dlockchain com (date accessed: 22 Oct. 2018).

succeeds in generating a new block, he/she has the latest
version of the chain. All of the peers continuously
communicate with each other to share the latest chain. If a
peer suffers from a conflict between two or more different
chains, the consensus rule provides a rule that a single chain
is selected. Satoshi Nakamoto suggested the longest chain
consensus for Bitcoin protocol which conserves the longest
chain among the conflictions [1]. There are also other
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DEfl“lth“S (Mary the attacker)

Pa

Mary's portion of computing power (0~100%)
Network’s portion of computing power (p4+py=100%)
Miners' average block generation speed [blocks/sec]
Block confirmation number

Attack cut time for cut loss

Attack success time (random variable)

X Mary's average block generation speed A4= Ay pa/(1 — py).

Definition. A DS attack succeeds if

* Target transaction has got Nz~ blocks confirmed,

* Mary’s chain has grown longer than the public chain, and
* the above two conditions have been satisfied within a cut

46




Meaning of Computing Powers

 py,=06vs. p,=04
(Network 100% vs. Attacker 66.6%)

Network’s computing power Attacker’'s computing power
(pn=0.6) (p4=0.4)

25,523 PHashes per Sec.

38,285 P hashes per sec. = 38,285%(4/6)
(As of Feb. 2019)
A71=900 s.p.b.
Ay'=600 sec per block DS Attack =600*(6/4)

(Fixed Bitcoin)
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Our results (Main)

Definition. A DS attack is profitable if and only if the expected
revenue is greater than the expected cost.

X Revenue: cheating value of target transaction
X Cost: operating expense for computing hash functions

Theorem. For all attacker’s fractions of computing power py4
(1%~99%), DS attacks are profitable if the value V of target
transaction is greater than

AP 4E[Tys]
(1 = pa) Pas@a teus; Nac)

VSuf(PAi Ngc) =v'(pa)

“Even though p4 is less than 50% ,
Mary can make a profitable DS attack.”
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Our results (2)

Theorem. A DS attack using p, less than 50% are profitable
only if a finite cut time t,,; < oo is given.

» The odd that Attacker’s chain NEVER catch up w/ the network chain is
nonzero.

> If there is no time limit and fake chain does not catch up with the public
chain, the operating expense is infinity.

» To avoid this, attacker should give up her attack at a certain cut time to cut
loss.
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Our results (3)

“We provide the probability density function of attack success time.”

» DS attack is modeled as a competition of two Poisson processes.

» There are infinitely many combinations for the two Poisson processes to
compete which give a DS attack success at the end.

» There are infinite possibilities Mary's chain can catch up with the public
chain.

» We came up with a novel way of calculating probabilities, using
combinatorics and generating functions.

| mm= Mary's chain I
mmmm Public chain 1 |

e _— -

Infinitely manyJE// r,—l—j rl h
combinations ( :
\ :,/
~ //l
I Y
| >

Double-spending
Attack Success! 50

Lengths ‘
of chains

\
) Attack success time is

a random variable.




Our results (3)

Proposition 4. The PDF of pAS time 1, has a closed-form expression..

pre” (pups (A1) )»
(2N3c)!

2N .
J BC j—l 2
: Z (NBC _J 2F3(a;h;PAFH(ATI) ) ;

_."\-BC

e (pmr)“‘“[ Z(mr J

Jr. 0=

t (Nge-1)
+(1-P, 5 )8(1—).
where F, (a ;b;x) is the generalized hypergeometric function with the parameter vectors.
a:{ Ny +1-j/2 ]J
Ny +1/2—j/2
and.

2Ng+2—j
b= N+l |.
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New Result on PDF over time
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Ex: BitcoinCash network

BitcoinCash Public Info.
> The amount of TXs over 24 hours is about 10 billion dollars.
> Miners’ average block generation time A5* is fixed to 600 secs.
» Block confirmation number (N) of target transaction: 5

Mary's Hidden Info.
» Average block generation time: 1143secs (p4 =35%)
> Attack cut time (t,,): 3hours 36mins
» Operating cost per time: y

Analysis Result
» The value of target transaction: V

> Expected attack success time(T,s)(if attack succeeded): Thour 42mins

Profit Info.
> Expected revenue: 0.22 xV

> Expected cost: 0.22*(Thour 42mins)*y+0.78*(3hours 36mins)*y
> Profit=(expected revenue)-(expected cost)

54




Ex withBritcoinCash network

Profit Info.
> Expected revenue: 0.22 xV
> Expected cost: 0.22*(Thour 42mins)*y+0.78*(3hours 36mins)*y
> Profit=(expected revenue)-(expected cost)

« How to make attack profitable?

“Make a target TX value V i.e. Profit>0."

» The operating expense per time (y) is given in internet.
» For example, nicehash.com provides a rental service of hash power.
» According to nicehash.com, the expected cost is 2.909 BTC.

‘If V> 13.225 BTC, this attack is profitable.




Profitable DS Attack Contribution

New theorems and propositions are developed such as
1. probabilistic behaviors of attack success time and
2. conditions for profitable DS attacks.

These tools enabled our analyses such as

1. riskiness of DS attacks even with an attack less
than 50% of hash power and

2. guidances to prevent profitable DS attacks.



Scalable DeSecure
Blockchains

PoW is fundamental.
But there Is problems.
Let us fix its problem and use it.
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Proof-of-XXX, Many alternatives to PoW

Pros Cons Coins within top 50 rank
PoW - Strong security * Extreme computing power
(Proof-of- - Difficult to produce * 51% attacks . ‘
Work) - Easy to verify « Transaction speed / Transaction thr Y
oughput Bitcoin  Ethereum

* Energy & hardware efficiency * Recentralization
* Much more expensive 51% * The rich-get-richer
attacks * "Noting at stake” problem

DPoS + Scalability and speed
(OLENL I - Energy & hardware efficiency » Recentralization

PoS) * Encouraging good behavior by re  « DDoS attacks
al-time voting

PoA

* Much more expensive 51% )
(Proof-of- attacks P ’ « Extreme computing power

Activity) « Decentralization . _I?Ecer?tLallzathnh
- Validators are randomly selected. e rich-get-richer

decrep
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DeSecure Blockchain aims to resolve the re-centralization problem without
sacrificing the secureness!
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Blockchain Trilemma?
Scalability

blockchain systems can only at most have two
of the following three properties

- Vitalik Buterin, Sharding FAQ , ,
https://qithub.com/ethereum/wiki/wiki/Sharding-FAQ Decentr?ﬂzed SeC'l”ty
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« Wrong approach!
* Not in a single blockchain, can it be achieved!

« We shall promote many decentralized secure (DeSecure) blockchains
to achieve scalability!


https://github.com/ethereum/wiki/wiki/Sharding-FAQ
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1. Web server interface networking of peers

* Node registration, get-address, give-address

* Full node or light node

« Communication among the wallets and the miners

2. Wallet for TX generations

» Make private and public keys, address, store UTXOs, make TX, put signature,

announce it to the neighbor, check to see if the TX is supported by the blockchain.

3. Consensus Mechanism

- Data: Genesis block + regular blocks, one block every 10 min, block-size 11
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» Protocol: consensus, block header, difficulty level adjustment, ...

« Mining: Get the longest chain, validate it and all transactions within it, '?et
transactions from mempool and form a block, run SHA repeatedly unti

J

ou hit a

POOd hash, put the proof into the block header, and attach the proofed block to the
o)

ngest chain, and make announcement ASAP.

Program Suite
« C++, Python, Go, Java, Flask, http
* Download and run, then you have a blockchain server.
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Error Correction Codes Consensus

Sangjun Park. Haeung Choi. and Heung-No Lee, Senior Member, IEEE

Abstract— The protocol for a crypto currency is, it can be said,
largely divided into three parts: consensus, wallet, and
networking overlay. Consensus deals with coming to an
agreement among participating nodes to the current status of its
blockchain. The status of the blockchain shall be updated only
through valid transactions. This objective shall be achieved
among trustless rational peer nodes. A proof-of-work (PoW¥)
based consensus has been proven secure and robust thanks to its
simple rule, and thus has served as a firm foundation for many
cryptocurrencies including Bitcoin and Ethereum. Should more
number of robust PoW systems be available, more reliable and
stable cryptocurrencies c¢an be created upon them.
Cryptographically proven hash functions have been used for
PoWs. In this paper, we aim to introduce a new class of
cryptocurrency proof-of-work (PoW) algorithms. Channel codes
and its decoders can be utilized, we aim to show in this paper, to
create a new class of proof-of-work puzzles. A decoder of an error
correction code can be concatenated with the cryptographic hash
function to create a reliable and robust new PoWW puzzles. Linear
error-correction block codes and their decoders are suggested
here without loss of generality. Under the proposed scheme, the
PoW puzzle can be made to change from block to block.
Time-varying puzzles shall be useful in repressing the emergence
of hardware based mining machines and the re-centralization
issue of mining markets can be addressed.

Index Terms— Consensus, Cryptocurrency, Blockchain,
Proof-of-Work,Error Correction Codes, Hash Functions

to mint a specified amount of coins as mining rewards. If a node
was re-forging any mined blocks, it could not but spend the
total amount of PoW done to the block when it was created.

The concept of the bitcon consensus mechanism is simple.
A cham with more work accumulated into it wins the adoption
by miners. Miners make rational decision for maximizing their
profit The chance to maximize their profit is greater when they
seek and extend the longest chain with more proof of work done
to it. To inderstand whether this decision is rational or not, we
consider a simple example. We assume that we have two chains
in competition. One chain is longer than the other chain The
longer chain shall be adopted by the other miners because a
longer one has the most PoW work accumulated into it. Then,
the other miners have to select and extend the longer chan;
otherwise, their chance of making a mining success later on, by
selecting to working on a shorter cham, is probabilistically
smaller.

In the bitcoin network, any miner needs to attach the proof,
called nonce, mto the mined block header if this miner solved a
specified puzzle. The task of verifying the given proof shall be
easy but the task of obtaming the proof shall be very difficult.
The puzzle is designed using the Secure hash algoritim (Sha)
function [3]. Sha is good enough for this role. But, there is a
problem which is that the puzzle constructed using only Sha is
fixed and does not change over time to mine bitcoin. In 2013, as

¥ A & X| IEEE trans. Information Forensics and Securityofl XIZ& 0|8
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Summary

» Bitcoin white paper was born in the time of
financial crisis.

* It has problems such as re-centralization, burning
of electricity.

 But it is fundamental to blockchain security.

 Preventing DS attacks is necessary for any
blockchain.

» Scalability can be resolved with a community
build up with many DeSecure blockchains
deployed.
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