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Abstract
GIST Blockchain-Economy Center (BEC, Director Heung-No Lee) aims to 
introduce the Decentralized Secure(DeSecure) blockchains it has been 
developing since 2018. They aim to resolve the re-centralization problem of 
today’s mining market. One of the key ideas is to have the proof-of-work (PoW) 
puzzle time-varying from block-to-block, using the error-correction-codes (ECC). 
Two new blockchains based on Bitcoin and Ethereum are to be developed 
using new consensus algorithm based on this new ECC-PoW. Time-varying 
puzzles make it very difficult to develop an ASIC mining chips. As the result, 
with the size of network growing, the difficulty level needs not be growing as 
well. As such, energy spent for mining can be controlled. The proposed ECC-
PoW mechanism is to be explained in details. In addition, our plan to hardfork
Bitcoin and Ethereum, by replacing the SHA based PoW with the proposed 
ECC-PoW, and by developing two new DeSecure blockchains, i.e. BTC-ECC 
and ETH-ECC, is discussed. The two DeSecure blockchains will be openly 
shared under an open source license at Github. We address how DeSecure
blockchains can be used to resolving the issue of scalability. Our schedule to 
release the cores (C++ and Go) and technical meet-ups will be addressed. 
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Bit coin’s Ideals

 Since birth in 2009, Bitcoin has never stopped breathing and alive currency system.

 It is a global digital currency which works beyond national boundaries.

 It  was the t ime when trust on the banks and governments were severely degraded.

 Ideals around bitcoin are 
Decentralization 
Reforming Wall street
Unbundling big corporations
Reduction of  inequality 
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Et hereum’s Ideals 

 Ethereum network allows not only coin TXs, but also doc f iles and computer codes.

 A decentralized app (Dapp) runs a front end code ; a backend code  runs in the Eth Net .
 cf) For an ordinary app, the  backend code  is running on a centralized server.

 Smart contracts 
 A compute r code  can be  executed and advanced to the  next stage  each time  a 

contractual te rm matures.

 Decentralized autonomous organization has its bylaw written in smart contracts. 
 The  organization spends tokens and makes governance  decisions w.r.t . smart 

contracts. 

 Lex Cryptographia!
 Uprooting capitalism and democracy for a just society! 
 Sharing Economy! 7



Novel DeSecure Blockchains

• BTC and ETH are great BUT they are
• Re-Centralized
• Scalability Issue
• Said to be too slow and small 

• We aim to approach these two issues with DeSecure blockchains
• Anti-ASIC ECC PoW
• Ecosystem of DeSecure blockchains

• DeSecure blockchains uses novel Error-Correction Code PoW. 

• We aim to provide two DeSecure blockchains, ETH-ECC and BTC-ECC. 



They Have Sought  Alt ernat ives t o SHA-PoW, BUT

PoW
(Proof -of -

Work)

PoS
(Proof -of -

St ake)

DPoS
(Delegat ed 

PoS)

• Strong security 
- Dif f icult  to produce
- Easy to verify 

Pros Cons Coins wit hin t op 50  rank

• Extreme computing power
• 51% attacks
• Transaction speed /  Transaction 

throughput

• Energy & hardware ef f iciency
• Much more expensive 51% attacks

• Recentralization
• The rich-get- richer 
• “Noting at stake” problem

• Scalability and speed
• Energy & hardware ef f iciency
• Encouraging good behavior by real-

t ime voting

• Recentralization
• DDoS attacks

PoA
(Proof -of -
Act ivit y)

• Much more expensive 51% attacks
• Decentralization
- Validators are randomly selected.

• Recentralization
• Extreme computing power
• The rich-get- richer



Comparison to Existing Scalability Solutions
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DeSecure Blockchain aims to resolve the re-centralization problem without sacrificing the securedness

and decentralization! 

Type DeSecure Bitcoin Ethereum

Name
Multi-level,

multiple chains
Seg-Wit Lightening Network Plasma Sharding

How
Many ECCPoW based chains 

can talk to each other via 

value-exchange service

Realize by modifying 

a block data structure

Allow off-chain 

transactions and record 

the end result of these 

transactions into the main 

blockchain

Allow transactions in child 

chains, TX records end up 

at the main chain are 

limited. 

Divide BC DB with 

multiple shards

Pro
Many different services and levels 

of chains can co-work.
Easy to realize

Faster transactions

Small TX fees

Faster transactions

Small TX fees
Faster transaction

Con
No single chain solution

Requires an ecosystem
Small improvement

The content of off-chain 

transactions lost

Some TX content lost

Only full node can run this

Increased 

SW complexity



We aim to Replacing SHA-PoW with ECC-PoW!

Three key parts

1. Web server interface networking of peers 

 Node registration, get-address, give-address

 Full node or light node

 Communication among the wallets and the miners

2. Wallet for TX generations

 Make private and public keys, address, store UTXOs, make TX, put signature, announce it to 
the neighbor, check to see if the TX is supported by the blockchain.  

3. Consensus Mechanism

 Data: Genesis block + regular blocks, one block every 10 min, block-size 1Mbyte 

 Protocol: consensus, block header, difficulty level adjustment, …

 Mining: Get the longest chain, validate it and all transactions within it, get transactions from 
mempool and form a block, run SHA repeatedly until you hit a good hash, put the proof into 
the block header, and attach the proofed block to the longest chain, and make announcement 
ASAP.  

Program Suite

 C++, Python, Go, Java, Flask, http

 Download and run, then you have a blockchain server. 
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Consensus Engine

Blockchain Core Program



#520763

AB 2BTC

nonce1
hash0

M. hash1

#520764

nonce 2
hash1

M. hash2

#520765

nonce3
hash2

M. hash3

#520766

nonce4
hash3

M. hash4

BC 1BTC

CD 0.5BTC

M. hash1
changes

hash 1
changes

hash 2
changes

hash3 
changes

Pow is f undament al t o OPEN blockchains!
 What happens when any alteration is made?

 Proof-of-Work (PoW)

 Immutability and openness allow transactions.
 A B 2 BTC
 B C 1BTC
 C D .5 BTC



ECC-PoW aims to resolve Recentralization Issue.
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 ASIC  Mining Moguls  Discourage Average Miners 

 Prone to Collusion, Censorship 

Recentralized
Decentralized again

1. ASIC resistant

2. Vulnerability to DS attacks reduced



There are it ems t o consider f or a new PoW!

 A new puzzle generation system is capable of varying puzzles from block
to block with the following propert ies:

P1: Easy to verify but dif f icult to prove
P2: Robust to detect block modif ication attacks
P3: Controllable in changing the dif f iculty level
P4: Open to anyone with a CPU
P5: Unf ixed and changeable from block to block

 The re-centralized problem can be resolved thanks to P5.



Novel Error Correct ion Codes PoW (ECCPoW)

 There are many one-way functions in Inverse Problems such as Error Correction Codes, Sparse-Signal
Recovery, Space-Time Coding, Sphere-Decoding, Digital Communications Receiver algorithms.

 In these problems, encoding is easy but decoding is t ime-consuming!

 We combine a Error Correcting Code framework with SHA-xxx.

 The decision of mining success is made with the output of the above decoder.

Nonce generator
(incremental or 

random)

SHA-xxx
functionInput of 

SHA-xxx
Output of 
SHA-xxx

Decoder in the 
Error Cording 

Code Framework Output of 
decoder



Novel ECCPoW Consensus mechanism, how! 
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▣ ECCPoW Engine
• Compound code of SHA and LDPC decoder. 
• Variable size of Parity Check Matrix (PCM)  Amt of resource (mem, comp) varies. 
• PCM is varied by the hash of the previous block. 

Nonce 
Generat

or

Variable 
nodes n

Check
nodes m

Low Density Parity Check (LDPC) Decoder

  

 

Secure Hash 
Algorithm 256


  


  

 
 

 
The nodes are connected using a parity check matrix H of size m × n.

This H is randomly constructed from a previous hash value.

Current Block 
Header
(CBH)

A hash vector of size n is constructed using all of the outputs of Sha256

Secure Hash 
Algorithm 256

Secure Hash 
Algorithm 256

( )1:=Sha256 nonce,CBHs ( )2:=Sha256 1s s ( )
256256

1: Sha256 nn 
  

+ =   
s s

nonce

CBH

Decision
No YesT

m=Hn 0

An output vector 
n of size n

1s 2s
256
n  

s

※ 국제 학술지 IEEE trans. Information Forensics and Security에 제출예정



● Wrong approach!● Not in a single blockchain, can it be achieved!
● We shall promote many decentralized secure (DeSecure) 

blockchainsand approach the scalability problem!  
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Blockchain Trilemma?

“ blockchain systems can only at most have two
of the following three properties

- Vitalik Buterin, Sharding FAQ
https://github.com/ethereum/wiki/wiki/Sharding-FAQ

”

Scalability

Decentralized Security

https://github.com/ethereum/wiki/wiki/Sharding-FAQ


Profitable DS Risk Analysis
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Block Confirm #

TX Size

<Risk Analysis Algorithm>

Risky

SAFE

Border Line
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※ 국제 학술지 IEEE trans. 
Information Forensics and 
Security에 제출됨

https://arxiv.org/ftp/arxiv/
papers/1903/1903.0171
1.pdf

※ Jahyuk will 
present 
tomorrow 
afternoon!

https://arxiv.org/ftp/arxiv/papers/1903/1903.01711.pdf


Provision of DeSecure chains, use ecosystem to solve 
Scalability issue!
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▣ Global chains  national chains  local chains

▣ One chain is designed to hold only up to 20 DApps

Chain 0

Chain 2-
3

Value 
Exchange

Block Chain
Chain 2-
2

Chain 2-
1

Chain 1-
1

Chain 1-
2

Low TPS 

Global Nets

High Delay

High TPS

Local Nets

Low Delay

Large Tx (Assets)

Small Tx

(Utility Coins)

<Multi-level DeSecure chains>



Block code

 A block code C(N, Rate , G, F, ENC, DEC, GF(q)) is we ll de fined as a collec tion of codewords. When, q = 2, it
is a binary system.

 N is the dimension of the code (e .g. N = 512)
 Rate = (N – M)/ N is the rate of the code , where M < N.
 For example , with N = 10 24 and M = 256, Rate = 3/ 4.

 G is the Generator matrix with dimension N × (N – M).
 F is the Check matrix with dimension, M × N.
 G and F are orthogonal to each othe r, i.e ., FG = 0 .

 A message vector m is an (N – M) × 1vector.
 A codeword c , an N x 1 vector, is an e lement of the code and can be generated by multiplying a message

vector m to the Generator matrix G, i.e ., c = Gm .

 Galois Fie ld of size q, GF(q), is used for addit ion and multiplication operations and storage of numbers in the
system.



Block code, encoder and decoder

 ENC implies the encoder function, i.e., ENC takes the message vector m as the input and produces a
codeword vector corresponding to it, e.g. c = ENC(G, m).

 DEC implies the decoding function; DEC takes an arbitrary vector e and returns a closest codeword 𝐜𝐜 ̂ , i.e .,
𝐜𝐜 ̂ = DEC(F, e).

1( )MGF q ×∈s
( )M NGF q ×∈F

1( )NGF q ×∈e

Encoder : Given ,  find ( , )
ˆDecoder :  Given , find ( , )

Enc
Dec

=
=

e s e G
s c s F

s F
e

=
M N<



Decoder 

 DEC is to f ind a codeword 𝐜𝐜 ̂ most close to the input word e.
 For the concept of distance , the Hamming distance can be used.

For example , DH(e, 𝐜𝐜 ̂ ) = ||e – 𝐜𝐜 ̂ ||0 is the number of non-ze ro values in the (e – 𝐜𝐜 ̂ ) vector.

 There are many ways to find 𝐜𝐜 ̂ satisfying F𝐜𝐜 ̂ = 0 .

 We propose to use the message passing graph decoder for its exce llency in accuracy and superiority in
decoding speed.

This is to prevent a cheating attack in which a smart mine r comes up with a new decoder algorithm of his
own deve loped and outpaces the regular miners using the designated decoder. If this is allowed, a hidden
advantage goes to the smart miner.



Geomet r ical Explanat ion

DEC(   ) = 

2256 vectors

Rate ¼ code
= 264

Condit ion set
Nearest codeword
mapping of e to �̂�𝐜 .

�̂�𝐜 = e - 𝐜𝐜
is the sparse
error pattern. 



Diagram of  ECCPoW

Nonce generator
(incremental or random)

Merkle 
function

A set of  transactions

SHA-xxx
functionNonce

Version, 
dif f iculty, 
t imestamp,
…

Condit ion 
check

No

Yes

Block generation & 
Broadcast

Previous hash value Generate a check matrix
𝐅𝐅 ∈ {𝟎𝟎,𝟏𝟏}𝑀𝑀×𝑁𝑁

Generate  an input 
se t

Input se t  S

vector e

Graph Codeword
Mapping
�̂�𝐜=Dec(e, F) 

De tected codeword  �̂�𝐜 and �𝐞𝐞

기존의 bitcoin 시스템

새롭게 추가된 부분

Merkle  tree  value

Pre . hash
Merkle root
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Big Pict ure of  ECCPoW



Generat e a Check Mat r ix

 Parameter set St = {ht-1, code parameters};
 GenCheckMatrix(St) = Ft
 Generate a check matrix Ft w.r.t . previous hash ht-1.
 Takes the previous hash ht-1as the input to this routine .
 That is, Ft changes from block to block.

Previous hash 
value

Generate  a check matrix
𝐅𝐅𝒕𝒕 ∈ {𝟎𝟎,𝟏𝟏}𝑀𝑀×𝑁𝑁 Ft



Pseudo Code of  t he Decoder

 Input:
 Hard decision of  a priori LLR:

 Iteration: repeat until converse
 Update variable- to-check node messages for t = 1, 2, …, N and     :

 Update  check- to-variable  node  messages for l = 1, 2, …, M and : 

 Output
 Hard decision of a poste riori LLR:  

[ ]t
aL t= e

2( )\
l t t l

t Q l t
L L ′→ →

′∈
= ⊕∑

( )1( )\
( ) 1t l t l t

al Q t l
L L L j′→ →

′∈
 = ⊕ − ∑

1( )l Q t∀ ∈

2( )t Q l∀ ∈

1( )
ˆ[ ]t l t l t

a l Q t
L L L j t′→ →

′∈
 = ⊕  ∑ c



Implement ed code in C



Verif iers

SHA-xxx
function

Condition 
check

No

Yes

Block accept

Generate  a check 
matrix

𝐅𝐅 ∈ {𝟎𝟎,𝟏𝟏}𝑴𝑴×𝑵𝑵

vector e

Nearest codeword 
mapping
�̂�𝐜=Dec(e, F) 

De tected codeword  �̂�𝐜
and �𝐞𝐞

Block re ject

Block heade r

Version, d ifficulty, 
t imestamp, nonce , 
previous hash 
value  ....

Previous hash value

Diagram of  New Verif iers



New Funct ions in ECCPoW

 New functions
1. int **H = GenCheckMatrix(int n, int wc, int wr, 

int seed);
2. bool DEC(int **H, int *e, int n, int wc, int wr, 

int *c);
3. void Dec_Dif f iculty(int &n, int &wc, int &wr, 

int level);

 These functions are the key parts of  the proposed 
solution.

1. They are implemented in C++.
2. They are used to implement a mining 

routine

 An example of  mining
1. generate block header with zero nonce.
2. Dec_Dif f iculty(&n,&wc,&wr,dif f iculty)
3. Seed = f (phv)
4. H = GenCheckMatrix(n, wc, wr, seed)
5. nonce = nonce + 1
6. e = SHA256(version, t ime, dif f iculty, nonce, 

mtv)
7. f lag = DEC(H,e,n,wc,wr)
8. If  f lag == 0; go to step 4
9. Update chv and nonce.
10. Generate block and broadcast.



ECCPoW Hardfork

 New ECCPoW
A new structure of  the block header has been 
introduced and,
three new functions are also have been 
introduced. 

 We aim to link these functions to exist ing the 
blockchain. For example,

mining function, 
chain validation function,
consensus function and so on.

SHA-xxx

LDPC DECODER

Generate  H

H of size  
(n – n×wc/ wr) × n

Block hash of 
the  previous 

block

HTc = 0?

Message  Passing

c of size  n

Nonce
Generator

Nonce

Bloch Header

No

Yes

Block Generation & 
Broadcast

e of size  n

Implemented 
part s

Part s connected t o 
t he Blockchain.core for 

creat ing t he block 
header

Part s connected t o 
t he Blockchain.core

for generat ing & 
broadcast ing block



DeSecure Blockchain Release Plan 
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ECC PoW
Version 0.5

• Coarse & manual difficulty control
• Algorithm only

• Fine & automated difficulty control
• Practical algorithm mounted on real 

blockchain (hardfork)

Github Open Source Code Development

ECC PoW
Version 1.0

2019

ECC PoW
Version 2.0

• Controls the security by adjusting 
the factor based on probability analysis

2020

Experts invited Onther Blockchain
Enthusiasts



Impact  of  ECCPoW 1: 
It  is easier t o st art  a new blockchain net work. 

 A large blockchain network is stable and not easy to disrupt.

 Today there are mining equipment renting sites.
 A new borne blockchain network needs to grow, but newbies are much more vulnerable to 51% attacks.

 DeSecure blockchain networks with ECCPoW do not suf fer f rom such problems since there are no mining
equipment available for ECCPoW.



Impact  of  ECCPoW 2:
One can make mult iple blockchain net works
 It is easy to make a new blockchain with ECCPoW.

 Suppose hardforking a Bitcoin, and an Ethereum, with ECCPoW.
 Let us call them BTC-ECC and ETH-ECC protocols.

 Make the f irst blockchain network by running ETH-ECC over a network (Pusan coin)
 Make the second blockchain network by running BTC-ECC over other network (Gwangju coin)
 Make the third blockchain network by running ETH-ECC over another network (Seoul coin)
 Make the fourth blockchain network by running BTH-ECC over yet another network (Korea coin)

 Each cryptocurrency is independent with its own genesis block and random start ing seed, and can be
adjusted suf f icient ly strong for its regional requirement in the sense of scalability, security and
decentralization.

 These blockchains are inter-connected at the local, regional, and national, transnational level.



Impact  of  ECCPoW 3:
Resolving t he Scalabilit y Tr ilemma
 Trilemma by V. Buterin is well known: Only up to two out of the three virtues such as Scalibility, 

Decentralization and Security can be achieved simultaneously. 

 With ECC, each blockchain is already very strong in decentralization. 
 Each EEC blockchain is f lexible enough to f it  into various sett ings of  transaction speeds and security levels.

 Campus ECC blockchain networks can be set to work very fast allowing up to 100s of  thousands of  TXs per 
second since the delay of  the underlying communications network is very small. 

 Regional ECC blockchain networks can be set to work fast, i.e. allowing up to 10s of  thousands of  TXs per sec. 
 National ECC blockchain networks can be set suf f iciently fast for covering inter- regional transactions.  
 Transnational ECC blockchain networks shall be set to work slow due to large delays.

 All these DeSecure chains started up with its own seed and decentralized levels are mutually independent
and each one can be set to work at the required level of security and speed to serve its purpose.

 These DeSecure chains can be inter-connected via distributed value-exchange ne tworks.
 The connected ECC blockchains can be named the ECC Blockchain Inte rnational.
 ECC Blockchain International as a whole can se rve to resolve the Scalability Trilemma.



Impact  of  ECCPoW 4:
It  is safe t o use a t ime-proven blockchain prot ocol.
 Bitcoin protocol has withstood the tough test of t ime.
 Thus, the networking part and the wallet part are robust enough.

 PoW is problem. Yes.
 But it is not the problem of PoW.
 It is the f ixedness of the PoW puzzle.

 ECCPoW puzzles can be made to vary over t ime.

 The problematic consensus part with a f ixed PoW can be replaced with the new ECC PoW consensus.



Impact  of  ECCPoW 5:
The complexit y of  ECCPoW puzzles can be set  t o grow very 
large; t hus t he cost  f or hardware accelerat ion is boundless.

 ECCPoW is a computer algorithm!
 Thus it is not impossible to f ind a hardware acceleration solution for it .

 ECCPoW puzzle can be represented as a randomly connected bipart ite graph.
 In order to parallelize the algorithm, more memory and computation resource need to be allocated.
 The size of ECCPoW puzzle can grow very large.
 As the size of the puzzle grows, the more needed is the memory and computation resource.
 With ECCPoW puzzles, therefore, one can easily deter the emergence of hardware acceleration solution.

 Deterrence to hardware acceleration of fers a blockchain network with small power consumption
requirement.



Development  Schedule

● Open research platform
○ Source codes github uploaded
○ Open development 

● 2019 plan
○ ECCPoW 0.5 Version
○ Ethereum and Bitcoin Hardforks with ECCPoW 0.5v
○ Develop them into Ethereum ECCPoW 1.0v and Bitcoin ECCPow 1.0v

● 2020 plan 
○ Network growth at least by 10,000 nodes worldwide
○ Co-working with Bitcoin and Ethereum communit ies



Concluding Remarks

 PoW is  fundamenta l for blockcha ins’ immutability. 
• You put PoW to a  block, you ge t the  benefit of da ta  immutability. 
• Recentra liza tion is sue  is  problem due  to fixeness of PoW puzzles , not due  to PoW itse lf.

 Trilemma by V. Buterin is  well known. We seek to ge t two Security and Decentra liza tion. 
• Flexible  puzzles  enabled by ECCPoW can resolve  the  recentra liza tion problem; 
• PoW has  shown to be  the  mos t secure . 

 Scalability is  le ft to the  ecosys tem of DeSecure blockcha ins . 
• Multiple  layers  of ECCPoW blockchains can opera te  s imultaneous ly resolving the  is sues  of sca lability and thus  breaking the  

trilemma.

 ECCPoW blockchains can play a  crucia l role  in ushering in the  idea ls  of blockcha ins and 
advance  our socie ty to the  next leve l!
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 Thank you!

Q&A

We are actively looking for blockchain students to join us. 
Send me an e-mail!

Heung-No Lee, GIST, Sout h Korea 
Home page: http:/ / infonet.gist.ac.kr
Facebook/ Publication ID: Heung-No Lee
E-mail: heungno@gist.ac.kr

http://infonet.gist.ac.kr/
mailto:heungno@gist.ac.kr
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