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Consensus

 Goal: 하나의 동일한 원장 유지 관리

 Nodes: 글로벌 영역에 분산되어 있는 노드 N개
1. State: 각 노드의 현재 상태

A. Work: (각자) 새로운 TXs 담아 블록 생성
B. Announce: 발표
C. Inspection: 검사
D. Approval: 승인

2. State Update: 새로운 블록을 기존 블록체인에 순서대로 추가
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Consensus Algorithm설계의 어려움

 노드들은 인터넷 상에서 협력하여 합의에 도달해야 함

 OS SW

 Cryptocurrency의 경우 다양한 공격 방법이 존재
 Sybil Attack
 DDoS Attack
 Byzantine faults
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#1

AB 2BTC

nonce0
hash0

M. hash 0

Block: Header 와 Body

Header: 
1. Timestamp, 
2. Nonce, 
3. Difficulty
4. Hash, 
5. M. Hash, 
6. Version

Transactions

Body

Header



#1

AB 2BTC

nonce0
hash0

M. hash 0

Secure Hash Function: 블록요약을 만드는 함수

특징: Oneway 앞으로만 가는 함수.
뒤로 가려면 대입법 밖에 없다.

함수는 INPUT 을 받고 OUTPUT을 만든다
INPUT: 파일
OUTPUT: 256 bit 숫자

쓰이는 곳
1. 은행 서버는 Passwd의 hash값만 저장해 놓는다.
2. Spam mail 방지
3. PoW



일반 함수

Output을 본 후,
Input 예측 가능함
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OUTPUT



SHA 함수

동일한 Input은 언제나 동일한
Output 출력.

 Input이 조금만 차이가 나도, 마치 무
작위로 선택된 것 같은 Output을 줌. 

결과: Output 값을 얻은 후 Input값
을 전혀 예측 할 수 없게 됨.

Many to 1 함수, but collision free!
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INPUT: file

OUTPUT: 256 bit string

0

2256-1

28000000-1



Modulo Operation

F(x) = y 

F(x) = 7x + 6 mod 5

Let x = 5. Then, y = 7*5 + 6 = 41 mod 5 = 1. 

Let x = 4. Then, y = 7*4 + 6 = 34 mod 5 = 4. 
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• SHA256, F( x ) = y

𝑋𝑋 = x x is a message up to 1 Mbyte in size 𝑌𝑌 = 𝑦𝑦 y is a 256bit string

“2d711642b726b04401627ca9fbac32f5 
c8530fb1903cc4db02258717921a4881”

64 hexadecimal

Hash 함수

28000000 2256 ~ 1077



• Block body의 hash값을 Block header에넣고
• Oneway function으로 block 과 block을연결하는것

#1

AB 2BTC

nonce0
hash0

M. hash 0

#2

nonce1
hash1

M. hash1

#3

nonce2
hash2

M. hash2

#4

nonce3
hash3

M. hash3

BC 1BTC

CD 0.5BTC

Blockchain이란?



#1

AB 20BTC

nonce0
hash0

M. hash 0

#2

nonce1
hash1

M. hash1

#3

nonce2
hash2

M. hash2

#4

nonce3
hash3

M. hash3

BC 1BTC

CD 0.5BTC

M. hash0
changes

hash 1
changes

hash 2
changes

hash3 
changes

Block을 Chain으로 연결하여 얻는 효과는?



#1

AB 20BTC

nonce0
hash0

M. hash 0

#2

nonce1
hash1

M. hash1

#3

nonce2
hash2

M. hash2

#4

nonce3
hash3

M. hash3

BC 1BTC

CD 0.5BTC

M. hash0
changes

hash 1
changes

hash 2
changes

hash3 
changes

Block을 Chain으로 연결하면 컨텐츠를 못 바꿀까?



Double Spending은 어떻게 성립하는가?
방지하려면 무엇이 필요한가?

공격자 체인

정상 체인

https://arxiv.org/abs/1903.01711자세한 내용은 이 링크를 눌러 확인하세요

https://arxiv.org/abs/1903.01711


#4

nonce3
hash3

M. hash3

CD 0.5BTC

#3

nonce2
hash2

M. hash2

#1

AB 2BTC

nonce0
hash0

M. hash 0

#2

nonce1
hash1

M. hash1

BC 1BTC

컨텐츠를 바꿀 수 없게 하려면 무엇이 필요한가?



• Block Chain + PoW
‐ Revolutionary new idea! 

• Al-Im-To-Po Theory!
• The more come to get involved, the safer the network becomes!
• Reward
• Fresh new race for each block.
• Race means competition. 
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1950개
TXs

#1

time0

#2

time1

#3

time2

#4

time3

1700개
TXs

2000개
TXs

2010개
TXs

Block Interval, TXs/Block, TPS

TPS = TXs/Block / BI 
= 2000 TXs/600초
= 3.3 TXs/sec



TPS제고 필요성 제기

 인기가 많은 블록체인에만 해당

 TPS를 높이려면?
1. 블록사이즈를 키우거나
2. 블록인터벌을 줄이거나
3. Both
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블록인터벌 BI 을 줄이려면?

노드 수를 줄이는 프로젝트들이 성행
 적은 수의 노드에서 잘 돌아가는 합의알고리즘 사용

그러나 노드 수가 적으면
• 탈 중앙화는????
• DS 공격 취약성은???
• Sybil Attack 취약성은???
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블록인터벌 BI 을 줄이려면? (2)

PoW도 Block Interval을 줄일 수 있음
 Litecoin: 2.5분
 ETH: Block Interval 14초

수 많은 fork가 매 번 발생하는 문제 발생
• DS 공격 취약성은???
• 그러나, Profitable DS Attack분석으로 해결 가능 (See DeSecure블록체인)
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2 PoW Puzzles
• Making PoW puzzles
‐ Bitcoin uses SHA256.
‐ SHA is oneway and collision free.
‐ Difficulty and Nonce are in the BH.



• Finding Good Block Summary
‐ Function F takes input x and gives output y :

‐ x is block header (BH), i.e., F(BH) = hash. 
‐ Then, it can be written as

‐ For a block, find a nonce that satisfies the above inequality (Work) 
‐ Record the nonce in the block header. (Proof) 

𝑦𝑦 = 𝐹𝐹(𝑥𝑥)

F(BH: nonce) < Target                   PoW Ineq.



• Toy puzzle
‐ White and black balls.
‐ There are 26 balls.
‐ Balls are numbers, i.e., hashes. 
‐ Let Target be 23=8.
‐ Pick a nonce and run SHA-256.

What is the probability that a while ball is picked?

p = 23/26 = 1/8 

Total no. of balls 26 = 64
Target = 23 0 0 1 0 0 0
White balls = {Balls < Target} 
23 -1 = 7 0 0 0 1 1 1

6 0 0 0 1 1 0
5 0 0 0 1 0 1
…



Toy PoW 문제

SHA-8 사용

PoW 성공
 Hash가 8 보다
작은 수가 되는
Input을 찾으면
성공

한번 뽑고 PoW
성공 확률? 
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INPUT: file

OUTPUT: 256 bit string

0

28-1

28000000-1

Target 23

p = 23/26 = 1/8 



• Bitcoin puzzle
‐ Hashes are strings of 256 bits.
‐ There are 2256 hashes in 𝑌𝑌.
‐ Let Target be 2256-16=2240.

What is the probability that 
the hash satisfies the PoW?

𝑌𝑌 = 𝑦𝑦 𝑦𝑦 is a 256bit string

“00001642b726b04401627ca9fbac32f5 
c8530fb1903cc4db02258717921a4881”

White balls are
64 hexadecimals with 4 leading zeros

p = 2240/2256 

= 2-16

= 1/64000



PoW

SHA-256 사용

PoW 성공
 Hash 값이 2240

보다 작은 Input
을 찾으면 성공

한번 뽑고 PoW
성공 확률? 
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INPUT: file

OUTPUT: 256 bit string

0

2256-1

28000000-1

Target 2240

p = 2240/2256 

= 2-16

= 1/64000



4 Probability of Mining Success

• Given the difficulty p, we aim to find Probability of 
Mining Success. 

• 한번뽑을때 PoW성공확률이 p 일때, 
1. k 번째뽑았을때비로서성공할확률은?
2. 평균적으로몇번뽑아야성공할까?
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• (PMF) What is the probability 
that a CPU solves PoW exactly at the k-th hash?
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• Average no. of hashes for a PoW success. 
‐ What is the average number of hashes for a PoW success for a 

given puzzle difficulty p?



• Definition: Hash Rate of CPU. 
‐ The hash rate of a CPU is defined as number 

hashes in a unit time. 
‐ For example, the hash rate of a CPU which can 

do 10^6 hash cycles per second is 10^6 
hashes/sec.



• ASIC Mining Hardware

출처: https://www.buybitcoinworldwide.com/mining/hardware/



Bitcoin 난이도 조절

 평균 BI을 10분으로 유지하기 위해 Target값을 조절함

 문제

 마이너노드의 수가 증가하면
 Network Hash Rate이 낮아/높아 진다.
 Block Interval이 줄어/길어 진다. 
평균 10분 BI을 유지하기 위해서는
 Target을 크게/작게 해야 한다. 
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• Bitcoin Difficulty (D)

• The aim is to keep the average block generation time be 10 min. 
- Ex) The time span to mine 2016 blocks is set to take 2 weeks.

• Difficulty is adjusted for every 2016 block. 
• Measure the time span, T [min], during which the past 2016 blocks were 

mined. 
• Let TD be 2 weeks [min], i.e., TD = 2016x10 = 20160 [min].
• If T is different from TD, adjust the Difficulty D : 

In Bitcoin, initial D is set to 1 with 8 leading hexa zeros.  

D
prev

TD D
T

= ×



Your Hash Rate
Your Hash Rate Network Hash Rate

=
+

• Given a Target, one can determine the 
network hash rate.

• Suppose you bring your own mining chip.
• You can determine your chance of winning a 

puzzle.
• It is the ratio of your hash rate to the total 

hash rate:



Network H
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Your Hash 
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Your Ha
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51

s  a e

.
e12

1

=
+

=
+

=

Ex
• Target 이 2204. 
• 채굴에 1 Tera hash/sec mining chip을구매하여참여. 
• 이때내가이길확률은? 
‐ The network hash power is  2256-log2target/600 = 

252/600 = 7.51e12 [hash/sec].
‐ The hash rate percentage is: 



Bitcoin 실전 문제

39



18 Leading Hexadecimal Zeros

해시 0000000000000000004758013a1ed70036479f7d5036c19240afc9fd4710832b

• 블록높이 516445 비트코인블록체인내깊이값 513445에서의블록들

난이도 3,511,060,522,899.72  Log2Diff = 41.68 
Target = 256 – (32+41.68) = 256 - 73.68 = 2182.32

시간 2018년 4월 3일 12시 40분

Nonce 1225863608



• Example of Difficulty and Target
‐ Block #516445
‐ BlockHash 0000 0000 0000 0000 0047 5801 …   …  …  832b

‐ Difficulty D is 3,511,060,552,899.7197 = 3.5e12
‐ Target is Target0 * (1/Difficulty)

• 18 hex zeros * 4 bits/hex + 1 bit = 72 + 1 = 73 bit zeros

• Log2(D) = 41.68
• Target = 2224.000 2-41.675

= 2182.325



Recall PoW Success 
is

SHA Hash Output < Target

2182 2183

# of leading zero bits 
at least 73

Successful Hash Outputs

Hash values

Target is
2182.3250

# of leading zero bits 
at least 74



• Network Hash Rate : Block#516445 
• With D=3.5e12, the probability p is 

about 2-(32+41.675) = 2 -73.6750.
• Then, it would take 1/p = 273.6750 ~ 

1.5080 e22 hashes to mine a single 
block. 

• Dividing it by 10 min = 600 sec, the 
network hash rate is obtained, 
25.13 Exa hash/sec. Exa = 1018



0.01%  Network Hash RateYour Hash Rate
100% 0.01%

1 25e18 25e14
9999
178.6(14e12)

≥
−

= =

=

Ex
• Antminer S9s (14 Thps) 이몇개필요할까, 만
약내가 hash power를 0.01 % 갖기를원한다면?

• 네트워크 hash rate 은 25 Exa hash/sec 이다.

‐ You need to bring at least 179 AS9 chips. 

10% 해쉬 파워를 위해 투자해야 할 돈은?

• 179000개
• 단가 3000 USD
• 537 MUSD



문제
네트워크 hash rate은 25 Exa hash/sec 이다. 

‐ 현재네트워크에서작동하는마이닝노드의최소
개수는몇개인가?



답

네트워크 hash rate은 25 Exa hash/sec 이다. 

‐ 현재네트워크에서작동하는마이닝노드의최소
개수는몇개인가?

18

12

6

Net HR
 HR

25 10
14 10

~ 1.8 10

×
=

×
×

최소갯수 = 
가장빠른칩



문제
네트워크 hash rate은 25 Exa hash/sec 이다. 

‐ 한개의가장빠른마이닝칩으로하나의블록
작업증명에성공하려면걸리는시간은?  



문제
네트워크 hash rate은 25 Exa hash/sec 이다. 

‐ 한개의가장빠른마이닝칩으로하나의블록
작업증명에성공하려면걸리는시간은?  

18

12

9

Net HR 600
 HR

25 10 600
14 10

~ 1.07 10

×

×
= ×

×
×

초
시간 = 

가장빠른칩

초

초

= 31.7 년

일년 = 3153만6천 초



• Bitcoin Hash Rate vs Difficulty (Mar/17 ~ Apr 18)

출처: https://bitcoinwisdom.com/bitcoin/difficulty
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Network Hash Rate = 1/p
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Goodness of Bitcoin PoW

PoW provides flexibility in TPS solutions! 
 Small difficulty  fast TPS
 Large difficulty  slow TPS

PoW is sufficient for data immutability!

PoW and blockchain is a technological breakthrough. 
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현재 PoW의 문제점
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Proof of Work-the Monopoly Problem3

• Miners are rational profit seekers.
• They strive to make as much profit as 

possible.
• Mining operations are highly 

parallelizable, GPU mining quickly 
replaced CPU mining:

• FPGAs did GPUs.
• ASICs did FPGAs.



• Proof of Work, any 
alternative?
‐ PoW, monopolized today.
‐ Handful of mining sites 

dominating.
‐ The trust has been 

degraded.
‐ No more one CPU one vote.
‐ Rational profit seeking 

miners use ASICs now.
‐ Huge energy spending

https://btc.com/ (기간: 2018. 09 ~ 2019. 09)

https://btc.com/


Proof of X Schemes4

• Proof of Stake (PoS)
• Delegated PoS (DPoS)
• Proof of Activity (PoA)
• Byzantine Fault Tolerant (BFT)



• Proof of Stake (PoS)
‐ Give higher PoW chance to a node with a 

higher stake (more coins).
‐ Good: No high energy consumption
‐ Bad: Rich gets richer problem
‐ What if the node stays off line?
‐ Centralized. 

Reference: See page 2114, IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 18, NO. 3, THIRD 
QUARTER 2016

• Delegated PoS
- Lend coin and share profit.
- Small number of nodes, off-chain politics 



• Proof of Stake based on Coin Age
‐ Coin age is no. coins times the holding period.

‐ The difficulty of PoW is individually determined, 
inversely proportional to one’s coin age.

‐ If one finds a solution, one’s coin age is reset.
‐ Slowly increasing the chances of solving the 

puzzle next time.

Reference: See page 2114, IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 18, NO. 3, THIRD 
QUARTER 2016

• Implemented in Peercoin (peercoin.net).



• Proof of Stake
‐ In contrast to PoW, where the longest block 

chain survives, coin age PoS declares the block 
chain with the highest total sum of destroyed 
coin age as the main chain. 

‐ An attacker must hold a huge amount of coins.



• Proof of Stake
‐ Good: Energy consumption is minimized. 

[229] N. Houy, “It will cost you nothing to ‘kill’ a proof-of-
stake cryptocurrency,” 
Econ. Bull., vol. 34, no. 2, pp. 1038–1044, 2014.



• Proof of Stake
‐ Bad

• Coin age accumulates even when the 
node is not connected to the network. 

• Come online for reward go offline 
afterwards.

• The lacking of sufficient number of 
online nodes, may facilitate attacks.



• Table IV – Summary of Altcoins and Extensions

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 18, NO. 3, THIRD QUARTER 2016

Summary of Altcoins5



IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 18, NO. 3, THIRD QUARTER 
2016

• Table IV – Summary of Altcoins and Extensions
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DPoS

DPoS

PoW

PoW

PoW

PoW+

PoW

PoW

PoS

PoW

PoW+PoS

PoW

PoS

PoS

PoS

PoS

PoS

BFT

BFT+

BFT

BFT

dBFT
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Proof-of-XXX, Alternatives to PoW
기술개발의 필요성

Pros

PoW
(Proof-of-

Work)

PoS
(Proof-of-

Stake)

BFT

DPoS
(Delegated 

PoS)

 Strongest security
 Difficult to produce
 Easy to verify 

 Extreme computing power
 51% attacks
 Transaction speed / Transaction 

throughput

Cons Coins within top 50 rank

 Energy & hardware efficiency
 Expensive 51% attacks

 Recentralization
 The rich-get-richer 
 “Nothing at stake” problem

 Scalability and speed
 Energy & hardware efficiency
 Encouraging good behavior by 

real-time voting

 Recentralization
 DDoS attacks

 Resistant to n/3 attacks
 Validators are randomly selected.

 O(n2) complexity
XRP, NEO, 
BinanceCoin, 
Cosmos

TRON

ETH2.0, Cardano, Tezos



Libra

합의알고리즘: 
Byzantine Fault 
Tolerance O(n^2) + 
지분증명
노드수 100개
1000 ~1500 TPS
중앙화 솔루션
Stable Coin ~ Reserve
Facebook network 

has 2B users. 
The era of digital 

currency may arrive 
sooner!
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Marcus noted that blockchain technology is inevitable and if the 
U.S. doesn’t lead in building and regulating it, the tech will 
come from places “out of reach of our national security 
apparatus,” raising the spectre of China



LibraBFT
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PoW는 근본적인 보안성 해결방안

탈 중앙성과 보안성 모두 확보 가능한 해결방안!

주요 합의알고리즘은 탈 중앙성을 희생하여 보안성과 확장성을
얻으려 목표, 혹은 off-chain 정책에 의존함.
 Staking, Delegation, Activity-checking, Leader Selecting, Random 

Selecting, etc. 

PoW의 현재 문제점을 새로운 기술로 해결하면 여전히 가장 좋
은 해결방안이 됨! 
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블록생성과 검증이 분리되면 어떤 일이?

랜덤 선출된 자가, 지분을 많이 가진 자가, 활동이 많은 자가, 장군으
로 선출된 자가, …

블록을 생성하세요.
나머지는 검증을 하겠습니다.
선출  생성  검증 등 여러 단계로 분리 됨. 
각 단계에서 일이 제대로 되었을까?
 Validators를 뽑아서 합시다. 보상은 나눕시다.

생성자 혹은 검증자가 일을 대충해서 좋지 않은 TX가 들어갈 경우?
 각 단계에서 혹시 실패한 경우가 발생할 경우는…
 평판도 측정, Staking 압수, …  
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PoW는 생성과 검증이 동시에 이루어짐

수 많은 노드가 생성과 검증을 경쟁적으로 (동시에) 함

끊김이 없이 블록이 생성됨

앞으로 전진만 있음

잘못된 TX이 포함될 경우 헛고생, 스스로 검증하고 생성함
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구분 내용 사례

확장성

(Scalability)

사용자 수 증대에 유연하게 대응할 수 있는 능력

단위 시간당 거래건수가 늘어 날 때 무리 없이 거래를 증대시킬 수 있는 능력을

의미

이더리움

Plasma,

Sharding

탈중앙성

(Decentra

lization)

중앙 집중화 구조를 벗어나 노드들이 소규모 네트워크로 자율적으로 모여 운영주

체가 되는 것을 말함

기존의 서버-클라이언트 관계를 벗어나 개별 노드들이 자발적이고 자율적으로 피

투피(P2P) 방식으로 연결함

블록체인 기술이 사회적으로 널리 확산됨에 따라 기존의 중앙집중식 조직, 기업, 

단체, 기구 등은 탈 중앙 구조로 변경되고 있음

초기

Bitcoin

Network

보안성

(security)

블록체인 데이터의 무결성 확보하거나, 오픈 프로토콜이 원래 의도한 바 데로 시스

템이 작동하도록 하고, 외부로 부터의 공격으로 부터 시스템을 보호하는 능력 을

의미

블록체인 트릴레마 (V. Buterin)
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Research at GIST Blockchain Economy Center

DeSecure
Blockchain

확장성

분산성 보안성

블록체인하드포크 (비트코인, 이더리움)

ECCPoW 1.0 작업증명보안성수준

1단계 연구

DeSecure
Blockchain

확장성

분산성 보안성

다중복합구조블록체인

ECCPoW 2.0 이중지불공격방지

2단계 연구
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확장성 강화 연구 with DeSecure Blockchains

 Evolutionary Space에서 DeSecure 블록체인을 용도에 따라 특화

 용도별 특화 블록체인들을 연결하여 다중 복합구조 DeSecure 블록체인 형성

Value
Exchange

Block Chain

Chain

ChainChain Chain

Chain

Chain
Low TPS
Global Nets
High Delay

High TPS
Local Nets
Low Delay

Large Tx (Assets)

Small Tx
(Utility Coins)

<용도에 따라 세분화된 다중 복합구조 블록체인>



Comparison to Existing Scalability Solutions
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DeSecure Blockchain aims to resolve scalability issue with promotion of competition.  

Type DeSecure Bitcoin Ethereum

Name
Multi-level,

multiple chains
Seg-Wit Lightening Network Plasma Sharding

How
Many ECCPoW based chains 

can talk to each other via 

value-exchange service

Realize by modifying 

a block data structure

Allow off-chain 

transactions and record 

the end result of these 

transactions into the main 

blockchain

Allow transactions in child 

chains, TX records end up 

at the main chain are 

limited. 

Divide BC DB with 

multiple shards

Pro
Many different services and 

levels of chains can co-work.
Easy to realize

Faster transactions

Small TX fees

Faster transactions

Small TX fees
Faster transaction

Con
No single chain solution

Requires an ecosystem
Small improvement

The content of off-chain 

transactions lost

Some TX content lost

Only full node can run this

Increased 

SW complexity



블록인터벌을 10분에서 1분으
로 줄이려면 어떻게 될까?
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블록인터벌을 10분에서 1분으
로 줄이려면 어떻게 될까?
수 많은 fork가 매 번 발생하는 문제 발생, 비 동기화

DS 공격 취약성을 따져봐야
그러나, Profitable DS Attack분석으로 해결 가능 (See DeSecure블록체인)
소규모 네트워크, 용도별, 지역별로 쓰는 용도를 다르게 할 수 있다.
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네트워크 별, 용도별, 지역별
로 서로 다른 블록체인 만들고
연동 시킨다!

이 것을 가능하게 하는 필요 조건은 무엇인가? 
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• 새로운 PoW 알고리즘개발을위해고려해야할사항
‐ Puzzles 문제를다양화하고, 문제출제방식을시시각각바꿀수있게한다.

• A puzzle should be difficult to solve but very easy to check.
• The puzzle should be resistant to attacks.
• Solution to the puzzle for a block should not be reusable.
• Puzzle difficulty should be adjustable.
• Anyone with a CPU who wishes to participate should be able to join.
• Consensus must eventually be reached; there must be a common rule to 

resolve forks and to determine the main blockchain.

Key New Idea is a TV Puzzle System!
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 부호-암호작업증명 (ECCPoW) 정의 :
오류정정부호와작업증명을동시에사용하여분산성/보안성을확보하기위해개발된작업증명기술임.

 ECCPoW은매블록마다변하는합성함수를사용함.

 (시변성) 패리티체크행렬을매블록마다변경함으로써, 함성함수를매블록마다변경할수있음.
 (무한성) 무한히많은패리티체크행렬을사용하면, 무한히많은합성함수를생성할수있음.

부호 –암호작업증명

오류정정부호디코더
e.g. LDPC 디코더

해쉬함수
e.g., SHA256

논스를제외한블록헤더값
e.g., version, difficulty…

논스

해쉬값 r 디코더출력값 c

패리티체크행렬 H

합성함수
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매블록마다바뀌는암호퍼즐생성 (1)
ECCPoW버전1.0 개발

블록헤더
(version, previous hash value, 

merkle tree value ...)

패리티체크행렬생성부분
입력 : 이전해쉬값, 난이도
출력 : 패리치체크행렬 H

난이도
조절장치

현재블록높이 (Block Height)

이전해쉬값
(Previous Hash Value)

패리티체크행렬 H

난이도

 난이도는 “블록길이”및 “부호의비율”을결정

 이전해쉬값을이용해 Gallager code 생성방법의순열순서를결정
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 오류정정부호디코더입력값생성

매블록마다바뀌는암호퍼즐디코더개발 (2)

N개의
변수노드

m개의체크
노드

오류정정부호디코더

  

 



  



  

 

 




변수노드들과체크노드들의관계는패리티체크행렬에의해정의

오류정정부호디코더의입력값은 generate_hv함수에의해생성

오류정정부호디코더의출력값

( )1r ( )2r ( )r n

Decoding part

 패리티체크행렬의변경은변수/체크노드들의관계의변경을야기함.
 즉, 동일한입력값을취득하더라도, 패리티체크행렬이변경되면상이한값을산출함.
 디코딩은메시지전달알고리즘에의해이뤄짐. 
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보안성 강화 연구

TX Size별로보안성을판단해각자대처
 거래 별로 DS공격의 위험성을 평가하여 사용자가 보안위험 자각 및 대처 가능

 거래검증 횟수와 거래크기가 DS 공격자에게 이윤을 발생시키는지를 거래 별로 평가 가능

거래크기 : 10억 원

블록컨펌 수 : 21
위험 거래크기: 8억 원

거래크기 : 10억 원

블록컨펌 수 : 22
위험 거래크기 : 12억 원

DS 공격 안전

DS 공격 위험
거래 크기

거래검증 횟수

위험 거래 크기

<보안성 판단 알고리즘>
검증 대기 거래



Scalable DeSecure Blockchain 개발/보급

부호-암호 화폐 시스템 (GIST특허 2018)
 Error-Correction Code 기반 PoW
 재-중앙화 문제 해결 (SHA함수에 전적으로 의존 ASIC칩)
 누구나 화폐 발행에 참여 가능

세월의 검증을 이겨낸 Bitcoin과 Ethereum의 합의알고리즘에 적용, 보급, 확산 계획

탈 중앙적이며 안정적인 Bitcoin과 Ethereum 보급
 Scalability 문제 해결

Lecture by Heung-No Lee 84



ECCPoW resolves the issue of Recentralization!
[See Ref 1]

Uses time-variant Error-Correction Code(ECC) PoW
 ASIC/FPGA/Pool resistant

Achieves a decent decentralization
 People with a cpu or a gpu can participate!

Provides energy efficient operation
 Small hash power needed:  O(10^10), instead of O(10^20)

Offers ECCPoW puzzles completely different from SHA-PoW
 There are many mining chips available for SHA-PoWs. 
 They cannot be utilized to launch a DS attack to ECCPoW.
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Aim to launch BTC-ECC first.
LiberVance
BTC-ECC hardfork has been 90% completed.

Raise funding with BTC-ECC.

Pressing to launch BTC-ECC in 2nd Qtr 2020.

Fund raised from BTC-ECC will be used to help a series of 
follow-up projects. 
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Today money is not honest!
[Hayek has predicted in Denationalization of Money]

• P.24. Free trade in money. As soon as the public became familiar with the new possibilities, any 
deviations from the straight path of providing an honest money would at once lead to the rapi
d displacement of the offending currency by others. 

• P. 115. There is no better case for preventing the decrease of the quantity of money circulating 
in a region or sector of a larger community than there is for governmental measures to preven
t a decrease of the money incomes of particular individuals or groups—even though such mea
sures might temporarily relieve the hardships of the groups living there. It iseven essential for 
honest government that nobody should have the power of relieving groups from the necessity 
of having to adapt themselves to unforeseen changes, because, if government can do so, it wil
l be forced by political necessity to do so all the time.

• P. 116. Such areas in which one currency predominates would however not have sharp or fixed 
boundaries but would largely overlap, and their dividing lines would fluctuate. But once the pri
nciple were generally accepted in the economically leading countries, it would probably spread 
rapidly to wherever people could choose their institutions. No doubt there would remain encla
ves under dictators who did not wish to let go their power over money—even after the absenc
e of exchange control had become the mark of a civilized and honest country. 

8
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The Hayek’s Proposal

• The concrete proposal for the near future, and the occa
sion for the examination of a much more far-reaching sc
heme, is that 

• the countries of the Common Market, preferably with th
e neutral countries of Europe (and possibly later the cou
ntries of North America) mutually bind themselves by fo
rmal treaty not to place any obstacles in the way of the
free dealing throughout their territories in one another's 
currencies (including gold coins) or of a similar free exer
cise of the banking business by any institution legally es
tablished in any of their territories. 

8
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Which sort of currency would the 
public select? [Hayek pg 66]

Four uses of money
(i) Cash purchases
(ii) Saving
(iii) Standard of deferred payments
(iv) A reliable unit of account
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Hayek argues that money is a commodity that 
would be better off supplied through competition. 

Monopoly of government vs. competition by private issuers. 
The advantages of competitive currencies are not only 
removing the power of government to inflate the money 
supply but also that they would go a long way to prevent the 
destabilizing fluctuations that government monopoly of 
money has precipitated over the last century. 
In addition, it makes it difficult for government to inflate its 
own expenditures. 
The central theme is crystal clear: government has failed, 
must fail, and will continue to fail to supply good money. 

90



BIT-ECC is money of people!

We are people from the globe.

We have our computers shared.

This computer network maintains the book of transactions. 

This computer network mints coins.

Currency is created by us the people.

We the people get the seigniorage. 

Supply of this global currency is fixed.
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BIT-ECC provides honest money!

It is a money freely traded worldwide.

Supply is fixed.

Participation is open.

BIT-ECC is more decentralized than BIT.
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10 years from now, competing 
currencies
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National 
Currencies

Global Currencies of World Citizen

Currency 
of Global Corporations



Concluding Remarks

Bitcoin is the currency of world citizen.

PoW is fundamental to decentralization and security. 

Centralized altcoins are not as valuable as bitcoin. 

DeSecure blockchains and multi-level blockchains provide 
new technological advance.

It is inevitable to use cryptocurrencies. 
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